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What's New

This guide includes the following changes, made in support of the February 2019 updates to
Evidence.com:

e Added segment timeline zoom information to the Redaction Studio Layout and
Controls section and Using Redaction Studio section

e Updated the Device Search Filters and Device Summary report with Device Home
information and added an Update Device Home section.

e Added an administrator Device Home section with information on adding, editing,
and deleting Device Home information.

¢ Added an administrator Evidence Groups section with information on using Evidence
Groups. Added information on optional Evidence Group fields when adding users.
Updated Appendix A: Roles and Permissions with new Evidence Group permission
and settings.

For more information about the most recent release, see the following document:

e FEvidence.com February 2019 Release Notes

For further information about changes to this guide, see Revision History.

Note: The guide revision history prior January 2017 was removed from the document to
save space. If you have questions about the guide revision history, contact Technical
Support to request the information.


http://public.evidence.com/releasenotes/Evidence.com+February+2019+Release+Notes.pdf

Introduction

Axon Enterprise, Inc. (Axon) has developed the Axon system and Evidence.com solution for
use by law enforcement. Depending on agency need, the solution can provide on-officer
video capture, secure digital media storage and management, and paperless tracking and
reporting. This unique system is suitable for both smaller agencies lacking in resources or
large agencies trying to streamline and become more economical.

Note: For more information on the Axon system, see www.axon.com.

The solution consists of three core parts: capture, transport, and data management.

Capture

The capture element is an on-officer camera designed to capture video from the officer’s
perspective. Axon Flex and Axon Body 2 integrate easily with Evidence.com.

Transport

The transport element consists of Axon Dock, Axon Evidence Upload XT, and Evidence Sync.
Axon Dock functions as the docking, charging, and upload station for Axon body worn
cameras. Evidence Upload XT is a Windows®-based desktop application that enables users to
easily upload non-Axon generated digital evidence to their agency’s Axon Evidence.com
account. Evidence Sync is a Windows-based desktop application provides a secure interface
for uploading and managing TASER Conducted Energy Weapon (CEW) generated logs as well
as TASER CAM and Axon videos.

Data Management

Evidence.com services provide a secure and easily accessed interface for management,
sharing and viewing of mission critical data. Unlike other data management solutions, the
Evidence.com website provides the first Software as a Service (SaaS) solution for law-
enforcement data management. Using cloud architecture and infrastructure, Evidence.com
services require minimal infrastructure improvements by the agency.

About This Guide

This guide is a reference for Evidence.com users and administrators.

For users, the guide includes information on using Evidence.com to work with data and
manage your Evidence.com account. The actions you can take in Evidence.com depend on
the permissions granted to you by your agency's Evidence.com administrator.



For Evidence.com agency administrators, the guide includes information to assist with
setting-up and administer on-going operations of your agency.

If you require additional assistance, contact Technical Support via support@axon.com or at
800-978-2737 ext 2 or +1 480-463-2170.

Administrator Overview

An administrator account is created for every agency on Evidence.com during the initial
implementation cycle. The username of this administrator account is the email address that
your organization specified.

Typically, the person most responsible for your Evidence.com agency owns the first
administrator account. The first administrator usually defines security settings, creates
custom roles and permissions, adds users (User, Administrator, Armorer or any other
custom roles), reassigns devices, creates categories and sets retention policies, and
configures several other administrative features of your Evidence.com agency.

Implementation Checklist

The following list is a brief summary of implementation tasks for administrators of a new
Evidence.com agency:

Note: The availability of features depends on your Evidence.com agency type.
¢ Confirm administrator status in Evidence.com

e Confirm agency profile information

e Configure custom Roles and Permissions (optional)

e Configure account settings
o Configure and add users

o Confirm and adjust device (camera, CEW, etc.) settings as needed

o Configure Categories and Retention Policies

o Configure Evidence ID validation (optional)

o Enable |P address security (optional)


mailto:support@axon.com

o Enable multi-factor authentication (optional)

o Configure password settings (optional)

Supported Web Browsers

Evidence.com supports the use of the following web browsers:

e Internet Explorer version 11

Note:

If you use Internet Explorer 11, ensure that Compatibility View is disabled.
Evidence.com does not support the use of the Compatibility View feature. To
verify your Internet Explorer settings, go to Tools > Compatibility View settings
and ensure that Evidence.com is not included in the list of websites added to
Compatibility View and that the “Display all websites in Compatibility View” check
box is cleared.

Additionally, ensure that Font download is enabled. Evidence.com uses custom
fonts and disabling Font download will prevent the display of information. To
verify your Internet Explorer settings, go to Tools > Internet Options, select the
Security tab and click the Internet zone. In the Security level for this zone section,
click Custom level and, under the Downloads settings, verify that Font download
is set to Enable.

e Microsoft Edge

e Chrome version 40 and above

e Firefox version 30 and above

e Safari version 8 and above

Additionally, Evidence.com supports the media player and related tools, introduced in
Evidence.com release 1.27, with the following web browsers:

e Internet Explorer version 11

e Chrome version 43 and above

e Firefox version 38 and above

e Safari version 8 and above

If you use an unsupported browser to access media-evidence files, Evidence.com provides
the traditional media player.



Sign In to Evidence.com

To sign in to Evidence.com, you must go to your agency's Evidence.com page.

1.

In a web browser, go to your agency's unique URL:

https://youragencyname.evidence.com

New Tab

C [ hitps;//youragencyname.evidence.com

For quick access, place your bockmarks here on the bookmarks bar. Import bockmarks now...

Your agency's sign in page appears.

If you do not know your agency URL, enter evidence.com in your browser address bar
and then enter your email address and click Search to find your agency. If you are still
unable to find your agency, contact Customer Service at 1-800-978-2737 or your Axon
sales engineer for assistance.

2. Inthe Username and Password boxes, type the required information.
You can enter your assigned username or email address in the Username field.

3. Click Sign In.

4. If Evidence.com challenges you for a security code or answers to your security questions,
type the required information and then click Sign In again.
Note: If you sign in to Evidence.com while you are already signed in from another

location, Evidence.com terminates the original session.
Dashboard

The Dashboard appears when you sign in to your Evidence.com agency. You can also return

to the Dashboard page from any other area in Evidence.com by clicking the Axon logo (4 ) in

the upper-left corner of the page.

The Dashboard includes the following sections:

Note: Depending on your role and permissions, you may not see all of these sections.

System Alerts

Critical Device Alerts



e C(itizen Evidence (see Axon Citizen for more information)

e Groups | Monitor

e Upcoming Evidence Deletions — User Initiated and System Initiated
e System Usage

e My Latest Uploads

e Evidence Shared with Me

e My Case Activity

System Alerts

The System Alerts section informs administrators about the status of their agency’s
Evidence.com Security Settings. These warnings alert administrators if a recommended
security feature is not enabled.

If all recommended security features are enabled, the System Alerts section is empty.

If you want to clear an alert, to the right of the alert, click Update. The applicable page opens
and you can configure the security feature. For example, for the IP Restrictions warning,
clicking Update opens the security settings page for IP security.

For information about configuring each security feature, see the applicable section in this
guide, such as IP Security.

SYSTEM ALERTS

A WARNING: IP Restrictions not enabled Update

Critical Device Alerts

The Critical Device Alerts section lists up to five devices that are reporting problems.

It is recommended that you do not use devices listed under Critical Device Alerts and that
you contact customer service immediately.

If none of your agency's devices have a critical error status, “No Results Found” appears in
this section.



If you want to see all devices that have an error status of Critical, in the upper-right corner of
the Critical Device Alerts section, click View all.

CRITICAL DEVICE ALERTS View all
MODEL SERIAL NO ERROR STATUS FIRMWARE WARRANTY
X2 x1300162e Critical Error Rev.04.010 Not available
X26P zzx1207y2 Critical Error Rev.03.038 Not available
X2 Zzx2903n8 Critical Error Rev.04.010 06 Sep 2012
X26P zzx12003r Critical Error Rev.03.041 Not available
X2 zzx30095r Critical Error Rev.03.041 Not available

Groups | Monitor

The Groups | Monitor section lists groups for which you have evidence-monitoring
permission. To access the profile page for a group, click the group title.

GROUPS | MONITOR

TITLE DATE CREATED DATE MODIFIED

Case Filing 12 Jun 2015 25 Jul 2015

Upcoming Evidence Deletions

The Upcoming Evidence Deletions section includes two lists:
e User Initiated — Lists evidence that has been manually scheduled for deletion.

e System Initiated — Lists evidence automatically scheduled for deletion in accordance
with the retention duration of the category that is assigned the evidence. For more
information, see Categories and Evidence Retention Palicies.




Each list shows five evidence files at a time. To move through a list, use the pagination
controls below the list.

UPCOMING EVIDENCE DELETIONS

User Initiated

TITLE OWNER DELETION DATE OPTIONS

Audio 1969-12-31 170000 Chiles, Bryan Queued for deletion Restore

Photo 1969-12-31 145959 ADmin, Phil Queued for deletion Restore

Photo 1969-12-31155959 ADmin, Phil Queued for deletion Restore

Photo 1969-12-31155959 ADmin, Phil Queued for deletion Restore

Photo 1969-12-31155959 ADmin, Phil Queued for deletion Restore
2 NEXT

System Initiated

TITLE OWNER DELETION DATE OPTIONS
TASER CAM Video File Gagnen, Rick n 2 minutes
MOV.mov Ibrahim, Chris
Video 2014-07-28 1836 Dim, Jo 27 Jul 2015
Gfg Dim, Jo 27 Jul 2015
TASER CAM Video File oneadmin, sam 28 Jul 2015
2 3 4 NEXT »

If you want to view the details of an evidence file, click the evidence title.

If you want to prevent evidence from being deleted, the process is different for user-initiated
evidence and system-initiated evidence.

e To restore evidence from the User Initiated list, click Restore and then, on the
confirmation message box, click OK.

e Torestore evidence from the System Initiated list, click the evidence title and then assign
the evidence a category with a retention duration that prevents the deletion of the
evidence. For more information, see Categories and Evidence Retention Policies.

System Usage

The System Usage summary and graph summary includes the amount of usage broken out
by video, audio and other types expressed in gigabytes (GB).

It displays the amount of evidence added and deleted by your agency’'s users as well the
average (net) in the last 30 days.



It also displays the total number of Evidence.com users and your agency's active devices.

SYSTEM USAGE

Total Storage Evidence Added (last 30 days) Total Users Total Active Devices
64378 130 TE 174 2096

TYPE TYPE SIZE (+) SIZE () NET SIZE (+/-) TYPE COUNT TYPE COUNT
deo Video 12778 206GB 12778 Active 594 X2 22
Audio Audi 0.00MB 5250 MB Deactivated 73 X26 2
Other 105.17 GB Cther 9.96 MB 3331GB Invited 1072 21 -
age Activity
Data Options: ™ Video @ Audic  # Other
B

My Latest Uploads

My Latest Uploads lists the most recent evidence and log files uploaded to your account
from Axon and TASER devices, or other external devices.

MY LATEST UPLOADS View all
o] TITLE FILE TYPE UPLOAD DATE DURATION ACTIONS
2223 Penguins Image 09 Jun 2015 - 04:43:38 N/A = ¥ F x
2224 Tulips Image 09 Jun 2015 - 04:43:37 N/A = ¥Nx
227 Koala Image 09 Jun 2015 - 04:43:34 N/A = ¥ F x
2222 Lighthouse Image 09 Jun 2015 - 04:43:34 N/A = ¥ P *
2219 Hydrangeas Image 09 Jun 2015 - 04:4330 N/A = ¥ P *
2220 Jellyfish Image 09 Jun 2015 - 04:43:30 N/A = ¥ F X

If you want to see all your evidence, in the upper-right corner of the My Latest Uploads
section, click View all.

If you want to view the details of an evidence file, click the evidence title.

If you want to see a list of all evidence with the same ID as an evidence file in the list, click
the evidence ID.

Under Actions, you can view the evidence audit trail, download the evidence, flag the
evidence, or delete the evidence.



Evidence Shared with Me

The Evidence Shared with Me page lists up to 10 evidence files that have been shared with
you. The list shows the ID, title, file type, owner, sharing duration, and sharing expiration
date.

If you want to see all evidence shared with you, in the upper-right corner of the Evidence
Shared with Me section, click View all.

If you want to view the details of an evidence file, click the evidence title.

If you want to see a list of all evidence with the same ID as an evidence file in the list, click
the evidence ID.

EVIDENCE SHARED WITH ME

ID TITLE FILETYPE OWNER DURATION EXPIRATION DATE
2112 old Guys Playing Image Bullwark, Hubie N/A 13 Aug 2015 - 093239
131313 Bird Feeder Image Bullwark, Hubie N/A 13 Aug 2015 - N1:10:17
2n2 On Screen Image Drummend, DB N/A 24 Aug 2015 - 15:4816
2n2 Summary Image Crummend, DB N/A 24 Aug 2015 - 15:48:16
Cats Moat Image Hamish, MC N/A 07 Oct 2015 - 13:42:21

StealingFirst 1B Image Hamish, MC N/A 23 Oct 2015 - 10:45:24
212 Redacted video of Ghost Story 2 Video Hamish, MC 15:22 23 Oct 2015 - 10:45:24
2n2 Backyard Image Hamish, MC N/A 23 Oct 2015 - 10:45:43

My Case Activity

My Case Activity displays up to 10 cases that you have created along with their status,
creation date, and the date they were last updated.

If you want to see all your cases, in the upper-right corner of the My Case Activity section,
click View all.

If you want to view the details of a case, click the case ID.



Under Actions, you can flag cases or delete them.

MY CASE ACTIVITY

StealingFirst

SiteTheft2015-07-15

2112-R40

STATUS

Active

Active

Active

Active

Active

Active

Active

Active

Active

Active

CREATE DATE

13 Jul 2015 - 1

13 Jul 2015 - 1

22 May 2015 -

22 May 2015 -

22 May 2015 -

22 May 2015 -

22 May 2015 -

22 May 2015 -

19 May 2015 -

19 May 2015 -

1:52:15

0:25:53

11:45:50

11:43:53

10:38:33

10:31:32

10:09:49

09:47:28

13:25:55

08:38:33

LAST UPDATE DATE

13 Jul 2015 -1

13 Jul 2015 - 1

22 May 2015 -

22 May 2015 -

22 May 2015 -

22 May 2015 -

22 May 2015 -

22 May 2015 -

19 May 2015 -

19 May 2015 -

1.52:15

0:25:53

11:45:50

11:43:53

10:38:33

10:31:32

10:09:49

09:47:28

13:25:55

08:38:33

Wiew all

ACTIONS

b x
N X
b x
W x
N X
b x
T~ x
™ x
W x
N x

Managing Your User Account

Users can update many settings for their own user accounts.

If you do not want to allow users to perform any of the procedures in this section, such as

changing username and email address, ensure that the role that you assign to users

prohibits the Edit Account Information permission.

Note: The default permissions assigned to the User role does allow the Edit Account

Information permission. For more information about permissions in pre-configured

user roles, see Appendix A: Roles and Permissions.

Update Your Basic Account Information

Basic account information that you can update includes items such as the following:

Username

e First Name

e Last Name

e BadgelD

e Cell Phone Number

e Email address




e Time Zone

1. Inthe upper-right corner of the page, click your user name.

CARPENTERIA,

]

[SIGN OUT]

Evidence.com displays the Accounts and Passwords page for your user account.
2. Under User Information, make the changes that you need.

Note: You cannot verify an updated phone number until you have saved the changes.
3. Click Save.

Above User Information, a banner message about the success of the updates appears.

Verify Your Mobile Phone Number

For multi-factor authentication, you can enable Evidence.com to send one-use security codes
to your mobile phone.

After you add a mobile phone number or change the mobile phone number on your user
account, Evidence.com considers the number unverified. Before Evidence.com can send
security codes to your phone, you must verify the phone number.

1. Click your name, in the upper-right corner, to go to the User Information page.

CARPENTERIA, SOLEDAD (SCOOT)

u Last login 25 Jul 2015

[SIGN OUT]

Evidence.com displays the Accounts and Passwords page for your user account.
2. Enter in your mobile phone number in the Cell Phone field and save the change.

Note: |If Verified is shown adjacent to your mobile phone number, no further action is
needed.

3. Click Send Verification Code.

A dialog box displays the verification method options, which are a voice call or a SMS
(text) message.

4. Select the method for how you want to receive your security code.



A dialog box for submitting the verification code appears and Evidence.com sends the
verification code to the phone number saved in your user account.

5. Use your mobile phone to receive the verification code.
6. Inthe Code box, type the verification code and then click OK.
7. On the notification message box, click OK.

Your mobile phone is verified and this completes your preparation to use multi-factor
authentication.
Change Your Password

You can change your password as needed.

1. Inthe upper-right corner of the page, click your user name.

CARPENTER

. -1 logi Jul 2

[SIGN OUT]

Evidence.com displays the Accounts and Passwords page for your user account.
Under Change Password, the boxes for changing your password appear.

2. Inthe Current Password, New Password, and Confirm New Password boxes, type the
required information.

3. Click Save Password.

Above Change Password, a banner message notifies you about the success of the
password change.

Change Language

You can choose the language that you see for all labels in your Evidence.com agency. Your
agency has a default language that is set for every user when your Evidence.com agency was
created. The language setting offers you the option to change the default language to the
language that you are most comfortable using.

Note: If the language option is not available on the Accounts and Passwords page for your
user account, then your organization has requested that the feature be disabled for
your Evidence.com agency.



1. Inthe upper right corner of the page, click your user name.

CARPENTERIA, SOLEDAD (SCOOT)

F" Last login 25 Jul 2015

[SIGN OUT]

The Account and Password page appears.

2. Under User Information, in the Language list, click the language that you want to use
and then click Save.

3. Sign out and then sign in to your Evidence.com agency again.

The Evidence.com pages use the language that you selected.

Update Security Questions

You can update your security questions as needed.
1. Inthe upper-right corner of the page, click your user name.

CARPENTER

~ g5 1 205

[ SIGN QUT

The Accounts and Passwords page appears.
2. Onthe second menu bar, click Security Questions.

The Security Questions page appears. For security purposes, the page does not show
your current security question configuration.

3. For each security question list, click the question that you want to use and then type the
answer in the box below the list.

The two questions cannot be the same; otherwise, Evidence.com does not allow you to
save your changes.

4. Inthe Current Password box, type your password.

5. Click Save and then, on the notification message box, click OK.



Update Your Email Notifications

You can set personal preferences for email notifications. The email notifications that are
available to you are determined by the role assigned to your user account. You may not see
all of the email notification settings.

Evidence.com supports the following email notification settings:

e Account Lockout Notification — Turn on to receive an email if Evidence.com locks your
account because you exceeded the maximum number of incorrect login attempts.

e External Agency Collaboration Notifications — Turn on to receive notifications
regarding other agencies that would like to collaborate with you and share evidence.

e Evidence Delete Digests Notification — Turn on to receive an email with the summary
of upcoming evidence deletions for the next week in your Evidence.com Inbox.

¢ Incorrect Capture Date Notification — Turn on to receive an email informing you
about any evidence uploaded by your agency that appears to be recorded more than 14
days ago, which could be indicative of a device with a system clock in need of
synchronization with Evidence.com.

e Category Assignment Notification — Turn on to receive an email when evidence
uploaded is also assigned to at least one category that is in the process of being deleted.
This notification helps ensure that no evidence is unintentionally deleted during system-
initiated evidence deletions.

e Signal Sidearm Low Battery Notification - Turn on to receive an email when your
assigned Signal Sidearm device has a low battery.

1. Inthe upper-right corner of the page, click your user name.

CARPENTERIA, SOLEDAD (SCOOT)
m Last login 25 Jul 2015

[SIGN OUT]

The Accounts and Passwords page appears.
2. Onthe second menu bar, click Notifications.

If your role allows you to receive email notifications, a setting for each allowed
notification appears.

If your role does not allow any email notifications, the page includes a “Your role
currently doesn't have any email notification enabled” message.



3. For each email notification that you want to change, click on the associated switch to
turn on or off the notification as needed.

Axon Citizen

Axon Citizen makes it easy for law enforcement agencies to securely receive evidence
submissions from the community and manage that media in Evidence.com. Axon Citizen has
two components:

e Axon Citizen for Communities allows agencies to create public evidence submission
portals where the public can submit evidence during both large-scale and smaller,
day-to-day events.

e Axon Citizen for Officers allows officers to send out individual invites to witnesses
directly from Axon Capture or Evidence.com.

Outlines of the Axon Citizen for Communities and Axon Citizen for Officers workflows are
provided below:

Axon Citizen for Communities Workflow:

] 2 3 4

= v X
il D O * |
TR EEL:
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PIO opens public PIO shares link on Community Agency accepts o
porta social media memobers submit ceclines mecia

media

1. Create Public Portal when you need the community’s help.
2. Postthe portal link to your website, social media, news outlets, etc.

3. Community members upload files and Evidence.com notifies the portal creator about
new submissions.

4. Triage submissions to determine what to accept and decline.

5. Leverage existing tools to manage evidence submissions (search, sharing, access control,
redaction, audit trails).



Axon Citizen for Officers Workflow:

Axon

1. Invite individual from Axon Capture or Evidence.com

2. The community member uploads files and Evidence.com notifies the officer about the
submission.

3. If enabled at agency, triage submissions to determine what to accept and decline.

4. Leverage existing tools to manage evidence submissions (search, sharing, access control,
redaction, audit trails).

Agencies can choose to allow community member submissions to be automatically added as
evidence or to use the triage workflow to allow the evidence owner to accept or decline the
submissions. The owner of the evidence is the officer that sent the invitation.

Agencies that let users decline evidence submissions can also choose to set a custom
retention period for all declined evidence submissions. The custom retention period
determines when the declined submissions are queued for deletion, similar to the category
retention setting in Evidence.com. If a custom retention period is not set, the declined
evidence will use existing agency retention categories to determine when the evidence will
be queued for deletion.

Citizen Permissions and Settings Information

Before users can create public portals, send individual invitations, and use the triage
workflow, agency Evidence.com administrators must modify or create new Roles and enable
the appropriate Axon Citizen permissions for the Roles.

Users that will use Axon Citizen with Axon Capture must have the Login Access permission
for Axon Capture is set to Allowed.



The Citizen Management permissions are described below. See Example Axon Citizen

Management Permissions for some example permission use cases.

» Citizen Management

View Portals (Indlvidual & Public) ® ANY PORTAL ONLY THEIR OWN PROHIBITED
Invite Individual @ © ALLOWED PROHIBITED
Create Public Portal ® ALLOWED PROHIBITED
Edit and Close Public Portal © ANY PORTAL ONLY THEIR OWN PROHIBITED
Trlage Submissions ® ANY PORTAL ONLY THEIR OWN PROHIBITED
Audit Trail PDF © ANY PORTAL ONLY THEIR OWN PROHIBITED

e View Portals (Individual & Public): Allows a user to view information about a portal,
but not edit the information or view triage submissions. This can be set to allow the
user to view any portal or only portals created by the user.

¢ Invite Individual: Allows a user to create an individual portal for an individual
citizen.

To enable this permission, the View Individual & Public Portal permission cannot be
set to Prohibited.

e Create Public Portal: Allows a user to create a public portal that can be used by the
community to upload items.

e Edit and Close Public Portal: Allows a user to edit and close (make inactive) a public
portal. This can be set to allow the user to edit or close any portal or only the portals
created by the user.

To enable this permission, the View Portals permission must be set to Any Portal or
Only Their Own. If the Role has Only Their Own View Portals permission, then the
user can only select Only Their Own for the Edit and Close Public Portal permission.

e Triage Submissions: Allows a user to accept or decline items from individual invites
and public portal submissions. This can be set to allow the user to triage
submissions from any portal or only from portals created by the user.

To enable this permission, the View Portals permission must be set to Any Portal or
Only Their Own. If the Role has Only Their Own View Evidence permission or Only
Their Own View Portals permission, then the user profile is limited to Only Their Own
for the Triage Submissions permission.

e Audit Trail PDF: Allows user to view and download a PDF record of who has viewed,
edited or triaged portals.

To enable this permission, the View Portals permission must be set to Any Portal or
Only Their Own.



Agency Evidence.com administrators should set up the agency Axon Citizen settings as
needed for your Axon Citizen implementation before allowing users to create public portals
or send individual invitations. See Citizen Settings for more information on the settings.

Example Axon Citizen Management Permissions

The following table provides some example Role permission settings for using Axon Citizen
based on different use cases. The Audit Trail PDF permission setting should be determined
by your agency policies for reviewing audit trails.

Use case View portal Invite Create Edit and Triage

individual public close public | submissions
portal portal

Patrol officers that can Only Their Allowed Prohibited Prohibited Only Their

invite individuals and Own Own

must triage their own

submissions

Detectives that can Only Their Allowed Allowed Only Their Only Their

create public portals and | Own Own Own

triage their own

submissions.

Someone in the public Any Portal Prohibited Allowed Any Portal Prohibited

information office that
can create a public
portal, but not triage
themselves.

You have a centralized Any Portal Prohibited Prohibited Prohibited Any Portal
group that can triage any
portal.

Command staff that can | Any Portal Allowed Allowed Any Portal Any Portal
access and triage any
portal.

Citizen Evidence and Portal Details Page Overview

To assist with managing submissions from individual invitations, the Citizen Evidence page
has been added to the Evidence tab. The Citizen Evidence page lists information about to
public portals and individual invites the user can access and provides links to Portal Details
pages. Each list shows a maximum of 10 entries, with page numbers and navigation arrows
below each list. Users can click a page number or use the navigation arrows to change the
list results.



Users assigned to roles that have the View Portals (Individual & Public) permission set to Any
Portal, will also see a Show/Hide Filters option. When Show Filter is clicked, a toggle switch
is shown that allows the user to only show portals they own or show all the portals at the
agency.

This page also provides links to create new public portals and individual invites.

EVIDENCE CASES INVENTORY REPORTS ADMIN HELP

ALL EVIDENCE MY EVIDENCE SHARED EVIDENCE EVIDENCE MAP IMPORT EVIDENCE CITIZEN EVIDENCE

E0 +

Citizen Evidence

Public Portals tideriters

() Only My Portals

ID CREATED TITLE OWNER PORTAL INFO STATUS

bh-jkil 22 Jun 2018 09:52:39 July 1 Incident at 2nd Ave and Jacks... & Schuer, David (DS101) View Summary (O items)

ceoride 02 May 2018 15:33:45 Test Portal & Schuer, David (DSI01) View Summary (1 item)

by-aabb. 02 May 2018 15:06:59 Hit and Run at Jackson and 2nd & Schuer, David (DS101) View Summary (1 item) Accepted
3 Results

Individual Invites e Ficers

Q Only My Portals

D CREATED CITIZEN INFO OWNER PORTAL INFO STATUS
2z-TOPP 03 Oct 2018 12:28:06 Boy, Booger jmemmmndeiiicrgmnsi . & Schuer, David (DS101) View Summary (2 items) Triage (21tems) >
ab-cecc 13 Jun 2018 09:45:46 Dan et T L 2 & Schuer, David (DS101) View Summary (2 items) Triage (21tems) >
bb-tuvw 11 May 2018 14:03:00 Shoe, Don issstaamtnt b & Schuer, David (DS101) View Summary (0 items)

dd-wasd 17 Apr 2018 09:22:01 Shoe, Don /s & ™l | s & Schuer, David (DS101) View Summary (1 item) Triage (1item) >
ct-bbed 16 Apr 2018 117:58 Shoe, DorlimanshiniEBiat &-gins & Schuer, David (DS101) View Summary (2 items) Accepted

AB-2010 21Feb 2018 1314:42 Budd, Billy (e g . & Schuer, David (DS1OT) View Summery (0 items)

24321 20 Feb 2018 13:49:27 ks i & Schuer, David (DSI01) View Summary (0 items)

MM-4321 20 Feb 2018 13:41:31 5, Dave e & Schuer, David (DS101) View Summary (0 items)

Xx-1234 20 Feb 2018120204 Dave [sa-amimmidad fgmi=s) & Schuer, David (DSIOT) View Summary (1 item) Accepted
ACT-2018 18 Jan 2018 08:4010 Jones, Don = & Schuer, David (DS101) View Summary (1 item) Accepted

M-
12 Results

The Portal Details pages provide general information about a public portal or individual
invites. The information for portals and individual invites that have items to triage are in bold
text and there is a blue indicator bar on the left-side of the entry. Users can access a Portal
Details page by:



e Clicking View Submission in the email message they receive from Evidence.com
after a submission is uploaded.

e In Evidence.com on the menu bar, click Evidence, then click Citizen Evidence. In the
Public Portals or Individual Invites list, find the page you want to view and then click
View Summary in the Portal Info column.

Portal Details pages for individual invites and public portals display similar information, but
with some differences due to the additional requirements for public portals.

The Portal Details Page for an individual invite shows the following information:

ALL EVIDENCE MY EVIDENCE SHARED EVIDENCE EVIDENCE MAP IMPORT EVIDENCE CITIZEN EVIDENCE
ab-cccc
Submission from Dan

Sent via dshoe@gmail.com AUDIT TRAIL

AXON CITIZEN EVIDENCE INFO

. CREATED ON: 13 Jun 2018 09:45:46
2 Untriaged Items O Accepted Items 2 Total Items

CREATED BY: & Schuer, David (DS101)

TRIAGE > CITIZEN INFO: Dan
dshoe @gmail.com

CATEGORIES: 1year

EVIDENCE LIST

FILE TYPE CAPTION STATUS

JPEG Image BN tooking north Pending Triage

JPEG Image BN tooking south Pending Triage

e A summary of evidence submissions and whether any items require triage. Each
summary item with a value is a link. Clicking the link takes you to an Evidence Search
page with evidence associated with the portal. The evidence shown is filtered based
on the link clicked.

If there are untriaged items in the submission, a button to review submissions is
shown.

e Alink to the portal Audit Trail.
e Invite information (created on, created by, associate categories, etc.).

e An Evidence List showing the submitted items.



The Portal Details page for a public portal shows the following information:

ALL EVIDENCE MY EVIDENCE SHARED EVIDENCE EVIDENCE MAP IMPORT EVIDENCE CITIZEN EVIDENCE

July 11 Incident at 2nd Ave and Jackson =)

AUDIT TRAIL VISIT PUBLIC PORTAL
EVIDENCE SUMMARY SHARE PUBLIC LINK n
0O Untriaged Items O Accepted ltems O Total Items Q OPEN FOR SUBMISSIONS

https://Sb-pro.qa evidence.com/axonycitizen
XL
PORTAL SETTINGS o] + o
LW
-
TITLE: July 1l Incident at 2nd Ave and Jackson a2
ID: bb-jkil
CATEGORIES: Hit and run
DATE: 11 Jul 2018 22:30:00 C—
DESCRIPTION: We are looking for information about a hit and run that occurred at the comer of S King.S ¥
2nd Ave and . Jackson Street. INTERNATIONA
Please submit photos or videos of the incident. DISTRICT/
LOCATION: CHINATOWN
S Dearborn S
OWNED BY: & Schueler, David (DS101)
CREATED ON: 22 Jun 2018 09:52:39 A o
o Z:
CREATED BY: & Schueler, David (DS101)
° 320 2nd Avenue South, Seattle, Washington 98104.
Seattle, Washington 98104, United States

e A summary of evidence submissions and whether any items require triage. Each
summary item with a value is a link. Clicking the link takes you to an Evidence Search
page with evidence associated with the portal. The evidence shown is filtered based
on the link clicked.

If there are untriaged items in the submission, a button to review submissions is
shown.

e Portal settings information (title, ID, categories, etc.).
¢ Alink to the portal Audit Trail.

e An option to visit the portal, which opens the portal view shown to community
members in a new browser tab.

e Atoggle switch to close and reopen the portal.

e Public link information for sharing the public portal with new organizations, social
media and other websites.

e The location information and map, if the location was added to the portal.

e The ID information for the current portal owner, the date the portal was created, and
the ID information for the user that created the portal.



Creating a Public Portal

1.

2.

Sign in to your Evidence.com account.
On the dashboard page, under Citizen Evidence, click Create Public Portal.

Alternately, on the menu bar, click Evidence, then click Citizen Evidence, and then click
Create Public Portal.

The Create Public Portal page opens.

SCHUER, DAVID (DS101)
L 018

EVIDENCE CASES INVENTORY REPORTS ADMIN HELP

ALL EVIDENCE MY EVIDENCE SHARED EVIDENCE EVIDENCE MAP IMPORT EVIDENCE CITIZEN EVIDENCE

Create Public Portal

PUBLIC URL "

https://sb-pro.qa.evidence.com/axon/citizen/public/Incident-url

LOCATION OF INCIDENT

D+

| ‘ Q NoLocation Added

CATEGORIES *

PORTAL OWNER *

TITLE*

DESCRIPTION *

DATE AND TIME

In the Public URL field, enter the incident url. The incident url must be unique and you
cannot use upper case letters, spaces, or special characters in the incident url.

This text is appended to your agency’s public url to create the specific url path for the
incident. Axon recommends using text that is similar or related to the portal Title.

Enter the ID as required by your agency.

Add evidence Categories as needed. A public portal can have multiple categories.



10.

Enter the Portal Owner information. The Portal Owner is the user that can view and edit
portal settings, triage portal submissions, receive email notifications when a submission
is added to the portal, and the user will be assigned incoming portal evidence.

When a user is assigned as a portal owner, Evidence.com sends the user an email
notification informing them that they are the portal owner. The portal owner can be
different than the user creating the portal.

Enter a Title for the portal. The title is used in the Evidence.com Public Portal list and as
part of the title community members see on the portal welcome page. The title can have
a maximum of 127 characters.

Enter a Description for the portal. The description text is used on the portal welcome
page and social media sites. The description can have a maximum of 2,000 characters.
The text automatically wraps on the screen, but you can manually insert line breaks
using your keyboard Enter key.

Optionally, add a Date and Time. This information can make it easier for triagers to
compare the submissions to the incident.

Optionally, click the edit icon (image placeholder) in Location of Incident to add a
location. The location box expands to show a map.

LOCATION OF INCIDENT
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ADDRESS Click on the map to select a location

FRIENDLY NAME

CANCEL

e Enter the Address of the incident or click on the map to set the address.
e Optionally, enter a friendly name for the location.

e (lick Save.



11. Click Submit.

You are taken to the Portal Details Page. From here you can copy and share the portal
link on social media and other websites. The Portal Details Page is also used to close the
portal when it is no longer needed.

Editing a Public Portal

1. Signin to your Evidence.com account.

2. Onthe menu bar, click Evidence, then click Citizen Evidence, and then click the View
Summary link for the portal you want to change.

The Portal Details page opens.
3. Click the edit (©)icon.

The Edit Public Portal page with the current portal information is shown.

Edit Public Portal

PUBLIC URL *

2ndandjacksonhitandrum

https://sb-pro.qa.evidence.com/axon/citizen/public/2ndandjacksonhitandrum

. LOCATION OF INCIDENT
o ) %
; N S
| bb-jkil | + (,&f >
RS g
CATEGORIES * o
7] A\ :
iy Tt
Hitandrun | X 8 &
PORTAL OWNER * 2 « ol B
v 2
Schueler, David (DS101) X | S King St ¥
INTERNATIONAL
TITLE® DISTRICT/
CHINATOWN
July 1 Incident at 2nd Ave and Jackson | S Dearb 1
5 Dearborn St
DESCRIPTION * ~
Onoebox > (]

We are looking for information about a hit and run that occurred at the corner of

2nd Ave and S. Jackson Street Q 3202nd Avenue South -
Please submit photos or videos of the incident Seattle, Washington 98104, United States.

DATE AND TIME

07/11/2018 10:30pm

SAVE

4. Change the portal information as needed.

Changes to any fields must meet the same requirements as when creating a portal.

5. Click Save.



You are taken to the Portal Details Page. From here you can copy and share the portal
link on social media and other websites. The Portal Details Page is also used to close the
portal when it is no longer needed.

Closing a Public Portal

1. Signin to your Evidence.com account.

2. Onthe menu bar, click Evidence, then click Citizen Evidence, and then click the View
Summary link for the portal you want to close.

The Portal Details page opens.

3. Under the Share Public Link heading, toggle the switch to say Closed for Submissions.

SHARE PUBLIC LINK 'i SHARE PUBLIC LINK n
O ‘OPEN FOR SUBMISSIONS > @ CLOSED FOR SUBMISSIONS

4. This closes the portal and the link is no longer active.
If someone clicks the link, they will get a Page Not Found message in their browser.

The portal can be re-opened later by toggling the switch.

Instructions for Evidence Collectors

There are two ways to invite an individual, using Axon Capture and using Evidence.com.
Evidence.com is used to manually triage and accept or decline evidence submissions, if
required by your agency.

To prevent spam, each private link can only be used for one submission. Each submission is
limited to a maximum of 16 files, with a maximum size of 60 GB per file and a total
submission size of 200 GB. The private link for submissions expires after 3 days.

Note: For agencies that have French set as their default language in Evidence.com, the
Axon Citizen individual invite text, Terms of Use, and Privacy Policy information will
also appear in French.

Using Axon Capture to Invite an Individual

This section provides an overview of sending an Axon Citizen invitation through Axon
Capture.



Note: The user must be allowed to invite individuals with Axon Citizen in Evidence.com and
have Axon Capture for Android version 3.6 or later or Axon Capture for iOS version
3.7 or later to invite an individual.

1. Open the Axon Capture app.

2. Goto the Capture screen and tap Citizen.

CITIZEN

+ IMPORT

3. On the Invite Individual screen, enter the Incident ID or NA, as required by your agency.

4. Add Categories as needed. An individual invite can have multiple categories.

MMMMMMMM

LAST NAME

BIRTHDATE

1

5. Selectif the invitation will be sent to a Phone (text message) or Email.

e For phone numbers, select the country code and enter the Phone for the community
member submitting items.

e For email, enter the Email for the community member submitting items.

6. If allowed by your agency, you can select to store a contact’s information in
Evidence.com.



If email was selected as the delivery method, the contact's information is always stored
in Evidence.com.

If your agency requires contact information to be stored in Evidence.com, this option will
not be shown.

7. If the contact’s information should be stored, enter the name and birth date information
for the contact.

8. Tap Send.

The invite is sent to the phone number or email address. The message contains a one-
time use link to a website where the citizen can upload video, photo, and audio files for
submission.

After the contact uploads the submission, you will receive an email message from
Evidence.com. If your agency requires you to triage submissions, you can use the link in
the email to go to the triage page for the submission.

9. On the Invite Sent screen, you can:
e Tap OKto return to the main Capture screen.

e Tap Create another invite to use the same Incident ID and Categories for a new
invitation. Repeat steps 5 through 7 and tap Send to send a new invite.

Using Evidence.com to Invite an Individual

1. Signin to your Evidence.com account.
2. Onthe dashboard page, under Citizen Evidence, click Invite Individual.

Alternately, on the menu bar, click Evidence, then click Citizen Evidence, and then click
Invite Individual.

SCHUER, DAVID (DS101)

Last login 24 Jul 2018

EVIDENCE LIVE CASES INVENTORY REPORTS ADMIN HELP N1

SYSTEM ALERTS
CRITICAL DEVICE ALERTS View all

CITIZEN EVIDENCE

INVITE INDIVIDUAL CREATE PUBLIC PORTAL




3.

4.

5.

6.

On the Individual Invite page, enter the ID or NA as required by your agency.

EVIDENCE LIVE CASES INVENTORY REPORTS ADMIN HELP

ALL EVIDENCE MY EVIDENCE SHARED EVIDENCE EVIDENCE MAP IMPORT EVIDENCE CITIZEN EVIDENCE

New Individual Invite

EVIDENCE METADATA

D

CATEGORIES

COMMUNITY MEMBER INFORMATION

DELIVERY METHOD *

Select a delivery method L 4 |

Add Categories as needed. An individual invite can have multiple categories.
Select the Delivery Method, either Text message or Email.

e For Text message, select the country code and enter the Mobile Phone Number for
the community member submitting items.

e For email, enter the Email address for the community member submitting items.

If allowed by your agency, select if the contact’s information should be stored in
Evidence.com.

If email was selected as the delivery method, the contact's information is always stored
in Evidence.com.

If the information should be stored, enter the name and birth date information for the
contact.

Click Submit.

The invite is sent to the phone number or email address. The message contains a one-
time use link to a website where the citizen can upload video, photo, and audio files for
submission.

After the contact uploads the submission, you will receive an email message from
Evidence.com. If your agency requires you to triage submissions, you can use the link in
the email to go to the triage page for the submission.



8. Click Done in the Successfully Created Portal dialog box to return to the Individual Invite

page.

Virus Scan for Axon Citizen

Because it is critical to limit the possibility of viruses, files submitted through Axon Citizen
links will undergo a scan for viruses when the files are ingested into Evidence.com. Files that
pass the scan can be managed normally in Evidence.com, like any other evidence.

If a file has been submitted and the virus scan is still in progress, a warning is shown if a user
tries to download the file.

When a file fails the virus scan, Axon notifies your agency's Evidence.com administrators that
there is an issue with the file.

Files that failed the scan can only be downloaded by users with Download Infected Files
permission set to Allowed. In this situation, the user is shown a warning message informing
them that the file did not pass the virus scan. If they want to download the file, the user
selects a check box acknowledging the risk and can download the file.

2 1.74 MB 3 days

Files Est. File Size Expiration

Configure your bulk download

DOWNLOAD FORMAT INCLUDE
® ZIP [] AuDIT TRAIL
1s0

Warning: one or more of these files contains malware. Proceed with caution.

| acknowledge the risks associated with downloading these files.

CANCEL DOWNLOAD

Files and Cases with files that did not pass the virus scan can be shared inside your agency,
with partner agencies, and by download link. Additional controls around sharing files that
failed a virus scan will be added in future releases.

Submission Notifications

Each time a submission is received for a public portal or individual invite, Evidence.com
sends an email notification to the owner. However, for public portals, if Evidence.com



receives additional submissions for a portal before the user visits and triages the portal,
then additional emails are not sent to that user.

Using Evidence.com to Triage Submissions

Note: The triage workflow is not supported for Internet Explorer 11 on Windows 7
platforms.

Use the following procedure to review and accept or decline community submissions.

1.

Go to the Portal Details Page for the submissions you want to triage. You can get to the
page by:

e C(lick View Submission in the email message you receive from Evidence.com after a
submission is uploaded. The email lists the ID, categories, and number of untriaged
items in the submission.

e In Evidence.com, on the menu bar, click Evidence, then click Citizen Evidence. In the
My Individual Invites list, find the invitation you want to view and then click the Portal
Info link.

You are taken to the Portal Details Page.

Note: The example image below shows a Public Portal Detail Page. Individual invite
pages show different information, but the instructions to review submissions are the

same.

EVIDENCE CASES DEVICES REPORTS ADMIN HELP

ALL EVIDENCE MY EVIDENCE SHARED EVIDENCE EVIDENCE HAP CITIZEN EVIDENCE

17-0023894

5400 Sunset Blvd Shooting on July 1

Officer Injury
EVIDENCE SUMMARY SHARE PUBLIC LINK
1 12@ Link for citi s to submit evidence.
TRIAGE
+
F

- {
PORTAL SETTINGS ‘
TITLE: 5400 Sunset Blvd Shooting on July 11 OPEN FOR SUBMISSIONS D |

1D: 10384-18

DATE: 2017-07-11 23:06

CATEGORIES: Officer injury 2 y 1
- |

|

DESCRIPTION: |
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2.

Click Triage to review the submission.

The heading shows the contact’'s name, if entered as part of the invitation, and number
of items that need to be triaged.

This information, along with the upload date, is also shown on the right side of the page.

Submission Details

Name: Dan
DOB: Not provided

Email: dshoe46 & gmail.com
Items: 2

Submitted On: 6/13/2018

"looking south”

More Info x v More Info x v

DECLINE REMAINING (2 ACCEPT REMAINING (2 “

Click the More info link below the file to see additional information about the file. The
information shown depends on type of file.

Review all the items in the submission.

e Click the checkmark under the file to accept it. The file is marked as accepted and the

Evidence Status changes to Active.
e Click the X under the file to decline it. The file is marked as declined.

If your agency has a custom retention period for declined evidence, that retention
period is used to determine how long the evidence is retained. Otherwise the

declined evidence uses the retention period for the associated category to determine

when the evidence is queued for deletion.

e You can accept or decline all remaining files in the submission by clicking Accept
Remaining or Decline Remaining. The number shown in parenthesis on the
buttons is the number of files that have not already been accepted or declined.

Click Done, for individual invites, or Next Submission, for public portals.

If you exit before accepting or rejecting all the items, you can return to the Submission
Details Page later from the Portal Details Page.



Searching for Axon Citizen Evidence in Evidence.com

You can use the evidence search pages — All Evidence, My Evidence, or Shared Evidence - to
find evidence submitted through Axon Citizen.

1. Enter AXONCitizen in the Tag search filter. This shows all evidence submissions from
Axon Citizen.

TAG

AXONCitizen x

If needed, you can use User or Group, Date, and Category filters to narrow the search
results.

To find evidence submissions that still needs to be triaged, you can select Triage
Pending in the Status Advanced Search filter to show items that have not been accepted.
To find submissions that are declined, you can select the Declined status filter.

Note: By default, the Status Advanced Search filter is set to Active and will not show
evidence submissions with a Triage Pending status.

2. C(lick on the evidence Title to go to the Evidence Detail Page.
Additional Information on Citizen Evidence Detail Pages

In addition to the usual information on the Evidence Detail page, the following additional
information is included for evidence submitted through Axon Citizen.

Title

The default Evidence Title includes Axon Citizen, the file type, and the name and phone
number of the contact that submitted the evidence. If the contact's information is not stored
on Evidence.com, then the contact name is listed as Unidentified and the phone number is
not included.

The examples below show the Title where the contact information is stored (left) and not
stored (right).

Note: Title information can be edited to change the default information.

Axon Citizen Photo from Don Jones (+12069151016) Axon Citizen Photo from Unidentified ¢

ID ACT-2018 s ID HYRFH K



Recorded On and Uploaded On Dates

Some devices do not include the recorded/created on date for a file when it is submitted
to Axon Citizen. In these situations, the Recorded On date is set to the time the file is
received in Evidence.com, so the Recorded On and Uploaded On dates will be the same.

Citizen Metadata

This section is added to the right-side of the Evidence Detail page and shows the status,
contact information, and caption applied by the contact. If the contact's information is not
stored on Evidence.com, then the contact information is listed as Not provided.

Once a submission is accepted, the Triaged By line shows the name and Badge ID for the
user that accepted the evidence. Before a submission is triaged, the Triaged By line is
hidden and Status is Pending Triage. When Auto-Accept Submissions is enabled for your
agency, the Triaged By line is hidden and the Status is Auto-Accepted for any individual
invite submissions.

Note: For evidence that was accepted prior to the September 2018 release, the Triaged By
line is hidden and the Status is Accepted.

The examples below show Citizen Metadata where the contact information is stored (left)
and not stored (right).

CITIZEN METADATA CITIZEN METADATA
Status: Accepted Status: Accepted
Name: Jones, Don Name: Not provided
DOB: Jul 4, 1982 DOB: Not provided
Phone: +12069151016 Phone: Not provided
Caption: "Just before accident"

Caption:  Not provided

Axon Citizen Audit Trail Information

The information shown audit trail for Axon Citizen evidence varies depending on if the
community member's information is provided. If your agency requires contact information
to be stored or if the user sending the invitation selects the store contact information option,
then the required community member information, including phone number or email
address, is shown in the audit trail. If contact information is not stored, then the audit trail



shows the community member information as Unidentified (name not provided) and the

phone number or email address is not included.

The first example below shows an audit trail entry where the contact information is stored
and the second where the contact information is not stored.

5 27 Feb 2018

08:21:04 (-08:00)

Community Member: John T Doe
Pheone Number: +12065364541

Evidence successfully created via Axon Citizen

Link Secret:
mnKZOASKcuv4AMNN3nPhMugZANQWvSI48hUDI7ZzSTCUD

c
Portal ID: 8ab5d9cBi0f54b3ab449240cf2470b2d
Incident ID: 18-2018

Caption: N/A
File Name: 15197484436775490348212307948475 jpg

4 20 Feb 2018

02:08:08 (-08:00)

Community Member: Unidentified (name not
provided)

Evidence successfully created via Axon Citizen.

Link Secret

7SL3A1q01iONF908aYieSyuK WL2ZWiWKgxraT9vQad1
Portal ID: 9afc58c6de384a02bae536151 340820d
Incident ID: N/A

Caption: Altoona shehsbsbsh

File Name: image.jpg




What Community Members See

Public Portal

This section provides an overview of what community members see and how they interact
with public portals.

Note: For agencies that have French set as their default language in Evidence.com, the Axon
Citizen upload screen text, Terms of Use, and Privacy Policy information will also appear in
French.

The community member clicks the agency provided link and is taken to the portal welcome
page. The community member clicks Submit Evidence, enters their information, and then
clicks Send Link to receive a private link. The private link for submissions expires after 3

Thank you for assisting us.
Thank you for helpl ng the SB-PRO- QA Please provide your mobile phone number. We
will text you a private link to share photos and
videos.
SUMMARY OF INCIDENT
MOBILE PHONE NUMBER (REQUIRED) *
incienT
oxte e
Provide my Information
mne 10:30 pm of 4
pro
oescrTion
‘We are looking for information about a hit and run that occurred at the corner of 2nd Ave and S. N A e T ON A
Jackson Street. g )
Please submit photos or videos of the incident. First |
MIDDLE NAME (OPTIONAL)
LAST NAME (OPTIONAL)
Privacy Policy Terms of Use | et |
BIRTHDATE
(OPTIONAL)
Privacy Policy Terms of Use

After clicking Send Link, the citizen receives the text message on their phone with the
private link. Tapping the link takes them to a website where they can upload files.

From the upload screen, the community member can add files for uploading. They also have
the option of adding a caption for each file. More files can be added by tapping Add more.
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Each submission is limited to a maximum of 16 files, with a maximum size of 2 GB per file

and a total submission size of 10 GB.

8:427 PR

< Messages

& citizendemo.evidence.com @

What pictures and
videos do you have to
share?

a

Tap here to start

Take Photo or Video

Photo Library

Browse

844+
4 Messages

@ citizendemo.evidence.com

Ready to submit

Their trailer

Their car

agree

Cancel

By tapping 'Submit!, |

T enese s
relevant to the incident.

. m

<

O

After the community member has added all their files and the files are uploaded to the
website, they tap Submit to transfer the files to your agency's Evidence.com account and

then can close their browser.

Individual Invite - Phone

This section provides an overview of what a community member sees and how they interact

with an individual invite sent to their phone.

Axon Enterprise, Inc.
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After the invite is sent, the community member receives the text message on their
phone with the private link. Tapping the link takes them to a website where they can
upload files.

8:42+ ol T -

< ®
+1(940) 799-4042
Toxt Message

Click https://

citizendemo.evidence.com/

axon/citizen/share/

NMYiYUEOxX9TclismdE3LMh87k

hHv faMGT2G6PJLeWZD to

share files with the Axon

Citizen Demo Agency
® O

The first screen welcomes them. Tapping Continue takes them to the upload screen.

8:427
< Messages

@ citizendemo.evidence.com ()

Hi,

Thank you for helping the
Axon Citizen Demo Agency

CONTINUE

A

Privacy Policy ~ Terms of Use

hh m O

From the upload screen, the community member can add files for uploading. They
also have the option of adding a caption for each file. More files can be added by
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tapping Add Files. Each submission is limited to a maximum of 16 files, with a
maximum size of 60 GB per file and a total submission size of 200 GB.

8:444 ol T -

8:421 wl T -
4 Messages

< Messages.

@ citizendemo.evidence.com (&} @ citizendemo.evidence.com ©

Ready to submit

" Their trailer X

Their car X

What pictures and
videos do you have to
share?

[

Tap here to start

Take Photo or Video

Photo Library By tapping 'Submit!, |
agree that these files are SUBMIT
see relevant to the incident.

Browse

7 Cancel ] m &l

=
B

e After the community member has added all their files and the files are uploaded to
the website, they tap Submit to transfer the files to your agency's Evidence.com
account and then can close their browser.

8:447 o T -
< Messages

@ citizendemo.evidence.com ©

Thank you

Your files have been
submitted

=S
B
o
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Individual Invite - Email

This section provides an overview of what a community member sees and how they interact
with an individual invite sent to their email.

e After the invite is sent, the citizen receives the email message with the private link.
Clicking the link or Get Started takes them to a website where they can upload files.

SB-PRO-QA

Evidence Submission Request

Dear Don,
Thank you for assisting the SB-PRO-QA.

Click the link below to go to a secure webpage and upload your files.
https://sb-pro.qa.evidence.com/axon/citizen/share/cOgsRsfwTsfScaBhTXiUghAEZVEAUZNZQFN szUYvirl

Sincerely,
The SB-PRO-QA

GET STARTED

e From the upload page, the community member can add files for uploading. They
also have the option of adding a caption for each file. More files can be added by
clicking Choose Files. Each submission is limited to a maximum of 16 files, with a
maximum size of 60 GB per file and a total submission size of 200 GB.

What pictures and videos do you have to share? Ready to submit

Drag and drop

CHOOSE FILES

Drag and drop

CHOOSE FILES

susMIT




After the community member has added all their files and the files are uploaded to
the website, they click Submit to transfer the files to your agency's Evidence.com
account and then can close their browser.

Thank you

Your files have been submitted




Evidence Management

For administrators and users allowed the relevant Evidence Management permissions,
Evidence.com provides many features for working with evidence files.

Import Evidence

Administrators and users who are allowed the Upload External Files permission can import
evidence files into your Evidence.com agency. The user who uploads evidence files becomes
the owner of the evidence.

You can use this feature to import evidence that was not recorded on Axon devices, such as
pictures taken with your smartphone and saved on your computer.

When you import an evidence file, Evidence.com classifies the file by its file type by the file
extension, such as .jpg, .mp3, and .docx. You can filter evidence searches by file type. If
Evidence.com does not recognize a file extension, it classifies the file as “Other”.

The maximum file size is 2 Gigabytes.
1. Onthe menu bar, click Evidence and then click Import Evidence.

The Import Evidence page appears.

IMPORT EVIDENCE

SELECT FILES

Drag and drop files here.

Online streaming and preview features supported in Evidence.com for the following file types:

Video: DIVX, TS, 3GP, ASF, AV|, FLV, MOV, MP4, RM, VOB, WMV, F4V, MPEG, MPG
mage: JPEG, JPG, GIF, PNG, BMP
Audio: MP3, WAV

Documents and other digital media types can be uploaded and maintained in Evidence com but online preview features are not currently
supported.
Maximum File Size: 2.00 GB




2. Add the files that you want to import, using either of the following methods:

e Find the files on your computer and then drag and drop the files onto the Import
Evidence page.

e Click Select Files and then use the dialog box to find and select the files on your
computer.

3. For each file that you added, provide the following information:

Information | Purpose

Title A meaningful name for the evidence. If you omit the title, Evidence.com assigns
the file name as the title.

ID It is recommended that you assign evidence the same ID as the case that the
evidence is associated with. After you import evidence, you can easily add it to
the case.

Category Determines the retention period for evidence that is not assigned to an active
case.

For sensitive evidence, restricted categories provide additional, permission-
based control of who can view the evidence.

Note: Although itis recommended that you add the title, ID, and category now,
Evidence.com enables you to add this information after importing the evidence.

4. Click Upload Evidence.

Evidence.com begins uploading the evidence files. When Evidence.com has successfully
uploaded a file, the Progress column shows “Upload Complete”.

5. If you want to view evidence that you uploaded, under Progress, click Upload Complete.

6. When you have finished uploading evidence files, close the Import Evidence page.

Evidence Search — All Evidence, My Evidence, and Shared Evidence

Evidence.com provides a search feature to help you find the evidence you need. In the
Evidence area, you can use any of three evidence search pages:

e All Evidence — Finds all evidence, including evidence that you do not have permission
to view.

e My Evidence — Finds evidence that you own or uploaded. The User or Group filter is
automatically set to your name.

e Shared Evidence — Finds evidence that has been shared with you by the evidence
owner.



e

MY EVIDENCE

CASES INVENTORY

ALL EVIDENCE

REPORTS

SHARED EVIDENCE

SCHUER, DAVID (DS101)
Last login 08 Oct 2018
[SIGNOUT]

ADMIN

EVIDENCE MAP IMPORT EVIDENCE CITIZEN EVIDENCE

D TITLE USER OR GROUP DATE CATEGORY TAG
FILE TYPE STATUS USER ASSOCIATION DATE TYPE SOURCE DEVICE SERIAL
Video Active Uploaded By Recorded On Body Worn
Cameras
Audio [ Processing Owner Uploaded On o
¥ Fleet
Document [] Queuedfor [] Access List [] petetea on VEHICLE
M Deletion CEWs
¥ image -
= [ Excluded FLAc Interview
W] Firing Log )
[ petetea Restricted Flagged Other MOUNT ORIENTATION
Other
[ pectined Not Flagged

[ Pending Triage

RESET FILTERS SEARCH

HIDE ADVANCED SEARCH

On the menu bar, click Evidence.

The All Evidence page lists all evidence, sorted by the most recently recorded evidence.

Search for the evidence that you need. The following table provides steps for search-

related tasks.

Task

Steps

View evidence

In search results, click the title of the evidence that you want to
view.

Find evidence that you own

Click My Evidence.

Find evidence that is shared
with you

Click Shared Evidence.

Change search results

1. Update the evidence search filters. For more information,
see Evidence Search Filters.
2. Click Search.

Sort search results

Use the Sort By list to select ID, Title, Uploaded Date, or
Recorded Date and click Sort Order to change order.

When in Table view, click the column headings for ID, Title,
Uploaded Date, or Recorded Date.

Switch between page layout
options (table, detailed, or
gallery)

On the Page Layout list, click the layout you want.

For information about the actions you can take from evidence search results, see Working

with Evidence Search Results.




Evidence Search Filters

Evidence search filters help you limit search results to the evidence files that you want to
see. Evidence.com includes in search results only the evidence files that match all the search
filters that you set.

Search results are updated as you enter information into the search filters.

Basic Search Filters: These are always visible.

e ID — Limits search results to evidence whose ID includes the characters you enter in the
ID box. For more information, see Text Search Details. You can also enter “None” as the
search term to find evidence that does not have an ID.

e Title — Limits search results to evidence whose title includes the characters you enter in
the Title box. For more information, see Text Search Details.

e User or Group — Limits search results to evidence owned by, recorded by, or uploaded
by the group the user specified. To specify a user or group name, click in the box, start
typing the name of the user or group, wait for Evidence.com to show the matching
groups, and then click the group you want.

On the My Evidence page, the User or Group filter is set to your name by default.

o Date — Limits search results by either the recorded on, uploaded on, or deleted on date
and time for the evidence. You must specify a date and time range by using the Start and
End boxes, otherwise the search is not limited by date range. Search results are inclusive
of the dates specified.

o Start — The start of the date and time range. If the Start box is empty, the date
range begins with the earliest possible date.

o End — The end of the date and time range. If the End box is empty, the date range
ends with today.

e Category — Limits search results to evidence that is assigned to the category that you
select. Categories determine the retention period of evidence assigned to them. By
default, search results include evidence assigned to any category, including
uncategorized evidence. You can also enter “None” as the search term to find evidence
that does not have a category.

e Tag — Limits search results to evidence whose tags includes the characters you enter in
the Tag box. For more information, see Text Search Details. You can also enter “None" as
the search term to find evidence that does not have a tag. In addition to the tags applied
by your agency, there are three Axon generated tags that are automatically applied to
certain evidence files; AXONClip is applied to evidence that has been extracted from a




clip, AXONRedaction is applied to evidence that has been extracted from a redaction,
and AXONCitizen is applied to evidence that was submitted through Axon Citizen.

Advanced Search Filters: Click Show Advanced Search to show these additional search
filters.

o File Type — Limits search results to the file type selected. By default, search results
include all file types.

e Status — Limits search results to evidence whose status matches the status selected.
By default, evidence searches are limited to evidence with a status of Active.

e User Association — Limits search results to evidence that was uploaded by the
specified user OR is owned by the specified user. Selecting both will show evidence that
was uploaded or is owned by the specified user.

e Restricted - Limits search results to evidence that has been restricted.
o Date Type — Limits Date search results to the selected date type.

e Flag — Limits search results to evidence whose flag status matches the flag status
selected.

e Source - Limits search results to evidence from the selected type of device that
produced the evidence file.

The Body Worn Cameras option applies to all Axon Body Worn Cameras. The Fleet
option applies to both Axon Fleet 2 and Axon Fleet. Evidence that has been extracted or
redacted is included in the Other option.

e Device Serial - Limits search results to evidence from a particular device.

e Vehicle ID — Limits search results to evidence from a particular vehicle. Note that this
field only appears if your agency uses Axon Fleet and a vehicle has been added to your
account with the Vehicle Configuration.

e Mount Orientation - Limits search results to front or back Axon Fleet 2 or Axon Fleet
cameras.

e Evidence Group - Limits search results to the selected Evidence Group.
Text Search Details
The ID, Title, and Tag filters provide advanced text matching capability for evidence searches.

e You can enter letters, numbers, and the special characters: comma (,), dash (-), opening
parentheses ((), closing parentheses ()), slash (/), and backslash (\).



e The text you enter can be a full or partial match of the data you are filtering. For
example, if you enter 21 in the ID box, then any evidence with 21 in any portion of the ID
is included in search results.

e You can search for more than one text string in a single filter by adding a space between
the strings. This provides AND search functionality of the data you are filtering. For
example, if you enter 12- 34 in the ID box, search results include any evidence with both
12- and 34 in the ID, such as 72-3456 and 12-7348.

e The order of text strings is irrelevant. For example, if you enter 78 21 in the ID box,
search results include evidence with the ID 27378 and 17821.

e Capitalization for letter characters is irrelevant. For example, if you enter REDACT in the
Title box, search results include evidence with the Title REDACT, redact, and redaction.

Evidence Search View Type

Search results can be shown in table view (default) or gallery view. The table view shows the
results as a list, while the gallery view shows thumbnail images for the results. Examples of
the table and gallery views are shown below.

VIEW TYPE SORT BY SORT ORDER

102 I35 GALLERY = TABLE UPLOADED ON w| Azt zal
ITEMS FOUND — —

D D TITLE RECORDED BY OWNER UPLOADED ON T  RECORDED ON CATEGORY STATUS
D 2016100915355 B (Clip 1.1) AXON Body 2 & Maddie Eiden (2301) Maddie Eiden (2301) 03 Nov 2015 22:14:92 03Nov20152214:92  2mi1s  DUI Active
D 2016100915355 B AXON Body 2 Video20.. & Maddie Eiden (2301) Maddie Eiden (2301) 03 Nov 2015 22:14:92 03Nov20152214:92  37m Officer Training Active
D 2016100910213 [Py Screen Shot 2016-07-0.. & Anshuman Srivastava (3. Anshuman Srivast.. 03 Nov 2015 22:14:92 03 Nov 2015 22:14:92 DUI, Officer Training...  Active
I:‘ 2016100910325 [ AXON Body 2 Video20.. & Josh Hepfer (4834 Josh Hepfer (4834) 03 Nov 2015 22:14:92 03Nov20152214:92  1h32m  Officer Training Active
D 2016100904134 B (Extraction 12) Screen & Dan Bellia (9804) Dan Bellia (9804) 03 Nov 2015 22:14:92 03 Nov 2015 2214:92 oul Active

VIEW TYPE SORT BY SORT ORDER

TABLE TITLE v| a1t

1@2 3% GALLERY

ITEMS FOUND i

(i

D SELECT 20 ITEMS ON PAGE

[ Video-10-20-4354356.mp4  38s ¥ Video-10-20-4354356.mp4  38s [ Video-10-20-4354356.mp4 385 [ Video-10-20-4354356.mp4 385 [ Video-10-20-4354356.mp4  38s
& Michelle Guarino (2901) & Michelle Guarino (2901) & Michelle Guarino (2901) & Michelle Guarino (2901) & Michelle Guarino (2901)
ID 49290192~ 891289 ID 49290192 891289 ID 49290192 891289 ID 49290192~ 891289 ID 49290192 891289

RECORDED ON 05/20/2016 12:21:20 RECORDED ON 05/20/2016 12:21:20 RECORDED ON 05/20/2016 12:21:20 RECORDED ON 05/20/2016 12:21:20 RECORDED ON 05/20/2016 12:21:20

CATEGORY DU, Training officer, a... CATEGORY DU, Training officer, a... CATEGORY DU, Training officer, a... CATEGORY DU, Training officer, a... CATEGORY DUI, Training officer, a...




Working with Evidence Search Results

On evidence search pages — All Evidence, My Evidence, or Shared Evidence — you can take
the actions described in this section.

View Evidence

You can view evidence listed in evidence search results if any of the following are true:

You own the evidence.

The owner of the evidence has shared it with you.

Your user role allows you to view all evidence.

You are a monitor of a group that the evidence owner is a member of.
You are an administrator.

Search for the evidence you want to view.

In the search results, click the title of the evidence.

The Evidence Detail page opens.

For information about the actions you can take from the Evidence Detail page, see
Working with Any Evidence and Working with Video and Audio Evidence.

4th and Main k4
ID SB-5632 K

ADD CATEGORY
MANAGE EVIDENCE ACCESS

DOWNLOAD REASSIGN AUDIT TRAIL

.'; INSIDE MY AGENCY >

OUTSIDE MY AGENCY >

METADATA

Assigned To: & Shoe, Dave (98146)
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Uploaded On: Feb 28, 2018 11:29 AM -08:00

Uploaded By: & Schuer, David (DS101)

Deletion Mar 19,2020 9:45 AM -07:00
Scheduled For:

File Size: 02MB




Request Access

On the All Evidence page, the results can include evidence that you do not own and that you
do not have permission to view.

1. On the menu bar, click Evidence.
2. Search for the evidence that you want to view.

3. For an evidence file that you want the owner to share with you, under Status, click
Request Access.

\:‘ D TITLE OWNER UPLOADED BY UPLOADED ON RECORDED ON J, CATEGORY STATUS

45-5555 B & Menghani, Manish (187410.. Menghani, Manish (.. 21 Feb 2017 17:51:23 21 Feb 2017 17:48:41 0s 15 Year, 00000-Sha. ii;‘:::‘

Add | AXONBody 2 Video201.. & Menghani, Manish (187410 Menghani, Manish (.. 21 Feb 2017 17:40:18 21Feb 2017 17:39:24 0s 00000-Shawn :zj:::‘

A message dialog box appears.
4. If you want to include a message to the evidence owner, type it in the Message box.
5. Click Send.
6. On the notification message box, click OK.

Evidence.com sends the owner a notification email about your request.

After the owner grants you access, Evidence.com sends you a natification email. You can
access the evidence from the All Evidence page and the Shared Evidence page.

Adding Users and Groups to the Inside My Agency Access List from the
Evidence Search Page

From the evidence search page, you can add users and groups to the access list for multiple
evidence files at the same time. You can also replace the current access list with a different
one.

Note: This procedure can also be used to add users and groups to the access list for
evidence that has been restricted.

1. Search for the evidence files you want to work with.

2. Inthe search results, select the check box to the left of the evidence ID for each evidence
file that you want to grant access to.



3.

Above the search results, click Manage Access and select Inside My Agency.

SCHUELER, DAVID (DSCHUE

[& EVIDENCE CASES DEVICES REPORTS ADMIN HELP N1 Last login 19 Jul 2017
4o ey
ALL EVIDENCE MY EVIDENCE SHARED EVIDENCE EVIDENCE MAP IMPORT EVIDENCE
D TITLE USER OR GROUP DATE CATEGORY TAG
RESET FILTERS SEARCH
SHOW ADVANCED SEARCH
ADD MANAGE
UPDATE ID CATEGORY REASSIGN REDACT DOWNLOAD foiass DELETE RESTORE EXPORT
I INSIDE MY AGENCY |
SORT BY SORT ORDER
86 1 v OUTSIDE MY AGENCY
Recorded On zad
ITEMS FOUND | SELECTED
RESTRICT

|:| D TITLE OWNER UPLOADED BY UPLOADED ON RECORDED ON |, CATEGORY STATUS

I:‘ Maricpoa B Test & Froseth, Terry (tfroseth)  Froseth, Terry (tfr..  19Jul201715:46:36 19 Jul 2017 15:46:33 a7s Training Active

I:‘ None [ Taser, CliffordStmp4 & Hutchings, Wayne (whut..  Hutchings, Wayne .. 13 Jul 2017 15:53:33 13 Jul 2017 15:53:32 1m53s  None Active

|:| None B AcusFirst Video & Fiumara, Joe (jfiumara) Fiumara, Joe (jfiu..  11Jul201709:09:38  11Jul 2017 09:08:16 23¢ None Active

None B AXONBody2Video20.. & Guarino, Michelle (20967)  Randall Kristian (.. 30 Jun201708:59:24 29 Jun20171554:30  14m5ls  None Active

|:| None [BH AXONBody2Video20.. & Guarino, Michelle (20967) ~ Randall, Kristian (.. 29 Jun201718:5:56 29 Jun201715:06:45  47m53s  None Active

The Access inside my agency dialog box displays.

4.

Manage access inside my agency

ACCESS SETTINGS

USER OR GROUP

ACCESS LEVEL DURATION ADD OR REPLACE NAMES
© ADD NAMES BELOW TO ACCESS LIST
Role M Until Removed v REPLACE ACCESS LIST WITH NAMES
BELOW
ACCESS LIST

Files

CANCEL

Add names above to grant access

From the Access Level list, select the access level for the user or group.

e If Role is selected, the actions a user can take with the evidence depends on the
permissions associated with their assigned role.

e IfView is selected, the user can only view the evidence.




5. From the Duration list, select the period of time the user or group can access the
evidence.

The default value is Until Removed, which means access to the evidence is granted until
the user or group is removed from the access list.

6. Select how the access lists for the selected evidence files are affected:

e Select Add Names Below to Access List to add the selected users or groups to the
current access list.

e Select Replace Access List with Names Below to replace the users and groups
currently on the access list with the list of users and groups added below.

If this option is selected, only users and groups added below will be on the access list
for the selected evidence files. All other users and groups will be removed from the
access list.

7. Inthe User or Group field, start typing the name, badge ID, or email address of the user
or the name of the group. Evidence.com shows a list of matching users or groups as you
enter the information. Select the user or group you want to add to the access list.

Note: If you incorrectly add a user or group to the list, you can remove them by clicking

—

the T (remove) icon and then clicking Remove.
8. Repeat step 7 to add other users and groups.
9. Click Add or, if Replace Access List with Names Below was selected, Replace.
10. A dialog box showing access was granted is displayed. Click Close to continue.

An email is sent to each user informing them that they have been added to the access
list for the selected evidence files.

Adding Users and Groups to an Outside My Agency Access List from the
Evidence Search Page

This option allows you to add users and groups to an external access list for multiple
evidence files at the same time.

The external access list allows you to share evidence with users and groups that are outside
your agency. You should use external access list when you need to require that evidence is
only available to users who sign in to Evidence.com. You can control whether users you
share evidence with can view the evidence, download the evidence, view the audit trail of
evidence, and share the evidence with others.



The external access list grants each user and group the same permissions to the evidence. If
you need to grant different permissions to different users or groups, perform this procedure
once for each set of users or groups to whom you want to grant the same permissions.

Removing users or groups from an access list and changing sharing expiration date cannot
be done in bulk. If you need to perform these tasks, you must do it for each evidence file. For
more information, see Modifying and Removing User and Groups from External Access Lists.

1. Search for the evidence files you want to work with.

2. Inthe search results, select the check box to the left of the evidence ID for each evidence
file that you want to grant access to.

3. Above the search results, click Manage Access and select Outside My Agency.
The Manage access outside my agency dialog box displays.

4. Under Add Name to External Access List.

Manage access outside my agency E’I
iles
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| View
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5. Inthe Send an Email with a Link to this Evidence field, add the users and groups with
whom you want to share the evidence, as follows:

e For auser or group in a partner agency, start typing the name, wait for Evidence.com
to show the matching users and groups, and then click the user or group you want to
add to the access list. You can also type the user badge ID or email address.

The user or group you selected appears below the field.

Note: If you add the email address for someone that is a member of an Evidence.com
agency that is not a partner agency with your agency, that person will be able to access
the evidence when they sign in to their Evidence.com agency.

6. Inthe Permissions section, select the check boxes for the permissions that you want to
give to the individual users and group users you are adding to the access list.

e View — User can view the evidence.
e Download — User can download a copy of the evidence to their hard drive.
e View Audit Trail — User can view the audit trail.
e Post Notes — User can add notes to the evidence.
7. Select the Allow Users to Re-Share option for the selected evidence.
e Never — User cannot share the evidence.
e Reshare Download — User can forward the permission to download to other users.
e Reshare All — User can forward all of their permissions to other users.

8. Inthe Duration box, type the number of days that the evidence is to be available to the
users.

9. Click Add and then, on the confirmation message box, click OK.

Evidence.com emails each user you added to the access list, notifying them that the
evidence is available to them.

Providing Evidence Outside My Agency by Unauthenticated Download Link
from the Evidence Search Page

Sending download link makes the evidence available through a web link, or URL, for
downloading a ZIP file of the evidence from Evidence.com — without requiring the person
downloading the evidence to sign in to Evidence.com.




Sending a download link allows uncontrolled access to the ZIP file of evidence that it links to.
By default, evidence sent by download link is only available for download for 3 days. It is
recommended that you keep the duration as short as possible.

1.

Search for the evidence files you want to work with.

In the search results, select the check box to the left of the evidence ID for each evidence
file that you want to grant access to.

Above the search results, click Manage Access and select Outside My Agency.
The Manage access outside my agency dialog box displays.

Click Email a Download Link.

Manage access outside my agency

ADD NAME TO EXTERNAL ACCESS LIST EMAIL A DOWNLOAD LINK
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In the Send an Email with a Link to this Evidence field, add the users with whom you
want to share the evidence, as follows:

e Forauserinyour agency or a partner agency, start typing the name of the user, wait
for Evidence.com to show the matching users, and then click the user you want. You
can also type the user badge ID or email address. The user you selected appears
below the field.

e For auserwhois notin your agency or a partner agency, type the email address of
the user and then press Enter.

After you complete the sharing process, the person receiving the sharing invitation
can download the evidence ZIP file.

If you want to include audit trails, check the corresponding check box.



8. In the Duration box, type the number of days that the evidence is to be available to the
users you share the evidence with.

9. Click Add.
10. On the notification message box, click Close.

Each recipient you specified receives an email that includes the link for downloading the
evidence.

Evidence.com makes the shared evidence available for download, until the sharing
duration expires.

Restricting Evidence from the Evidence Search Page

Evidence files can be restricted by adding a restricted category to the evidence or by
manually restricting the evidence.

Restricting an evidence file only allows users that are on the access list or that are assigned
to a role with Access Restricted Evidence permission to view the evidence. When searching
for evidence files, users can see restricted evidence files in the search results, but cannot
view the evidence file.

Note: When video is uploaded from Evidence Sync with a restricted category applied, only
the user who uploaded the video is added to the access list. In this situation, if the
assigned body camera user is different than the uploader, then the assigned body
camera user will not have access to the restricted evidence.

From the evidence search page, you can add users and groups to the access list and restrict
evidence for more than one evidence file at a time. You can also replace the current access
list with a different one and restrict the files.

1. Search for the evidence files you want to work with.

2. Inthe search results, select the check box to the left of the evidence ID for each evidence
file that you want to grant access to and restrict.



3.

4,

Above the search results, click Manage Access and select Restrict.
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The Restrict access in my agency dialog box displays.

Note: If you are not already on the access list, you are automatically added to the list.

From the Access Level list, select the access level for the user or group.
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e If Role is selected, the actions a user can take with the evidence depends on the
permissions associated with their assigned role.

o If View is selected, the user can only view the evidence.

5. From the Duration list, select the period of time the user or group can access the
evidence.

The default value is Until Removed, which means access to the evidence is granted until
the user or group is removed from the access list.

6. Select how the access lists for the selected evidence files are affected:

e Select Add Names Below to Access List to add the selected users or groups to the
current access list.

e Select Replace Access List with Names Below to replace the users and groups
currently on the access list with the list of users and groups added below.

If this option is selected, only users and groups added below will be on the access list
for the selected evidence files. All other users and groups will be removed from the
access list.

7. Inthe User or Group field, start typing the name, badge ID, or email address of the user
or the name of the group. Evidence.com shows a list of matching users or groups as you
enter the information. Select the user or group you want to add to the access list.

Note: If you incorrectly add a user or group to the list, you can remove the user by

clicking the m (remove) icon and then clicking Remove.
8. Repeat step 7 to add other users and groups.

9. Click Restrict or, if Replace Access List with Names Below was selected, Replace and
Restrict.

10. A dialog box showing access was granted is displayed. Click Close to continue.

An email is sent to each user informing them that they have been added to the access
list for the selected evidence files.

Note: An email is sent to users that were already on the access list for this evidence
informing them that the evidence was restricted, but that they still have access.

Update ID

You can change the ID assigned to one or more evidence files in search results.



An evidence ID can be up to 24 alphanumeric characters, unless your administrator has
configured evidence ID validation that enforces different minimum or maximum ID length.

1. Search for the evidence whose ID you want to update.

2. For each evidence file whose ID you want to update, select the check box to the left of
the evidence.

3. Above the search results, click Update ID.
A dialog box appears.

4. Inthe New ID box, type the ID that you want to assign to all selected evidence and then
click Update.

5. On the notification message box, click OK.
The search results show the new ID that you assigned to the evidence.
Add Category to Evidence
You can add a category to one or more evidence files in search results.
A category name can be up to 50 alphanumeric characters.
1. Search for the evidence that you want to add a category to.

2. For each evidence file that you want to add a category to, select the check box to the left
of the evidence.

3. Above the search results, click Add Category.
A dialog box appears.

4. Inthe New Category list, click the category that you want to add to all selected evidence
and then click Update.

5. On the notification message box, click OK.

The search results show the category that you assigned to the evidence. If more than
one category is assigned to evidence, “Multiple” appears in the Category column for that
evidence.

Reassign Evidence

When you need to change the owner of evidence to another user, you can reassign the
evidence from the results of an evidence search.



1. Search for the evidence that you want to reassign to another user.

2. For each evidence file that you want to reassign, select the check box to the left of the
evidence.

3. Above the search results, click Reassign.
A dialog box appears.

4. Inthe Reassign To box, start typing the name of the user you want to assign the
evidence to, wait for Evidence.com to show the list of matching users, click the user that
you want, and then click Reassign.

5. In the confirmation dialog box, click OK.

The search results show that the user you selected is now the evidence owner.
Bulk Video Redaction

Public disclosure requests can be time consuming, especially when large volumes of videos
must be reviewed and potentially redacted. To aid with these large requests, the Bulk
Redaction feature allows you to queue video evidence for bulk redaction.

Bulk redaction creates a copy of the original video and applies a blur filter over the entire copied
video. It can also remove audio for the duration of that copy as well. The blur over the entire
video allows requestors to see what happened in the video without potentially revealing
personally identifiable details such as faces, addresses, or license plates. This presents an
opportunity for agencies to fulfill the public disclosure request in the least amount of time.

It is recommended that you verify bulk-redacted videos to ensure the proper level of blur is
applied prior to releasing the redacted videos.

Note: If you need to redact a video more precisely, such as redacting only a portion of each
video frame, see Video Evidence Redaction.

1. Search for the video evidence that you want to include in the bulk redaction.

2. For each video evidence file that you want to redact, select the check box to the left of
the evidence ID. If you want to redact all evidence shown in search results, select the
check box at the top left of the search results.

3. Click Redact.



10.

The Bulk Redaction dialog box appears. The number of files selected and estimated
download file size is shown in the upper right of the dialog box.
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CANCEL REDACT

Under Download Format, select the file format you want to use when downloading the
completed redacted video files:

e ZIP — Evidence.com includes the redacted videos in a ZIP file.

e |SO — Evidence.com includes the redacted videos in an ISO image, which can be
used to create a CD-ROM or DVD.

Under Blur Level, click the degree of blurring that you want Evidence.com to apply to
the video files.

Select If you want Evidence.com to remove all audio from the redacted video files.

If you want the original audio of all video files to be preserved in the redacted video files,
set the Redact Audio switch to OFF.

Click Redact.
On the confirmation message box, click OK.

When bulk redaction service is complete, Evidence.com sends you an email with a
download link for the ISO or ZIP file.

In the notification email, click the download link.
A web browser opens your Evidence.com agency.
If the sign-in page appears, enter your Evidence.com credentials and click Sign In.

Evidence.com opens or downloads the bulk-redacted video evidence file. The exact
behavior depends on the browser you use and its download settings for files.



Bulk Download Evidence

Users who are allowed the Download permission for evidence can download multiple
evidence files at a time. After selecting files for download, the user receives an email with a
download link to a single file containing all of their requested evidence. Evidence.com
supports the following file types for the download file:

e ZIP — Evidence.com includes the selected evidence files in a ZIP file.

e |SO — Evidence.com includes the selected evidence files in an ISO image, which can be
used to create a CD-ROM or DVD.

Note: We have noted a system issue where large bulk download requests were failing to
complete. This issue should not affect most customers. But as a short-term fix, we
are temporarily limiting the size of bulk downloads to a total of 10 GB per download
while we determine a long-term solution. Additionally, if a user selects evidence
exceeding 10 GB, a message warning the user that the download exceeds the
allowed limit is shown.

1. Search for the evidence that you want to download.

2. For each evidence file that you want to include in the download, select the check box to
the left of the evidence ID. If you want to include all evidence shown in search results,
select the check box at the top left of the search results.

3. Click Download.

The Bulk Download dialog box lists all the files you selected. At the bottom of the dialog
box are options for including audit trails, download file type, and the Download button.

nclude Audit Logs
SELECT PACKAGE TYPE

* ZIP
50

EVIDENCE LIST
Clip
Clip from Ghost Stary 2

Clip from Ghost Story 2

Evidence.com will pack these files into a zip or iso file. We will email (mwilgus@tasercom) with a link to download these
files when it's ready. This link will be active for 3 days.

CANCEL DOWNLOAD
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4. Select the Download Format to set the file type that you want as the download file.

5. If you want to include audit trails for the selected evidence files, click the Audit Trail
check box.

6. Click Download. If the Download button is not visible, scroll down to the bottom of the
dialog box.

When the files are ready to download, you receive an email with a link to download the
ZIP or ISO file.

7. In the notification email, click the download link.
A web browser opens your Evidence.com agency.
8. If the sign-in page appears, enter your Evidence.com credentials and click Sign In.

Evidence.com opens or downloads the file. The exact behavior depends on the browser
you use and its download settings for files.

Download Speed Information

Files on Evidence.com will download at different rates. Evidence.com does not throttle file
downloads. The speed of your download depends on file size and your Internet connection
speed.

File sizes on Evidence.com will vary, depending on a number of factors, such as recording
quality and duration. The size of an evidence file can be found in the Metadata section of the
evidence view.

Your Internet Service Provider can help you determine your specific download speed or you
can check your speed with an online Internet Speed Test tool. If you are seeing issues where
your download times are significantly different than the estimated download time, you
should check with your IT organization for any potential issues with your network. If you



require additional assistance, contact Technical Support via support@axon.com or at 800-
978-2737 ext 2.

The table below provides estimated download times for different files sizes and download

speed.
Approximate Download Speed
File Size | 24 Mbit/s 15 Mbit/s 10 Mbit/s 8 Mbit/s 2 Mbit/s
25 MB 10 seconds 13 seconds 20 seconds 30 seconds 1.75 minutes
50 MB 17 seconds 30 seconds 40 seconds 50 seconds 3.5 minutes
100 MB 30 seconds 1 minute 1.5 minutes 1.75 minutes 7 minutes
250 MB 1.5 minutes 2.5 minutes 3.5 minutes 4.5 minutes 17.5 minutes

Delete Evidence

You can delete evidence files that are listed in evidence search results. Evidence that you
delete is added to a deletion queue for 7 days. This helps prevent deleting evidence
unintentionally.

1. Search for the evidence that you want to delete.

2. For each evidence file that you want to delete, select the check box to the left of the
evidence.

3. Above the search results, click Delete.

A confirmation dialog box appears.

4. Click OK.

A comment dialog box appears.

5. If you want to make a comment about the deletion, type it in the box provided.

6. Click OK.

7. On the notification message box, click OK.

In the search results, the status of the evidence changes to “Queued for Deletion”.

Restore Evidence

From evidence search results, you can restore evidence that has a status of Queued for
Deletion. Restoring evidence removes it from the deletion queue.
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Note: When evidence that is queued for deletion is restored, if the evidence is assigned a
category that has a retention period, the evidence's new deletion date is set 30 days
from the current date, regardless of the categories retention period. If the evidence
is assigned to a category that does not have a retention period, then no deletion
date is set for the evidence.

1. Search for the evidence that you want to restore. Ensure that, in the Status list, you click
Queued for Deletion.

2. For each evidence file that you want to restore, select the check box to the left of the
evidence.

3. Above the search result, click Restore.
4. On the confirmation message box, click OK.
5. On the notification message box, click OK.
In the search results, the status of the evidence does not change.

6. If you want to confirm that the evidence status has changed to Active, search for the
evidence again.

Export Evidence Search Results

Note: The Reporting feature includes several evidence-related reports. For more
information, see Reporting.

You can export the results of an evidence search as a list in PDF, Excel, text, or CSV format.

Note: When evidence search results are exported in Microsoft Excel or CSV format, the
Device Assignee First Name and Last Name are split into separate columns and a
Badge ID column is included.

If the search results contain more than 500 evidence files, Evidence.com provides the listin
500-file segments and asks you to confirm the download of the next segment.

1. Search for evidence and refine the search until the search results represent the evidence
list that you want to export.

2. Above the search results, click Export.

3. Inthe Select Format list, click the file format that you want for the exported evidence list
and then, on the message box, click Export.

The evidence list downloads in the format that you specified.



If the evidence search results contain more than 500 evidence files, only the first 500
files are included in the downloaded list and Evidence.com displays a dialog box for
downloading the next 500 files in the search results.

4. If you want to export evidence lists for additional evidence, click OK each time the dialog
box appears.

The evidence lists download in a separate evidence list file for each 500-file segment of
the search results.

Working with Any Evidence

This section describes the actions available on the Evidence Detail page for all evidence file
types.

Actions available for video and audio files only are described in Working with Video and
Audio Evidence.

Adding Users and Groups to the Inside My Agency Access List from the
Evidence Detail Page

On the Evidence Detail page, the Manage Evidence Access section shows the number of
users and groups that have been added to the access list for the evidence and if the
evidence is restricted.

From the Manage Evidence Access section you can add users and groups to the access list
for an evidence file. If you want to add users and groups to the access list for more than one
evidence file at a time, use the process for adding access from the evidence search page.

Note: This procedure can also be used to add users and groups to the access list for
evidence that has been restricted.



1. On the Evidence Detail page, under Manage Evidence Access, click Inside My Agency.
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The Manage Access page appears.

2. Inthe User or Group field, start typing the name, badge ID, or email address of the user
or the name of the group. Evidence.com shows a list of matching users and groups as
you enter the information. Select the user or group you want to add to the access list.
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No users or groups have been added to the access list

You can add multiple users and groups if they will have the same access duration and
access level.

3. From the Access Level list, select the access level.

e If Role is selected, the actions a user can take with the evidence depends on the
permissions associated with their assigned role.



o If View is selected, the user can only view the evidence.
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No users or groups have been added to the access list

4. From the Duration list, select the period of time the user can access the evidence.

The default value is Until Removed, which means the user can access the evidence until
they are removed from the access list.
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No users or groups have been added to the access list

5. Click Add.

The user information is added to the list and an email is sent to the user informing them
that they have been added to the access list for the evidence.

6. Repeat steps 2 through 5 to add other users.

7. After all users are added, click the B (back) button to return to the Evidence Detail page.



Modifying Inside My Agency Access Information

You can modify the access duration and access level for users from the Evidence Detail page.

Note: This procedure can be used to modify access information for evidence that has been
restricted.

1. Onthe Evidence Detail page, under Manage Evidence Access, click Inside My Agency.
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The Manage Access page appears.



2. Inthe access list, click the #" (edit) icon on the same line as the user or group you want

3.

to modify.
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Select the access level and duration as needed.
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Click Save.

Repeat steps 2 through 4 for other users or groups in the list.

When you have finished modifying access information, click the Bl (back) button to

return to the Evidence Detail page.




Removing Users and Groups from the Inside My Agency Access List

Users can only be removed from the access list for an evidence file from the Evidence Detail

page.

Note: This procedure can be used to remove users from the access list for evidence that
has been restricted.

1.

On the Evidence Detail page, under Manage Evidence Access, click Inside My Agency.

SCHUER, DAVID (DS101)
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The Manage Access page appears.

—

2. Inthe access list, click the T (remove) icon and then click Remove.

The user or group is removed to the list and an email is sent to the users informing them
that they have been removed from the access list for the evidence.

3. Repeat step 2 to remove other users from the list.

4. When you have finished removing users, click the B (back) button to return to the
Evidence Detail page.

Adding Users and Groups to the Outside My Agency Access List

On the Evidence Detail page, the Manage Evidence Access section shows the number of

users and groups that have been added to the access list for the evidence and if the
evidence is restricted.



From the Manage Evidence Access section you can add users and groups to the access list
for an evidence file. If you want to add users and groups to the access list for more than one
evidence file at a time, use the process for adding access from the evidence search page.

1. Onthe Evidence Detail page, under Manage Evidence Access, click Outside My Agency.

EVIDENCE

CASES

DEVICES REPORTS ADMIN HELP

A

ALL EVIDENCE MY EVIDENCE SHARED EVIDENCE EVIDENCE MAP

AXON Body 2 Video 2017-09-18 0722 #
ID: None
DOWNLOAD FLAG

REASSIGN AUDIT TRAIL

Viewed by dschueler (sb-pro.qa.evidence.com) on 26 Sep 2017,

The Access outside my agency page appears.

IMPORT EVIDENCE

2017-09-18 T14:22:032
AXON BODY 2 X81009373
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In the User or Group field, start typing the name, badge ID, or email address of the user
or the name of the group. Evidence.com shows a list of matching users and groups as
you enter the information. Select the user or group you want to add to the access list.

MANAGE ACCESS

INSIDE MY AGENCY

Access outside my agency

3 AXON Body 2 Video 2017-12-08 1... X

OUTSIDE MY AGENCY

Link for users with access to this evidence

Add to access list

USER OR GROUP

No outside users or groups have been granted access to this evidence.

You can add multiple users and groups if they will have the same access duration and

access permissions.



Note: If you add the email address for someone that is a member of an Evidence.com
agency that is not a partner agency with your agency, that person will be able to access
the evidence when they sign in to their Evidence.com agency.

In the Permissions section, select the check boxes for the permissions that you want to
give to the users you are sharing with.

MANAGE ACCESS B AXON Body 2 Video 2017-12-08 1... X

INSIDE MY AGENCY OUTSIDE MY AGENCY

Access outside my agency

Link for users with access to this evidence

Add to access list
USER OR GROUP PERMISSIONS RESHARE

VIEW
| Never v

[] pownwoap

_ DURATION (DAYS)
12th Precinct - Detectives | X SPD666 Dave Shoe X [] view aupiT TRAIL

Enter optional message

e Download — User can download a copy of the evidence to their hard drive.

e View Audit Trail — User can view the audit trail.

e Add Notes — User can add notes to the evidence.

Select the Allow Partner Agencies to Re-Share option for the selected evidence.

e Never — User cannot share the evidence.

e Reshare Download — User can forward the permission to download to other users.
e Reshare All — User can forward all of their permissions to other users.

In the Duration box, type the number of days that the evidence is to be available to the
users you share the evidence with.

Click Add.

Evidence.com emails each user who you shared the evidence with, notifying them that
the evidence is available to them.



7. To add a user or group with different permissions or duration, click Add New and repeat

steps 2 through 6 to add other users and groups.

8. After all users and groups are added, click the & (back) button to return to the Evidence

Detail page.

Modifying and Removing Users and Groups from Outside My Agency Access

Lists

You can modify the access permissions and access duration for users and groups from the

Evidence Detail page.

1. Onthe Evidence Detail page, under Manage Evidence Access, click Outside My Agency.
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2. To modify user or group information, click the # (edit) icon on the same line as the user

or group you want to modify.

MANAGE ACCESS I3 AXON Body 2 Video 2017-12-081.. X

INSIDE MY AGENCY OUTSIDE MY AGENCY

Access outside my agency

Link for users with access to thi
. .00
la 1o

ACCESS LIST

Add to access list
USER OR GROUP

NAME MEMBERS @ PERMISSIONS RESHARE DURATION ADDED ON

Mar 27,2018 I

Mar 27,2018 |

m SPD666 Dave Shoe - View Never 90 days remaining

S&% 12th Precinct - Detectives 1User, 0 Groups View Never 90 days remaining

Modify the permissions, reshare, and duration information as needed.

MANAGE ACCESS

| AXON Body 2 Video 2017-12-08 1... x

INSIDE MY AGENCY OUTSIDE MY AGENCY

Access outside my agency

la 12

ACCESS LIST

Link for users with access to this evidence

Add to access list
USER OR GROUP

NAME MEMBERS @ PERMISSIONS RESHARE DURATION ADDED ON
& SPDE66 Dave Shoe PERMISSIONS RESHARE DURATION
VIEW
Never v 920

[] oownLoap

[] view aupiT TRAIL

D i - b
&% 12th Precinct - Detectives 1User, O Groups View Never 90 days remaining Mar 27,2018 P

Click Save.

Repeat steps 2 through 4 for other users or groups in the list.

-

To remove a user or group from the outside my agency access list, click the T (remove)
icon and then click Remove.



The user or group information is removed to the list and an email is sent to the users
informing them that they have been removed from the access list for the evidence.

6. Repeatstep 5 to remove other users or groups from the list.

7. When you have finished modifying access information, click the B (back) button to
return to the Evidence Detail page.

Restricting Evidence from the Evidence Detail Page

Evidence files can be restricted by adding a restricted category to the evidence or by
manually restricting the evidence.

Restricting an evidence file only allows users that are on the access list or that are assigned
to a role with Access Restricted Evidence permission to view the evidence. When searching
for evidence files, users can see restricted evidence files in the search results, but cannot
view the evidence file.

Note: When video is uploaded from Evidence Sync with a restricted category applied, only
the user who uploaded the video is added to the access list. In this situation, if the
assigned body camera user is different than the uploader, then the assigned body
camera user will not have access to the restricted evidence.

On the Evidence Detail page, the Manage Evidence Access section shows the number of
users that have been added to the access list for the evidence and if the evidence is
restricted.

From the Manage Evidence Access section you can add users to the access list for an

evidence file and restrict the evidence. If you want to add users to the access list and restrict

evidence for more than one evidence file at a time, use the process for restricting evidence
from the evidence search page.

1. On the Evidence Detail page, under Manage Evidence Access, click Inside My Agency.
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The Manage Access page appears.

Note:

Steps 2 and 3 can be done in any order. By doing step 2 first, the user will only
get an email saying they were added to the access list for the evidence. If you do
step 3 first, the users will get an email saying they were added to the access list

and then get a second email when the evidence is restricted saying the evidence
was restricted.

2. Click the Restrict switch.

The system asks you to confirm that you want to restrict the evidence.

Are you sure you want to restrict this evidence?

All users with View Any Evidence permission will no longer be able to see
this evidence. Only users on the access list will be able to view this

You will automatically be added to the access list for this evidence.

A

evidence.

CANCEL RESTRICT

Click Restrict to continue.

Note: If you are not already on the access list, you are automatically added to the list.
An email is sent to users and groups that were already on the access list for this

evidence informing them that the evidence was restricted, but that they still have
access.



3. Inthe Add to Access List field, start typing the name, badge ID, or email address of the
user or the name of the group. Evidence.com shows a list of matching users as you enter
the information. Select the user or group you want to add to the access list.

MANAGE ACCESS B s parkrunts X

INSIDE MY AGENCY OUTSIDE MY AGENCY

& Restricted inside my agency

RESTRICTED

Link for users with access to this evidence

- —
VIEW ANY @ & htty

Add to access list

"USER OR GROUP
NAME MEMBERS @ ACCESS LEVEL DURATION ADDED ON
& DS101 David Schueler - Role Until Removed Mar 6, 2018 ]
& 98146 Dave Shoe _ Role Until Removed Mar 6, 2018 SO

You can add multiple users and groups if they will have the same access duration and
access level.

4. From the Access Level list, select the access level.

o If Role is selected, the actions a user can take with the evidence depends on the
permissions associated with their assigned role.

e If View is selected, the user can only view the evidence.

MANAGE ACCESS B s parkrunts X

INSIDE MY AGENCY OUTSIDE MY AGENCY

& Restricted inside my agency

@ RESTRICTED

Link for users with access to this evidence

210 02

S LIST VIEW ANY @

& https://

Add to access list

USER OR GROUP ACCESS LEVEL DURATION

I | Role v Until Removed v
o

12th Precinct - Detectives | X

View
NAME MEMBERS @ ACCESS LEVEL DURATION ADDED ON
@ DS101 David Schueler — Role Until Removed Mar 6, 2018 SO

& 98146 Dave Shoe — Role Until Removed Mar 6, 2018 K

ar




5. From the Duration list, select the period of time the user can access the evidence.

The default value is Until Removed, which means the user can access the evidence until
they are removed from the access list.

MANAGE ACCESS B Ts_-_parkrunis

INSIDE MY AGENCY OUTSIDE MY AGENCY

& Restricted inside my agency

@ RESTRICTED

Link for users with access to this evidence
2a Qs 0a

ACCESS LIST VIEW ANYO

Add to access list
USER OR GROUP ACCESS LEVEL DURATION

12th Precinct - Detectives X 30 days

Until Removed v

Role v |

3 days

90 days

ADD 1year

Until Removed v

NAME MEMBERS @ ACCESS LEVEL DURATION ADDED ON

& DS101 David Schueler - Role Until Removed Mar 6, 2018 S o

& 98146 Dave Shoe - Role Until Removed Mar 6, 2018 S O
6. Click Add.

The user information is added to the list and an email is sent to the user informing them
that they have been added to the access list for the evidence.

7. Repeat steps 3 through 6 to add other users.

8. After all users are added, click the S (back) button to return to the Evidence Detail page.

Removing Restriction from Evidence

Evidence restriction can only be removed from evidence by removing the restriction an
evidence file from the Evidence Detail page. Using the restrict switch to remove restriction
will override a restricted category, so you don't need to change categorization in order to
remove the restriction from the evidence.



1. On the Evidence Detail page, under Manage Evidence Access, click Inside My Agency.
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The Manage Access page appears.
2. Click the Restrict switch.

The restriction on the evidence is removed and an email is sent to each user on the
access list informing them that the restriction was removed from the evidence file.

3. Click the EaS (back) button to return to the Evidence Detail page.
Edit Title and ID

On the Evidence Detail page, the evidence title and ID appear in the upper-left corner.

An evidence ID can be up to 24 alphanumeric characters, unless your administrator has
configured evidence ID validation that enforces different minimum or maximum ID length.

An evidence title can be up to 256 alphanumeric characters.

1. To the right of the evidence title, click X (edit).

Backyard ¢
ID: 2112

The title and ID become editable.

TITLE: Backyard

D 2112

SAVE CANCEL




2. Editthe title and ID, as needed, and then click Save.
The Evidence Detail page shows the updated title and ID.
Edit Recorded Date and Time
On the Evidence Detail page, the recorded date and time appear in the Metadata section.
1. Tothe right of Recorded On, click Edit.
The Recorded On box becomes editable. A calendar icon and a clock icon appear.

2. Using the methods provided in the following table, edit the date and time as needed.

Action Method

Directly edit the date and | Click the Recorded On box and enter the changes to the date and

time. time.

Change the date. Click the calendar icon and then use the calendar tool to select the
date.

Change the time. Click the clock icon and then select the closest time to the time that
you need.

3. After you have finished editing the recorded date and time, click Save.
A confirmation message box shows the new recorded date and time.
If the change affects the retention period, the message box shows this information, too.
4. On the confirmation message box, click OK.
5. On the notification message box, click OK.
Download Evidence File
On the Evidence Detail page, the Download button appears above the evidence preview.
1. Click Download.
A dialog box shows information about the evidence file.
2. Onthe dialog box, click Download.

The download begins. The exact behavior depends on the browser you use and its
download settings. For more information about download speeds, see the Download
Speed Information topic.

3. Click Cancel.



Flag or Un-Flag Evidence

You can flag evidence that you want to find more easily in the future. Evidence searches
allow you to filter the search results by the flag status of evidence.

On the Evidence Detail page, the Flag or Unflag button appears above the evidence preview.
e Evidence that is not flagged has a Flag button.

e Evidence that is flagged has an Unflag button.

If you want to flag or un-flag the evidence, click Flag or Unflag, as applicable.

Add to or Remove Evidence from a Case

You can add or remove evidence to one or more cases.

On the Evidence Detail page, the Cases area appears on the right side of the page. If the
evidence is in any cases currently, the case IDs appear as links.

1. To the right of Cases, click Edit.

The Add to Case page appears.

Backyard

ID Add

Reccrded Date 22 Feb 2016 - 16:53:25
Uploaded Date 22 Feb 2016 - 16:53:27
Uploaded By Hamish, MC

Size 9435 KB

ADD TO CASE

Select Case v

ASSIGN

ASSOCIATED CASES

*2015-3213215

2. If you want to add the evidence to a case, in the Select Case list, click a case that you
want to add the evidence to, and then click Assign.

The case that you selected appears under Associated Cases.

3. If you want to remove the evidence from a case, under Associated Cases, find the case

and then, to the left of the case, click X.



4. When you have finished adding or removing the evidence to and from cases, click
Return to My Evidence.

Reassign Evidence

You can assign evidence to a user. The user to whom you assign evidence becomes the
owner of the evidence.

On the Evidence Detail page, the Reassign button appears above the evidence preview.
1. Click Reassign.

The Reassign Evidence page appears.

REASSIGN EVIDENCE

Backyard

D 212

Recorded Date 19 May 2015 - 08:36:10
Uploaded Date 19 May 2015 - 08:36:10
Uploaded By Hamish, MC

SIZE 9435 KB

2. Inthe Name box, start typing the name of the user, wait for Evidence.com to show the
matching users, and then click the user you want.

3. Click Reassign.
4. On the confirmation message box, click Yes.
5. On notification message box, click OK.
The Evidence Detail page appears.
View Evidence Audit Trail
You can view the audit trail for an evidence file.
On the Evidence Detail page, the Audit Trail button appears above the evidence preview.

1. Click Audit Trail.

A dialog box provides options for viewing the entire audit trail or a portion of the audit
trail.

2. Ifyou want to view the whole audit trail, under View Entire Audit Trail, click Submit.



3. Ifyou want to view a portion of the audit trail, under View Portion of Audit Trail,
specify a date in either or both the From or To boxes and click Submit.

Evidence.com opens or downloads a PDF for the evidence audit trail. The exact behavior
depends on the browser you use and its download settings for PDF files.

4. Save or view the audit trail PDF as needed.
Delete Evidence

You can manually initiate the deletion of an evidence file. Evidence that you delete is added
to a deletion queue for 7 days. This helps prevent deleting evidence unintentionally.

On the Evidence Detail page, the Delete button appears above the evidence preview.
1. Click Delete.
2. On the confirmation message box, click Okay.
A dialog box appears, allowing you to add a comment regarding the evidence deletion.
3. Ifyou wantto add a comment, type it in the comment box.
4. Click Submit.

The evidence status changes to “Queued for Deletion”.
Restore Deleted Evidence

If evidence has a status of Queued for Deletion, you can restore the evidence, which
removes it from the deletion queue.

Note: When evidence that is queued for deletion is restored, if the evidence is assigned a
category that has a retention period, the evidence's new deletion date is set 30 days
from the current date, regardless of the categories retention period. If the evidence
is assigned to a category that does not have a retention period, then no deletion
date is set for the evidence.

On the Evidence Detail page for evidence that has the status of Deleting, the Restore button
appears above the evidence preview.

1. Click Restore.
2. On the confirmation message box, click OK.

The evidence status becomes Active.



Assign and Un-Assign Categories

For evidence that is not assigned to a case, changing the categories that the evidence is
assigned to may change the scheduled deletion date. If the scheduled deletion date has
already passed, the evidence is added to the deletion queue.

On the Evidence Detail page, the Categories area appears in the heading below the evidence
Title and ID and on the right side of the page. It lists the categories that the evidence is
assigned to, if any.

1. If no categories have been added to the evidence, click Add Category. Otherwise, To the

right of Categories, click £ (edit).

The Select a category list appears. If the evidence is already assigned to categories, an X
appears beside each assigned category.

2. If you want to assign the evidence to a category, in the Select a category list, click the
category and then click Save.

The category appears at the bottom of the list of assigned categories.
3. Ifyou want to remove the evidence from a category, click the X next to the category.

The category is removed from the list of assigned categories.

Add and Remove Tags for Evidence

Tags are labels that you can apply to evidence and cases. Adding tags to evidence can help
you find the evidence more easily later. Evidence searches allow you to filter the search
results by tags.

On the Evidence Detail page, the Tags area appears on the right side of the page. If any tags
exist, they appear as tiles. The following figure shows an example of the Tags area that has
one tag named, “McKinley".

TAGS

McKinley *

A tag can be up to 256 alphanumeric characters.



Action Steps

Add tag 1. Under Tags, click in the box.

2. Starttyping the tag.
Evidence.com shows you a list of existing tags that start with the
letters you typed.

3. Ifthe tag you want to apply appears in the list, click the tag.

4. Otherwise, finish typing the tag and then press Enter.
Evidence.com adds the tag to the evidence.

Remove tag 1. Under Tags, find the tag that you want to remove.
2. Atthe left end of tag, click X.
Evidence.com removes the tag from the evidence.

Edit

Location

The location that you specify for evidence determines where the icon representing the
evidence appears on evidence maps.

On the Evidence Detail page, the Location area appears near the upper-right corner of the
page. If the evidence has location information, a small map shows the evidence location.

Note: You cannot edit the location of evidence recorded by GPS. This applies to Axon Fleet

1.

cameras and Axon Body 2 or Axon Flex 2 cameras that are paired with Axon View
with GPS enabled.

To the right of Location, click ' (edit).

The Edit Location page shows a map.

In the Address box, type the location address or coordinates. Optionally, you can add a
friendly name description for the location.

When setting location coordinates: Latitude values can be -90.0000 to 90.0000, where
the negative value represents South coordinates. Longitude values can be -180.0000 to
180.0000, where the negative value represents West coordinates.

Example: Coordinates of 15 degrees North and 30 degrees East would be entered as
15.0000 and 30.000, while 15 degrees South and 30 degrees West would be entered as -
15.0000 and -30.000.

Click Save.

The map shows the location you entered.



Edit Description

You can add or edit a description of the evidence.

On the Evidence Detail page, the description appears below the evidence.
1. To the right of Description, click & (edit).

The description text becomes editable.
2. Inthe Description box, type a new description or edit the existing description.
3. Click Save.

Evidence.com saves the description changes.
Notes and Evidence

You can post notes about evidence. In addition to the text of the note, Evidence.com shows
the author of the note and the date and time that the note was created and updated.

On the Evidence Detail page, the Notes area appears below the evidence and description. If
the Also with ID area appears, the Notes area appears below this area.

Add a Note
You can post a note to an evidence file.
1. If necessary, scroll down and find the Notes area.
2. Inthe Post a Note box, type the note.
3. Click Post Note.
Under Notes, the new note appears, with your name and the creation date and time.
Edit a Note
You can edit notes that have previously been posted to an evidence file.

1. If necessary, scroll down and find the Notes area.
2. To the right of the note, click @ (edit).

The note text becomes editable.

3. Edit the note text as needed.



4. Click Update.

The changes to the note appear, with your name and the date and time that the edits
occurred.

Delete a Note

You can delete notes that you have posted.

1. If necessary, scroll down and find the Notes area.
2. To the right of the note, click X.

3. On the confirmation dialog box, click OKAY.

The note no longer appears on the Evidence Detail page.
View Evidence with Same ID

If other evidence in your agency has the same ID as the evidence you are viewing, the Also
with ID area appears below the evidence description. A paginated table of evidence with the
same ID shows the title, assignee, and upload date of each evidence file.

If you want to view evidence listed in the table, click the evidence title.

ALSO WITH ID

TITLE ASSIGNED TO CREATED ON
Backyard MC Hamish 02/22/2016
Location of Fall -- East View Bertram Brand 02/22/2016

Viewing Video Source Information

For video uploaded from an Axon device managed by your Evidence.com agency, the
Evidence Detail page includes a Source section. The serial number and model of the
recording device appear in this section.

To view details about the recording device, click the serial number.

SOURCE

Serial#: x78002023

Model: Axon Flex




Viewing Document Evidence

Evidence.com enables users to view the contents of documents that are in PDF format.
PDF Viewer Controls

The following figure shows the controls that appear when you view a PDF document.

US Constitution PDF ¢
ID: 1788-06-21
EXTEMD

» » — VIEW AUDIT o
¥ pownLoaD P FLAG W& SHARE + Wi REASSIGN =n L ;E;IEOI'EI'IDN

x DELETE

CONSTITUTION OF THE UNITED STATES

We the People of the United States, in Order to form a
more perfect Union, establish Justice, insure domestic Tran-
quillity, provide for the common defence, promote the general
Welfare, and secure the Blessings of Liberty to ourselves and
our Posterity, do ordain and establish this Constitution for the
United States of America.

Article. L.

Section. 1. All legislative Powers herein granted shall be
vested in a Congress of the United States. which shall consist
of a Senate and House of Representatives.
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PDF Viewer Controls

1 — Page up 2 — Page down 3 — Full screen

PDF Viewer Actions

The following table provides steps for the actions you can take with the PDF viewer.

Action Steps

Page down Click N/ or press the down arrow key.

Page up Click /\ or press the up arrow key.

View Full Screen To enter full-screen viewing mode, click_ ..
To exit full-screen viewing mode, click X.




Playing Video and Audio Evidence

This section describes the actions available on the Evidence Detail page for video and audio
evidence files that are in a file type supported by the Evidence.com media player.

Supported File Types

Video file types supported by the Evidence.com media player include the types listed in the
following table.

Video File Extension Video Mime Type
.avi video/avi

Rill video/x-fli

.mov video/quicktime
.movie video/x-sgi-movie
.mpe video/mpeg
.mpeg video/mpeg
.mpg video/mpeg

.qt video/quicktime
.mdv video/x-m4v
.webm video/webm

.ogv video/ogv

.mp4 video/mp4

wmyv video/x-ms-wmv

The .avi and .m4v file formats are container file formats. Because it is possible for them to
contain unsupported media files, it is possible for files in these formats to be valid but
unsupported by the media player.

Audio file types supported by the Evidence.com media player include the types listed in the
following table.

Audio File Extension | Audio Mime Type
.aif audio/x-aiff

.aifc audio/x-aiff

.aiff audio/x-aiff

.au audio/basic

kar audio/midi

.mid audio/midi

.midi audio/midi

.mp2 audio/mpeg




Audio File Extension | Audio Mime Type
.mp3 audio/mpeg

.mpga audio/mpeg

.ra audio/x-realaudio
.ram audio/x-pn-realaudio
.rm audio/x-pn-realaudio
.rpm audio/x-pn-realaudio-plugin
.snd audio/basic

tsi audio/TSP-audio
.wav audio/x-wav

.wma audio/x-ms-wma

For actions available for all file types, regardless of media player support, see Working with
Any Evidence.

Internet Connection Speed Recommendations

For the best video playback experience, we recommend that your Internet connection
support the speeds listed in the following table:

Resolution | Recommended Minimum Speed
480p 3 Megabits per second

720p 6 Megabits per second

1080p 10 Megabits per second

If your connection is slower than necessary to provide good video playback, you may
experience pauses during playback.



Media Player Controls

The Evidence.com media player enables you to play audio and video evidence files that are
in supported file types.

The following figure shows the media player controls that appear when the player is paused.
Additionally, in the following figure, the sound is not muted.

Second Interview #
ID: 2015-1001001

DOWMNLOAD . REASSIGN

AUDIT TRAIL DELETE

Available Controls —Player Paused, Sound Unmuted

1 — Playbar 7 — Playback speed selector
2 — Scrub bar 8 — Thumbnail

3 — Scrub handle 9 — Mute

4 — Previous frame 10 — Video quality selector
5 — Play 11 — Rotate

6 — Next frame 12 — Full screen




The following figure shows the media player controls that appear when the player is playing.
Additionally, in the following figure, the sound is muted.

Second Interview #
ID: 2015-1001001

DOWMNLOAD . REASSIGN AUDIT TRAIL DELETE

Available Controls —Player Playing, Sound Muted

1 — Playbar 7 — Playback speed selector
2 — Scrub bar 8 — Thumbnail

3 — Scrub handle 9 — Mute

4 — Previous event 10 — Video quality selector
5 — Pause 11 — Rotate

6 — Next event 12 — Full screen

Long Video Playback Controls

For all videos that are 10 minutes or more in length, additional controls and elements are
available in the video navigation area. These controls allow users to more accurately set

markers and create clips in long videos, along with providing finer controls for editing and
redaction.



Information about the additional controls and elements is provided below.
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Long Video Playback Controls

1

Time Slide Bar: Changes the section of the overall timeline that is shown. The size and position
of the slide bar

Time marks: These provide additional guides for users, showing which part of video is being
viewed and providing a time interval reference. As a user zooms in or out the timeline, the time
values shown under the bar and intervals between marks change.

Blue Scrub Bar with vertical position line: Provides an indication of where you are in the video,
as well as showing current buffer state in lighter blue. As video plays back the blue scrub bar
grows and vertical line moves. When paused, this line acts as the placeholder for creating a
new marker, clip, or redaction.

Hover line: When you position your mouse pointer over the navigation area, a grey vertical line
appears showing a thumbnail with the video time. The thumbnail and time are updated as the
pointer is moved. Clicking on navigation area jumps the blue scrub bar with vertical line to that
point and updates main player. When the mouse pointer is not over navigation area, the hover
line and thumbnail are no longer shown.

Zoom slider: Zooms in or out of the timeline. Zooming in allows users to be more precise when
working with markers, clips, and editing tools.




Media Player Actions

The following table provides steps for the actions you can take with the media player.

Action

Steps

Play

Click p

Play faster or slower

Click the playback speed selector until the speed you want is selected.

You can choose from standard speed (1X), double speed (2X), or
quadruple speed (4X).

View Thumbnails

Over the scrub bar, hover the mouse pointer above the time for which
you want to see a thumbnail.

A thumbnail image for the time appears.

Jump Ahead or Back

On the scrub bar, click and hold the scrub handle and drag it to the
time in the media file that you want to go to.

Skip to Events

Click| € ord]

The video jumps to the previous or next marker or clip.

Pause

Click| |

View Frame by Frame

Click € or ).

View Full Screen

To enter full-screen viewing mode, click . ..

To exit full-screen viewing mode, click X

Rotate Screen

1. Click Q
2. click¥®).

Change video quality

1. Click a

2. Click the video quality that you want.

Mute, Unmute, or Control
Volume

To mute audio, click ).
To unmute audio, click €x.

To raise or lower the audio volume, click and hold the audio slider and
drag it left (quieter) or right (louder), as needed.

Multicam Playback

Note:

Multicam playback will be added to all Axon Body 2, Axon Flex 2, and Fleet system

cameras as part of the v1.9 camera firmware release, which began deployment in

March 2017.

Multicam playback allows videos that were recorded by different cameras but in the same
location and time to be viewed together. This allows users to view an incident from different

vantage points at the same time. Up to four videos can be viewed at the same time.




Multicam Playback is only available for users with a Pro role and is not available for users
with Lite or Basic roles.

During video recording, Axon Body 2, Axon Flex 2, and Fleet system cameras with v1.9 or
later firmware will note when other Axon cameras are recording in the same vicinity,
approximately 30 feet (10 meters), and add that information to the video file. When videos
are uploaded to Evidence. com, that information is included in the upload so that the
multicam playback option can be used.

When viewing evidence, the multicam action is shown as an option for any videos that are
noted as having other videos that were recorded in the same vicinity at the same time.

MULTICAM DOWNLOAD FLAG SHARE REASSIGN AUDIT TRAIL DELETE

Selecting Videos for Playback

When the user clicks Multicam on the evidence view, the multicam evidence selection page
is shown and the user can select up to four related videos for simultaneous viewing. The
upper section of the page shows the currently selected videos and the lower section has the
list of related videos.

Note: Cameras must be within range of each other for at least one minute before or during
recording, excluding pre-event buffering, for the videos to be displayed with
multicam playback.

€— BACKTO EVIDENCE LAUNCH MULTICAM

Select Evidence
from Below...

ADDUPTO

9 Items Found

UPLOADED BY UPLOADED ON RECORDED ON

/AXON Flex Video 2000-01-30-010411 Smith, Joseph Smith, Joseph 10 June 2015 08:35:47 10 June 2015 08:35:47
None /AXON Flex Video 2000-01-30-010411 Thomas, Danielle Thomas, Danielle 10 June 2015 08:35:47 10 June 2015 08:35:47
7. Traffic /AXON Flex Video 2000-01-30-010411 Koenig, Margaret Koenig, Margaret 10 June 2015 08:35:47 10 June 2015 08:35:47

/AXON Flex Video 2000-01-30-010411 ‘Smith, Brandon Smith, Brandon 10 June 2015 08:35:47 10 June 2015 08:35:47
7. Traffic /AXON Flex Video 2000-01-30-010411 Smith, Richard Smith, Richard 10 June 2015 08:35:47 10 June 2015 08:35:47
None /AXON Flex Video 2000-01-30-010411 Lancaster, Cecilia Lancaster, Cecilia 10 June 2015 08:35:47 10 June 2015 08:35:47
None /AXON Flex Video 2000-01-30-010411 Nathaniel, Darren Nathaniel, Darren 10 June 2015 08:35:47 10 June 2015 08:35:47

None /AXON Flex Video 2000-01-30-010411 Koenig, Leon Koenig, Leon 10 June 2015 08:35:47 10 June 2015 08:35:47




e Add a new video by clicking on a new tile in the upper section and then clicking the
video name in the related video list.

e Change videos by clicking the tile in the upper section to select the video that will be
replaced and then clicking the video name in the related video list.

e When all the videos have been selected, click Launch Multicam.

e C(lick Back to Evidence to return to the originally selected Evidence Detail page.

Viewing Multiple Videos

e BACK TO EVIDENCE EVIDENCE SELECTOR

550 A

PLAYBACK STARTS AT 06:01

2016-09-13 T20:59:262
AXON FLEET X81@12883

AXON FLEET X81030340 AXON BODY 2 X81054609
1D: 123-46582y498FhsjO3hfjfEdu 1D: 123-46582y498Fhsj93hfjfEdu
TITLE: Axon_Fleet_rear-1234-09 TITLE: Jackson_arrest_pl23-876
ASSIGNED TO: Baker, James (JBOO7 ASSIGNED TO: Baker, James (JB0O7
UPLOADED BY: Baker, James (JBOO7 UPLOADED BY: Baker, James (JBOO7
RECORDED ON: 06/15/2016 2:43 pm - 07:00 RECORDED ON: 06/15/2016 2:43 pm - 07:00
AXON FLEET X81012883 AXON BODY 2 X81054609
ID: 123-46582y498fhsj93hfjf84u 1D: 123-46582y498fhsj93hfjf84u
TITLE: HighSpeed_pursuit_09816452 TITLE: jackson_streetArrest 123-4
ASSIGNED TO: Baker, James (JBOO7 ASSIGNED TO: Baker, James (JBOO7
UPLOADED BY: Baker, James (JBOO7 UPLOADED BY: Baker, James (JBOO7
RECORDED ON: 06/15/2016 2:43 pm - 07:00 RECORDED ON: 06/15/2016 2:43 pm - 07:00

When multicam playback is launched, the selected videos are requested from the system
and synchronized. The upper section of page shows the videos and standard media player
options, while the lower section shows information about the evidence files. The standard
media player controls are also used for multicam playback.

During playback, videos that do not start at the beginning of the sequence show a message
bar that states when the video will start. This allows users to easily know when a video will
begin playing, so they can quickly jump to the point when all videos are active.



Since each video can have its own audio, an additional audio selector control was added to

the media player controls. The audio selector is in the center of the media player controls
and is used to select which audio track is used during playback.

Action

Steps

Multicam Audio Control

To select the audio track for multicam playback, click @& and click
on the video.

To view which audio track is being used, hover over €& and the )
icon is shown.
Audio volume is still controlled by the audio slider.

Requesting Transcriptions

The on-demand transcription service allows you to order transcriptions of any video or
audio stored in Evidence.com on a pay-as-you-go basis.

Transcriptions are normally completed within 24 hours of the request.

Note: Your User Role must have Order Transcript permission to use this functionality.

1. When viewing evidence, select the Transcript tab.

2. Click Order Transcript.

3. Enter additional information to add context which may help in accuracy of transcribing.

Optionally, select to receive an email notification when the transcript is complete.

TRANSCRIBE THIS EVIDENCE

Please input information about this evidence to help improve your transcript result.

Suggestions: Number of Subjects in Video, Names, Special Instructions, etc

Receive email notification when transcript is complete

CANCEL ORDER TRANSCRIPT




4. Click Order Transcript.

Once the transcript is complete, it is added to the Evidence Detail page and available for

download.

Transcript Status

After a transcript is ordered, the status of the order is shown in the Transcript tab.

SpeakWrite Transcript

.I Ordered on 11/14/2016 T:45 AM | ORDER SUBMITTED TO SPEAKWRITE

The following table provides descriptions of the order status.

Status

Description

Order Submitted

The transcription order is being sent to the transcription
service.

Order Received

The transcription order has been received by the transcription
service, but has not been placed in a transcription queue.

Order Queued for Transcription

The transcription order is waiting to be processed.

Transcription in Progress

The transcription service is processing the transcription.

Order Complete

The transcription is complete, added to Evidence.com, and can
be viewed from the Evidence page.

If the email notification option was selected when ordering the
transcript, an email notification is sent to the user,

Order On Hold

The transcription service has stopped work on the
transcription. There can be a number of reasons for this, such
as an agency budget limit was reached.

Contact the transcription service for more information and
resolution. Transcription service customer service contact
information can be found on the Transcription Settings page.
You might need to contact your Evidence.com administrator to
get this information.

Canceled Order

The transcription order has been canceled. Note that orders
can be reopened within 45 days of cancellation.

Failed to Send

This status is shown if a transcription order was sent more
than 24 hours ago and the transcription service has not
acknowledged the order.

Contact your Evidence.com administrator to verify your
agency’s account with the transcription service is active and
correctly set up.

Order Failed

The transcription service cannot complete the transcription.
Contact the transcription service for more information and
resolution. Transcription service customer service contact
information can be found on the Transcription Settings page.




You might need to contact your Evidence.com administrator to
get this information.

Account Creation Error

There was an issue with authenticating your account with the
transcription service.

Contact your Evidence.com administrator to verify your

agency’'s account with the transcription service is active and
correctly set up.

Order Reopened

The transcription service is reprocessing the transcription
order.

Sharing Transcripts

When you share video or audio evidence, any associated transcripts requested by your
agency are also shared with the selected users, agencies, or cases. However, if the recipient
of the shared video or audio evidence orders a transcript, that transcript is not shared back
to your agency. This ability will be available in a future release.

Working with Markers and Clips

Evidence.com provides markers and clips to help you work with video evidence.

e A markeris a pointer to a specific time in the evidence file. You can create a marker for
any frame in an evidence file and assign a title and description to the marker.

For video evidence, a marker is associated with single frame of a video evidence file. You
can also download the marker as a picture file.

For example, if a video includes a frame that shows an important detail, you can create a
marker for that frame, which can be useful in several ways:

o You can easily find important moments when you play the evidence file later.

o Users with whom you share the evidence can easily locate moments that you have
marked and read the title and description of the marker.

o Forvideo evidence only, you can download the marker as a picture file and send it to
others in email or by other file sharing methods.

e Adclipis a continuous segment of an evidence file that you can define. You can create a
clip for any segment of an evidence file and assign the clip a title and description. For
example, if a 10-minute video includes a 30-second segment that captures important
actions and audio, you can create a clip for the important segment.




o You can easily play important segments of a media evidence file later.

o Users with whom you share the evidence can easily locate and play clips that you
have created and read the title and description of the clip.

o When you want to share only a portion of an evidence file with others, you can
extract a new media evidence file from the clip and share it rather than sharing the
original evidence.

o You can redact a clip that you extract from a longer video evidence file, in order to
reduce the amount of redaction work required.

Marker and Clip Controls

The controls for working with markers and clips appear below the scrub bar. The following
figure the controls that appear when a media file has one marker and one clip.

DOWNLOAD A REASSIGN AUDIT TRAIL DELETE

CLIPS & MARKERS REDACTIONS EXTRACTIONS

ADD MARKER ADD CLIP

Marker (Second Interview)
=
DOWNLOAD
= |

Clip (Second Interview) - g
00:14 - 00:17 - CLIP

Marker and Clip Controls

1 — Timeline 3 — Clip handles

2 — Marker handle 4 — Markers and clips list




Add a Marker

You can create many markers in a media evidence file; however, you can only create one
marker at a time.

1. On the Evidence Detail page, use the media player controls as needed until the scrub
handle is at time that you want to mark.

A common approach is to pause the player, click and hold the scrub handle, and then
drag the scrub handle to the time that you want to mark.

2. Below the player, click Clips & Markers.

The Add a Marker button appears below the Clips & Markers tab.
3. Click Add Marker.

The new marker appears in the list of markers and clips.

In the timeline below the player, the handle for the new marker appears at the frame
currently shown in the player.

4. If you need to adjust the marker location, in the timeline, click and hold the marker
handle, and then drag the marker handle to the time in the file that you want to mark.

5. If you want to change the title of the marker, in the list of markers and clips, click the

marker, click " (edit), type the new title in the corresponding box, and then click Save.

The marker you created is available in the list of markers and clips until you delete the
marker.

View a Marker

You can view a marker as needed, such as when you want to jump directly to an important
moment while examining the contents of a media evidence file.

1. Onthe Evidence Detail page, below the player, click Clips & Markers.
The list of markers and clips appears below the Clips & Markers tab.
2. Inthelist, click the marker that you want to view.

On the scrub bar, the scrub handle jumps to the frame that the marker points to.



Edit a Marker

You can make changes to an existing marker. For example, you may discover that a marker
should point to a different frame. You may also need to change the title of an existing
marker.

1. On the Evidence Detail page, below the player, click Clips & Markers.
The list of markers and clips appears below the Clips & Markers tab.
2. Inthelist, click the marker that you want to edit.

In the scrub bar, the scrub handle moves to the frame that the marker points to. On the
timeline, the marker handle is highlighted.

3. If you need to adjust the marker location, in the timeline, click and hold the marker
handle, and then drag the marker handle to the time in the file that you want to mark.

4. If you want to change the title of the marker, in the list of markers and clips, click the

marker, click " (edit), type the new title in the corresponding box, and then click Save.

Evidence.com saves the changes you made to the marker.
Download a Marker

After you create a marker in video evidence file, you can download the frame that the
marker points to as a JPG file. The file downloaded is named marker.jpg.

1. On the Evidence Detail page, below the player, click Clips & Markers.
The list of markers and clips appears below the Clips & Markers tab.
2. Inthelist, find the marker that you want to download.
At the right side of the marker is the Download button.
3. Click Download.

The download begins. The exact behavior depends on the browser you use and its
download settings.



Add a Clip

You can create as many clips as you need. For example, if you want to share different

segments of a media evidence file with different sets of users, you can create a clip for each

set of users.

Each clip you create is independent of other clips for the same media evidence file. Clips can

overlap. A shorter clip can be within a longer clip.

1. On the Evidence Detail page, below the player, click Clips & Markers.

The Add a Clip button appears below the Clips & Markers tab.

2. Click Add Clip.

The new clip appears in the list of markers and clips.

In the timeline below the player, the start handle for the new clip appears in the timeline

directly below the scrub handle. The end handle appears about one tenth of the file

later. The content of the clip is the part of the timeline that is between the start and end

handles.

3. On the timeline, select the segment of the file that you want in the clip.

You can adjust the location of the start and end handles as needed until you have
selected the exact portion of the video that you need in the clip.

Action

Steps

Move the start or end handle.

1.

AW

On the timeline, hover the mouse pointer over
the handle that you want to move.

Press and hold the mouse button.

Drag the handle left or right, as needed.
Release the mouse button.

Move both handles together.

—_

2.
3.
4,

On the timeline, hover the mouse pointer over
the blue area between the start and end
handles.

Press and hold the mouse button.

Drag the handles left or right, as needed.
Release the mouse button.

4. If you want to change the title of the clip, in the list of markers and clips, find the clip,

click #° (edit), type the new title in the corresponding box, and then click Save.

The clip you created is available in the list of markers and clips until you delete the clip.




Play a Clip

You can play a clip as needed. Especially for longer media files, you can save time by playing
a clip that has been created to mark an important segment of a file.

If you intend to extract a new evidence file from a clip, you may want to play the clip to
ensure it includes the content that you need.

1. On the Evidence Detail page, below the player, click Clips & Markers.

The list of markers and clips appears below the Clips & Markers tab.
2. Inthe list, click the clip that you want to view.

On the scrub bar, the scrub handle jumps to the first frame of the clip.
3. On the playbar, click } (play).

Starting at the beginning of the clip, Evidence.com plays the file.

For more information, see Media Player Actions.
Edit a Clip

You can make changes to an existing clip. For example, you may discover that a clip should
have a different start or end. You may also need to change the title or description of an
existing clip.

1. On the Evidence Detail page, below the player, click Clips & Markers.
The list of markers and clips appears below the Clips & Markers tab.
2. Inthe list, click the clip that you want to edit.

In the scrub bar, the scrub handle moves to the start frame of the clip. On the timeline,
the segment between the start and end handle of the clip is highlighted.

3. If you want to change start or end of the clip, on the timeline, adjust the location of the
start and end handles until you have selected the exact portion of the file that you need

in the clip.
Action Steps
Move the start or end handle. 1. On the timeline, hover the mouse pointer over

the handle that you want to move.
2. Press and hold the mouse button.
Drag the handle left or right, as needed.
4. Release the mouse button.

w




Action Steps

Move both handles together. 1. On the timeline, hover the mouse pointer over
the blue area between the start and end
handles.

2. Press and hold the mouse button.

3. Dragthe handles left or right, as needed.

4. Release the mouse button.

4. If you want to change the title of the clip, in the list of markers and clips, find the clip,

click #° (edit), type the new title in the corresponding box, and then click Save.

Evidence.com saves the changes you made to the clip.

Extract a New File from a Clip

After you create a clip, you can use it to extract a new evidence file at any time. Extracting a
file from a clip creates a new evidence file whose start and end are exactly those that you
specified in the clip. Evidence files created by extracting a clip appear in evidence searches.
The file from which a clip is extracted is known as the parent file.

You can extract a file from a clip more than once. Each time you extract a file, a new
evidence file is created. If the title of the clip is the same each time you extract a file from the
clip, the files created have identical titles.

A file extracted from a clip inherits the metadata of the parent file, such as the case IDs,
categories, tags, and evidence location. Inheriting the metadata helps ensure that extracted
files are associated with the correct cases and that the applicable evidence retention policy is
enforced, including any restricted categories. In addition, Evidence.com applies the tag
“AXONCclip” to the extracted file.

On the Evidence Detail page for evidence created by extracting a file from a clip,
Evidence.com displays the title of the parent files and provides a link to the parent file.

1. On the Evidence Detail page, below the player, click Clips & Markers.
The list of markers and clips appears below the Clips & Markers tab.
2. Inthe list, find the clip that you want to extract.
At the right side of the clip is the Extract button.

3. Click Extract.



4. On the notification message box, click Okay.

Below the redaction, an extraction object appears, with a status of “Processing”.

force.mp4 -
F 4 EXTRACTING
00:33 - 00:44 - CLIP | EXTRACTION *

Extraction
CREATED ON 09/26/2016 1251PM  PROCESSING

Evidence.com begins extracting the clip as a new evidence file. When the extraction is
complete, Evidence.com sends you a notification email.

Delete a Marker or Clip

If you no longer need a marker or clip, you can delete it. You cannot restore a deleted
marker or clip.

1. Onthe Evidence Detail page, below the player, click Clips & Markers.
The list of markers and clips appears below the Clips & Markers tab.

2. Inthe list, find the marker or clip that you want to delete.
At the right side of the marker or clip is the I (delete) button.

3. Click W (delete) and then click Delete.

Evidence.com deletes the marker or clip. It no longer appears in the list of markers and
clips.

Video Evidence Redaction

Evidence.com provides the ability to redact what can be seen and heard in video evidence
files. The redaction tools enable you to create redacted versions of video evidence files
without affecting the original file.

Note: If you are looking for information on using the Redaction Studio feature, see the
Redaction Studio section of this guide.

In Evidence.com, a redaction is a set of information that tells Evidence.com what to redact in
a video. You can create a redaction with any of the Evidence.com redaction tools:

e Manual redaction

e Assisted redaction, also known as Smart Tracker redaction



e Skin Blur redaction

You can create and maintain many redactions for each video evidence file. This enables you
to create different redacted videos for different audiences or different purposes.

When you have completed creating or editing a redaction manually or with Smart Tracker,
you can extract a redacted video.

An extracted video is a video evidence file that Evidence.com creates from a clip or a
redaction. Evidence.com never alters the original video evidence file when you create a clip
or a redaction.

The clips and redactions features complement each other. If you have a long video and need
to share a redacted segment, it is recommended that you first create a clip, extract a video
from the clip, and then redact the extracted video.

Note: Skin Blur redaction cannot be done on clips.
Manual Redaction

Manual redaction allows you to create and control the size, shape, and placement of
redaction masks precisely, frame by frame. You can also create and configure audio masks
in order to mute the sound of specific video evidence-file segments.

For videos that are longer than about five minutes, it is recommended that you use assisted
redaction.

Manual Redaction Workflow

When you use manual redaction, the process for creating a redacted video evidence file
involves the procedures identified in the following steps.

1. Follow the steps in Create a Redaction Manually.

2. Use the redaction to make a new, redacted video evidence file. Follow the steps in
Extract a Redacted Video from a Redaction.

3. Wait for Evidence.com to notify you by email that the extracted video is available.

4. Review the extracted video carefully, to ensure that it is redacted correctly. You can
access the extracted video from a link provided in the notification email. For additional
information, see View Videos Extracted from Clips, Markers, and Redactions.

5. If you found redaction issues in the extracted video, edit the redaction as needed in
order to correct the issues, and then return to step 2.

To edit the redaction, follow the steps in Edit a Redaction.




6. If the extracted video is correctly redacted, use the extracted video as needed. For
example, you can share it with others or download it, as you would any other video
evidence file.

Manual Redaction Concepts

Creating a redaction manually involves working with several important concepts.

e Object—Organizes mask segments that redact the same actual object. A redaction
contains one or more objects. Manual redaction supports two types of objects:

o Video object—Organizes mask segments that redact one visual object. A video
object contains one or more mask timelines.

o Mute object—Organizes mask segments that redact portions of the sound in the
video evidence file. The Mute object contains one mask timeline.

e Mask—Defines a rectangular area in a continuous segment of video frames that are
redacted. Masks in a video object have three dimensions:

o Height, defined by the mask frame.

o Width, defined by the mask frame.

o Duration, defined by the start and end handles of the mask segment.

Manual redactions allow small height and width, for better redaction of small objects.

Masks in the Mute object have only duration and therefore have a mask segment only
and do not have a mask frame.

e Mask timeline—Represents all frames in the video and enables you to place the mask
segment precisely where you need it. Each mask timeline has one mask segment.

¢ Mask segment—Defines the continuous series of frames that the mask redacts. A mask
segment has a start and an end handle.

¢ Mask segment handle—Defines the start or end frames of a mask segment.

e Mask frame—Defines the rectangular area redacted by a mask in a video object. Masks
in the Mute object do not have mask frames.

e Mask frame handle—Enables you to change the size and shape of the mask frame.



e Blur level selector—Enables you to specify how blurry the area inside a mask should
appear in a video file extracted from a redaction. The selector supports four level of blur:

@ Light blur @ Heavy blur
@ Medium blur @ Blackout




Manual Redaction Controls

DOWNLOAD

NEW REDACTION

REASSIGN AUDIT TRAIL DELETE
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Smart Tracker Assisted Redaction

Smart Tracker assisted redaction brings intelligent, automated support to your agency's
video redaction workload. Using assisted redaction, you can easily create a redaction that
tracks up to 10 objects in a video. For each object, you specify a start and end frame. On
each start frame, you place and size a redaction mask.

When you are done preparing an assisted redaction, Smart Tracker tracks the masked
objects automatically and Evidence.com sends you a notification email when it has finished
creating the redaction.

It is recommended that you closely verify redactions created by assisted redaction. If you
need to make corrections, Evidence.com enables you to edit the redaction manually.

Smart Tracker Assisted Redaction Workflow

When you use assisted redaction, the process for creating a redacted video evidence file
involves the procedures identified in the following steps.

1. Follow the steps in Create a Redaction with Assisted Redaction.

2. Wait for Evidence.com to notify you by email that Smart Tracker has finished creating the
redaction.

3. Review the redaction and edit it as necessary.
You can access the video evidence file from a link provided in the notification email.
You may need to edit the redaction for various reasons:
e To correct the duration placement of masks
e To change the blur level of masks

e To add the Mute object and place mask segments as needed in order to redact
audio.

To edit the redaction, follow the steps in Edit a Redaction.

Note: You may find it easier to skip step 3 and focus on reviewing the extracted video
in step 6.

4. Use the redaction to make a new, redacted video evidence file. Follow the steps in
Extract a Redacted Video from a Redaction.

5. Wait for Evidence.com to notify you by email that the extracted video is available.



6. Review the extracted video carefully, to ensure that it is redacted correctly. You can
access the extracted video from a link provided in the notification email. For additional
information, see View Videos Extracted from Clips, Markers, and Redactions.

7. If you found redaction issues in the extracted video, edit the redaction as needed in
order to correct the issues, and then return to step 3.

To edit the redaction, follow the steps in Edit a Redaction.

8. If the extracted video is correctly redacted, use the extracted video as needed. For
example, you can share it with others or download it, as you would any other video
evidence file.

Smart Tracker Assisted Redaction Concepts

Using assisted redaction and Smart Tracker technology to create a redaction shares many
concepts with manual redaction. The following information explains assisted redaction
concepts that differ those described in Manual Redaction Concepts.

Because Smart Tracker technology automatically tracks objects in the video file, the assisted
redaction feature represents an object and its timeline with one control, eliminating the
need for you to create multiple mask timelines per object.

e Object—Enables you to redact one actual object in the video. An assisted redaction
object contains only one object timeline. Assisted redaction supports up to 10 objects.

Assisted redaction supports redaction of video objects only. If you need to redact any
portion of the audio track of a video evidence file, you can do so by editing the redaction
that assisted redaction creates for you.

e Object timeline—Represents all frames in the video and enables you to place the mask
segment precisely where you need it. Each object timeline has one mask segment.
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Smart Tracker Assisted Redaction Controls

DOWNLOAD REASSIGN AUDIT TRAIL DELETE
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Assisted Redaction Controls
1 — Mask frame 4 — Mask segment
2 — Mask frame handle 5 — Mask segment handles
3 — Object and object timeline 6 — Start and end times for the currently
selected mask segment
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Redaction Workflow Comparison

The following figure shows the process for redacting a video manually and for using Smart

Tracker assisted redaction.
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Create a Redaction Manually

Administrators and users who are allowed the Redact permission can use the manual

redaction tool to create a redaction for a video evidence file that is in a file format supported
by the media player.

1.

On the Evidence Detail page, below the video player, click Redactions.

The Create New Redactions button appears below the Redactions tab. If any redactions
already exist, they are listed below the buttons.

Click Create New Redactions.
The Create a New Redaction dialog is shown.
Select Manual Redaction and click Start.

The controls for editing a manual redaction appear below the media player.
Evidence.com creates the first object for you. Within the object is one mask.

For each additional object that you want to redact, click New Redaction. For example, if
you need to redact three faces, you can add two more objects.

Each new object appears at the bottom of the list of objects. Each new object contains
one mask segment.

If you need to delete an object, at the right end of the object, click Delete.
If you want to redact any portion of the audio track, click Audio Mute.

The Mute object appears below the video objects. The Mute object contains one mask
segment.

For each video object or the Mute object, create and configure mask segments, and for
video objects, place the mask within each segment.

Use as many mask segments as needed in order to redact the object. The following table
lists the actions for configuring mask segments and masks.

Action Method

Add a mask segment to At the right end of the object, click Add Mask.
an object

Delete a mask segment 1. If the mask segment is not blue, click the mask segment. Blue
from an object indicates that the mask segment is selected.
2. Click Delete Selection.




Action

Method

Move a start or end
mask segment handle

To place a mask handle approximately at the frame you need:

1.

w

On the mask timeline, hover the mouse pointer over the mask
segment handle that you want to move.

Press and hold the mouse button.

Drag the handle left or right, as needed.

Release the mouse button.

To move a mask handle one frame at a time:

5. If the mask segment is not blue, click the mask segment. Blue
indicates that the mask segment is selected.
6. Use the keyboard controls, as needed:
o The“a" key — Move the start handle to the left, one frame
at a time.
o The"s" key — Move the start handle to the right, one frame
at a time.
o Left Arrow key — Move the end handle to the left, one
frame at a time.
o Right Arrow key — Move the end handle to the right, one
frame at a time.
Move both mask 1. Onthe mask timeline, if the area between the mask segment
segment handles handles is not blue, click between the handles.
together 2. Hover the mouse pointer over the blue area between the start
and end handles.
3. Press and hold the mouse button.
4. Drag the handles left or right, as needed.
5. Release the mouse button.
Move mask segment 1. If the mask segment is not blue, click the mask segment. Blue
handles to specific times indicates that the mask segment is selected.
2. Inthe Start box, enter the exact time in minutes and seconds,
in mm:ss format, where you want the start handle.
3. Inthe End box, enter the exact time in minutes and seconds, in
mm:ss format, where you want the end handle.
Move a mask frame in a 1. If the mask segment is not blue, click the mask segment in
mask segment order to ensure that you are moving the correct mask frame.
In the player, the frame for the selected segment is red.
2. Inthe media player, click the mask frame in order to select it.
3. Click and hold the frame, avoiding the handle at the lower-right
corner of the frame.
4. Drag the frame to where you want it.
5. Release the mouse button.
Shape a mask frame 1. Click the mask segment in order to ensure that you are shaping
the correct mask frame.
In the player, the frame for the selected segment is red.
2. Atthe lower-right corner of the frame, click and hold the
handle.
3. Dragthe corner to where you want it.

Release the mouse button.




Action

Method

Change the blur level of
a mask

1. Click the mask segment in order to ensure that you are setting
the blur level for the correct mask.
In the player, the frame for the selected segment is blue.

2. Click the blur selector until the blur level you want is selected.
You can select Light, Normal, Heavy, or Blackout.

7. When you have finished configuring the redaction, click Done.

The Redactions tab reappears. The new manual redaction appears in the list of
redactions. The redaction you created is available in the list of redactions until you delete

the redactions.

Edit a Redaction

You can edit the objects, mask segments, and mask frames of a redaction created manually
or created with assisted redaction. Editing a redaction is the same process for both of these

redaction types.

1. On the Evidence Detail page, below the video player, click Redactions.

Existing redactions are listed below the Redactions tab.

2. Inthelist, find the redaction that you want to edit and then click ﬂ (edit).

The controls for editing a manual redaction appear below the media player, including

any objects and mask segments that the redaction contains.

3. Ifyou need to add or remove objects, use methods provided in the following table.

Action

Method

Add a video object

Click New Redaction.
A new object appears in the list of objects. Each new object contains
one mask segment.

Add the Mute object

Click Audio Mute.
The Mute object appears below the video objects.

Delete an object

At the right end of the object that you want to add a mask segment
to, click Delete.

The object and any mask segments it contained are removed from
the redaction.




4,

If you need to edit mask segments or masks, use the methods provided in the following

table.

Action

Method

Add a mask segment to
an object

At the right end of the object, click Add Mask.

Delete mask segment
from an object

1. Ifthe mask segment is not blue, click the mask segment. Blue
indicates that the mask segment is selected.
2. Click Delete Selection.

Move the start or end
mask segment handle

To place a mask handle approximately at the frame you need:

1. Onthe mask timeline, hover the mouse pointer over the mask
segment handle that you want to move.

2. Press and hold the mouse button.

Drag the handle left or right, as needed.

4. Release the mouse button.

w

To place a mask handle precisely at the frame you need:
1. If the mask segment is not blue, click the mask segment. Blue
indicates that the mask segment is selected.
2. Use the keyboard controls, as needed:
o The“a" key — Move the start handle to the left, one frame
at a time.
o The"s" key — Move the start handle to the right, one frame
at a time.
o Left Arrow key — Move the end handle to the left, one
frame at a time.

o Right Arrow key — Move the end handle to the right, one
frame at a time.

Move both mask
segment handles
together

1. Onthe mask timeline, if the area between the mask segment
handles is not blue, click between the handles.

2. Hover the mouse pointer over the blue area between the start
and end handles.

3. Press and hold the mouse button.

4. Drag the handles left or right, as needed.

5. Release the mouse button.

Move mask segment
handles to specific times

1. If the mask segment is not blue, click the mask segment. Blue
indicates that the mask segment is selected.

2. Inthe Start box, enter the exact time in minutes and seconds,
in mm:ss format, where you want the start handle.

3. Inthe End box, enter the exact time in minutes and seconds, in
mm:ss format, where you want the end handle.




Action Method

Move a mask frame in a 1. If the mask segment is not blue, click the mask segmentin
mask segment order to ensure that you are moving the correct mask frame.
In the player, the mask frame for the selected segment is red.
2. Inthe media player, click the mask frame in order to select it.
3. Click and hold the frame, avoiding the handle at the lower-right
corner of the frame.
4. Drag the frame to where you want it.
5. Release the mouse button.

Shape a mask frame 1. Click the mask segment in order to ensure that you are shaping
the correct mask frame.
In the player, the mask frame for the selected segment is red.

2. Atthe lower-right corner of the frame, click and hold the
handle.

3. Dragthe corner to where you want it.

4. Release the mouse button.

Change the blur level of | 1. Click the mask segment in order to ensure that you are setting
a mask the blur level for the correct mask.
In the player, the frame for the selected segment is blue.
2. Click the blur selector until the blur level you want is selected.
You can select Light, Normal, Heavy, or Blackout.

5. When you have finished editing the redaction objects, mask segments, and mask frames,
do one of the following actions:

e If you want to save all your edits to the redaction, click Done.
Evidence.com saves the changes to the redaction.

e Ifyou do not want to save any edits to the redaction, click Cancel.
Evidence.com discards any changes made to the redaction.

The Redactions tab reappears.
Create a Redaction with Smart Tracker Assisted Redaction

Administrators and users who are allowed the Redact permission can use Smart Tracker
assisted redaction to create a redaction for a video evidence file that is in a file format
supported by the media player.

Smart Tracker assisted redaction supports redaction of video objects only. If you need to
redact any portion of the audio track of a video evidence file, you can do so by editing the
redaction that assisted redaction creates for you.

1. On the Evidence Detail page, below the video player, click Redactions.



The Create New Redactions button appears below the Redactions tab. If any redactions
already exist, they are listed below the buttons.

Click Create New Redactions.
The Create a New Redaction dialog is shown.
Select Smart Tracker and click Start.

The assisted redaction controls replace the media player. Evidence.com creates the first
object timeline for you. The timeline has one mask segment.

For each additional object that you want to redact, click New Redaction. For example, if
you need to redact three faces, you can add two more objects.

Each new object timeline appears at the bottom of the list of objects. Each new object
contains one mask segment.

If you need to delete an object, click the object in order to ensure that it is selected, and
then click Delete Selection.

For each object, set the start and end frame, and then place and size the mask frame.

For best results, it is recommended that you size mask frames so that they are 20 to 30%
larger than the actual object that you want to redact.

Action Method
Move the start or end To place a mask handle approximately at the frame you need:
mask segment handle 1. Onthe mask timeline, hover the mouse pointer over the mask

segment handle that you want to move.
2. Press and hold the mouse button.
Drag the handle left or right, as needed.
4. Release the mouse button.

w

To place a mask handle precisely at the frame you need:
1. Ifthe mask segment is not blue, click the mask segment. Blue
indicates that the mask segment is selected.
2. Use the keyboard controls, as needed:
o The"a" key — Move the start handle to the left, one frame
at a time.
o The“s" key — Move the start handle to the right, one frame
at a time.
o Left Arrow key — Move the end handle to the left, one
frame at a time.
o Right Arrow key — Move the end handle to the right, one
frame at a time.




Action Method

Move both mask 1. Onthe object timeline, if the area between the mask-segment
segment handles handles is not blue, click between the handles.
together 2. Hover the mouse pointer over the blue area between the start

and end handles.

Press and hold the mouse button.

Drag the handles left or right, as needed.
Release the mouse button.

vk w

—_

Move mask segment If the mask segment is not blue, click the mask segment. Blue

handles to specific times indicates that the mask segment is selected.

2. Inthe Start box, enter the exact time in minutes and seconds,
in mm:ss format, where you want the start handle.

3. Inthe End box, enter the exact time in minutes and seconds, in
mm:ss format, where you want the end handle.

Move the mask framein | 1. If the mask segment is not blue, click the mask segmentin

a mask segment order to ensure that you are moving the correct mask frame.
In the player, the mask frame is red.

2. Inthe start frame, click and hold the mask frame, avoiding the

handle at the lower-right corner of the frame.

Drag the frame to where you want it.

4. Release the mouse button.

w

Shape a mask frame 1. Click the mask segment in order to ensure that you are shaping
the correct mask frame.
In the player, the mask frame is red.

2. Atthe lower-right corner of the frame, click and hold the
handle.

3. Dragthe corner to where you want it.

4. Release the mouse button.

6. When you have finished configuring assisted redaction, click Done.
The Redactions tab reappears. The new redaction appears in the list of redactions.
Smart Tracker begins processing the redaction.

When processing is complete, Evidence.com sends you a notification email.
Extract a Redacted Video from a Redaction

Extracting a video from a redaction is how you create a redacted video, which you can share
or download as needed. After you create a redaction, you can extract a new video evidence
file at any time. Extracting a redacted video from a redaction creates a new video evidence
file that is redacted exactly how you specified when you created and edited the redaction.
Video evidence created by extracting a redacted video appears in evidence searches. The
video from which a redacted video was extracted is known as the parent video.



You can extract a redacted video from a redaction more than once. Each time you extract a
redacted video, a new video file is created. If the title of the redaction is the same each time
you extract a video from the redaction, the video files created have identical titles.

Avideo extracted from a redaction inherits the case IDs, categories, tags, and evidence
location of the parent video. Inheriting this information helps ensure that extracted videos
are associated with the correct cases and that the applicable evidence retention policy is
enforced, including any restricted categories. In addition, Evidence.com applies the tag
“AXONRedaction” to the video.

On the Evidence Detail page for a redacted video file, Evidence.com displays the title of the
parent video file and provides a link to the parent video file.

1. On the Evidence Detail page, below the video player, click Redactions.
The list of redactions appears below the Redactions tab.

2. Inthe list, find the redaction from which you want to extract a redacted video and then
click Extract.

3. On the notification message box, click Okay.
Evidence.com begins creating the new redacted video evidence file.

Below the redaction, an extraction object appears, with a status of “Processing”.

force.mp4d
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Extraction
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When the extraction is complete, Evidence.com sends you a notification email.
Delete a Redaction

You can delete redactions at any time; however, you cannot recover a deleted redaction. In
order to prevent the work required to recreate a rashly deleted redaction, it is
recommended that you ensure that a redaction is never needed again prior to deleting it.

Redacted videos extracted from a redaction are not affected when you delete the redaction
from the parent video.

1. On the Evidence Detail page, below the player, click Redactions.

The list of redactions appears below the Redactions tab.



~—
2. Inthe list, find the redaction that you want to delete, click |lll and then click Delete.

Evidence.com deletes the redaction. It no longer appears in the list of redactions.
Skin Blur Redaction

With Skin Blur redaction, the user selects the level of skin blurring. Then, during processing,
the redaction algorithm searches for skin tones throughout the video and blurs them to the
selected level.

Skin blurring can only be used with the full-length video evidence file.
1. Onthe Evidence Detail page, below the video player, click Redactions.

The Create New Redactions button appears below the Redactions tab. If any redactions
already exist, they are listed below the buttons.

2. Click Create New Redactions.
The Create a New Redaction dialog is shown.
3. Select Skin Blur and click Next.

4. Select the blur level you want to apply to the redaction and click Process.

SETUP SKIN BLUR REDACTION

BLUR LEVEL

Select desired amount of blur for this redaction

) ,,

LOW ® MEDIUM HIGH

CANCEL PROCESS

5. The file is sent for redaction processing. Click Okay to acknowledge this action.

The redaction is added to the evidence redaction list with a processing status.



When you receive notification that processing is complete, you can view the extracted
redaction by clicking the email link or by going to the evidence, clicking the Redactions
tab, and then clicking View for the file.

Upload a Third-Party Redacted Video

Users can upload a video as a child of an existing evidence file. This enhancement embraces
any current workflows of your agency with respect to video redaction, while still enabling
your use of Evidence.com digital evidence management workflows.

Users can download the original piece of video evidence from the Evidence Detail page,
redact that video with software outside of evidence.com, and then follow the steps below in
order to upload the redacted video as a child of the original video evidence.

This feature helps you keep track of the redactions that you may have created outside of
Evidence.com for specific video evidence. The uploaded redacted file inherits metadata from
the original evidence. The parent-child relationship makes case organization, metadata
management, and sharing easier. The uploaded redacted file appears under the Redactions
tab clearly labeled as an uploaded redaction.

1. Onthe Evidence Detail page, below the player, click the Redactions tab.

The Create New Redactions button appears below the Redactions tab. If any redactions
already exist, they are listed below the buttons.

2. C(lick Create New Redactions.
The Create a New Redaction dialog is shown.
3. Select Redaction Upload and click Next.
The Upload Redaction dialog box appears.

4. Select the redacted video file that you want to import, using either of the following
methods:

e Find the file on your computer and then drag and drop the files onto the Upload
Redaction dialog box.

e Click Choose Files and then use the dialog box to find and select the file on your
computer.

By default, Evidence.com names the file “Redaction upload (original file name)".

5. If you want to change the title of the file, click in the Edit Title box and change the title as
needed.



6. Click Upload.

Evidence.com uploads the file. When the upload finishes, the uploaded file is listed on
the Redactions tab.

View Evidence Extracted from Clips, Markers, and Redactions

Evidence.com keeps track of evidence files extracted from a parent file. This helps ensure
that you are viewing the correct evidence file. It may also be more convenient if you aren't
sure of the name given to an extracted file but do remember the name of the parent file.

1. Open the Evidence Detail page of the parent file.

2. Below the media player, click the Redaction tab or the Clips & Markers tab, as
applicable.

A list of redaction, clip, or marker objects appears, as applicable.

3. Inthe list, expand the object that the evidence was extracted from.

force.mp4d -
r EXTRACTING
00:33 - 00:44 - CLIP | EXTRACTION s
Extraction n ED
CREATED ON 08/25/20161222FM  PROCESSING —_

4. On the extraction that you want to view, click View.

The Evidence Detail page of the extracted file opens.
5. Take the actions that you need. For more information, see Media Player Actions.

6. If you want to return to the Evidence Detail page of the parent file, next to Parent file,
click the title.



Evidence.com February 2019

Working with Image Evidence

User and Administrator Reference Guide

Image evidence files are still images, such as scanned photographs, digital pictures, and
screenshots. Evidence.com media tools include important features for working with image
evidence files. The photo edit feature enables users can crop and rotate images, in addition
to adjusting the brightness and contrast of images. From a photo edit, users can extract a
new image evidence file that incorporates the edits, leaving the original image evidence file

unaltered.

Photo Edit Controls

DOWNLOAD

REASSIGN AUDIT TRAIL

DELETE

BRIGHTMESS | CONTRAST |
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Image Tool Controls

1 — Cropping frame

5 — Brightness slider

2 — Cropping frame handle

6 — Brightness slider handle

3 — Rotate

7 — Contrast slider

4 — Crop

8 — Contrast slider handle
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Photo Edit Workflow

The following figure shows the process for creating a photo edit for an image evidence file
and extracting a new, edited image.
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Create a Photo Edit

Administrators and users who are allowed the Evidence Edit permission can use the photo
edit tool to create an edited image from an image evidence file that is in a file format
supported by the media player.

1. On the Evidence Detail page, below the video player, click Edits.

The New Photo Edit button appears below the Edits tab. If any photo edits already exist,
they are listed below the button.



2. Click (new photo edit).

The controls for configuring a photo edit appear below the image.

3. Use the controls to configure the photo edit.

Action

Steps

Rotate image

1.

To rotate the image 90 degrees clockwise, click .

If you want to rotate the image more, continue clicking

2.
until the image is rotated as needed.
Crop image 1. CIickE.
The cropping frame appears over the image. The area inside
the cropping frame is what appears in an image extracted
from this photo edit.
2. Ontheimage, click and hold the cropping frame, avoiding
the handle at the lower-right corner of the frame.
3. Dragthe frame to where you want it.
4. Release the mouse button.
5. Atthe lower-right corner of the frame, click and hold the
cropping frame handle.
6. Dragthe corner to where you want it.
7. Release the mouse button.
8. Until the frame position and shape are as needed, continue
to move and shape the cropping frame.
Adjust brightness 1. On the brightness slider, click and hold the slider handle.
2. Drag the handle left or right, until the brightness is at the
level that you need.
3. Release the mouse button.
Adjust contrast 1. On the contrast slider, click and hold the slider handle.
2. Drag the handle left or right, until the contrast is at the level
that you need.
3. Release the mouse button.

4. When you have finished configuring the photo edit, click Done.

The Edits tab reappears. The new photo edit appears in the list of photo edits. Until you

delete the photo edit that you created, it is available in the list of photo edits for the

image.

Edit a Photo Edit

You can make changes to an existing photo edit. For example, you may discover that an
extracted, edited image needs to be cropped differently.

1. On the Evidence Detail page, below the player, click Edits.

The list of photo edits appears below the Edits tab.




4.

In the list, find the photo edit that you want to edit and then, at the right side of the
photo edit, click .

The controls for configuring a photo edit appear below the image.

Use the controls to change the photo edit, as needed.

Action Steps

Rotate image 1. Torotate the image 90 degrees clockwise, click .

2. Ifyou want to rotate the image more, continue clicking
until the image is rotated as needed.

Remove image cropping | cjick E

The cropping frame no longer appears on the image.

Adjust image cropping If the cropping frame does not appear on the image,

click .

To adjust the position of the cropping frame:

1. Click and hold the cropping frame, avoiding the handle at
the lower-right corner of the frame.

2. Drag the frame to where you want it.

3. Release the mouse button.

To adjust the shape or size of the cropping frame:

1. At the lower-right corner of the frame, click and hold the
cropping frame handle.

2. Dragthe corner to where you want it.
3. Release the mouse button.

Adjust brightness 1. On the brightness slider, click and hold the slider handle.
2. Dragthe handle left or right, until the brightness is at the

level that you need.
3. Release the mouse button.

—_

Adjust contrast On the contrast slider, click and hold the slider handle.
2. Dragthe handle left or right, until the contrast is at the level
that you need.

3. Release the mouse button.

Click Done.

Evidence.com saves the changes you made to the photo edit.



Extract an Edited Image

After you create a photo edit, you can extract an edited image from it at any time. Extracting
an edited image creates a new image evidence file that is edited exactly how you specified
when you created the photo edit. Image evidence created by extracting an edited image
appears in evidence searches. You can share or download the extracted edited image as
needed, without affecting or sharing the original image evidence.

You can extract an edited image from a photo edit more than once. Each time you extract an
edited image, a new image file is created. If the title of the photo edit is the same each time
you extract an image from the photo edit, the image files created have identical titles.

An image extracted from a photo edit inherits the case IDs, categories, tags, and evidence
location of the original image. Inheriting this information helps ensure that extracted images
are associated with the correct cases and that the applicable evidence retention policy is
enforced, including any restricted categories.

On the Evidence Detail page for an extracted edited image, Evidence.com displays the title of
the parent image file and provides a link to the parent image file.

1. Onthe Evidence Detail page, below the image, click Edits.
The list of image edits appears below the Edits tab.

2. Inthe list, find the photo edit from which you want to extract an edited image and then
click Extract.

3. On the notification message box, click Okay.
Evidence.com begins creating the new edited image file.

Below the redaction, an extraction object appears, with a status of “Processing”.

(Phote Edit 2) Backyard ”
@ EXTRACTING
BRIGHTNESS:0  COMTRAST:0  ROTATION:0  CROP: (308, 316) (608, 466)  1EXTRACTION

(Extraction 2.1) Backyard
CREATED OM 09/26/2016 116 PM PROCESSING

When the extraction is complete, Evidence.com sends you a notification email.



Evidence Map

In PRO agencies, administrators and users who are allowed the Evidence Search permission
have access to the Evidence Map feature. The map shows icons for any evidence that has
location information. For more information, see Edit Location.

The map icon used for an evidence file is determined by the evidence type. There are six
icons that correspond to file types:

Video Audio Document Image Firing Log Other

To view the evidence map, on the menu bar, click Evidence and then click Evidence Map.

In addition to searching for evidence using the map, you can use the same actions as on the

other evidence search pages. See Working with Evidence Search Results for more
information.

Basic Map Actions

The evidence map provides basic features for finding and viewing an evidence location on
the map.
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The following table describes the basic actions that are available on the evidence map.

Action Steps
Pan 1. Position the mouse pointer over the map.
2. Click and hold the mouse button.
3.  Move the mouse to pan the map.
4. Optionally, click Redo Search in this Area to see additional evidence in

the new map view.

Zoom In e Inthe map, click on the + or - icons to zoom in or out.
or
Zoom Out Alternately, if your mouse has a mouse wheel:

1. Position the mouse pointer over the map.
2. Rotate the mouse wheel to zoom in or out.

If needed, click Redo Search in this Area to see additional evidence in the
new map view.

When you click on a map icon, the map centers on that icon and shows a dialog box with
information about the evidence. You can click View Evidence to go to the Evidence detail
page or click anywhere on the map to close the dialog box.
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Searching from the Evidence Map

1. To the left of the map, enter your search filter parameters.

The Location filter is shown by default, click Show Advanced Search to see additional
filters.



2. Specify the filters that you want to apply.

Filter Steps
Location 1. Click in the Location field.
2. Typeinan address, city, or zip code.
3. Optionally, select
User 1. Click in the User field.
2. Starttyping the name or badge ID of the user.
3. Wait for Evidence.com to show the matching users.
4. Click the user you want.
Date 1. Click in the Start or End field.
2. Select the date.
Category Select the categories that you want to include on the evidence map.

3. Click Search.

The evidence map shows only the evidence that matches the filters that you specified.




Redaction Studio

Redaction Studio provides the ability to redact what can be seen and heard in evidence files.
The tools enable you to create redacted versions of evidence files without affecting the
original file. You can create and maintain multiple redactions for an evidence file. This
enables you to create different redacted videos for different audiences or different
purposes.

Redaction Studio includes options for frame-by-frame manual redaction, Spray Paint
redaction (manual redaction during playback), object-tracking redaction, and audio
redaction. These options can be used separately or together.

With the new real-time object-tracking redaction, users can add object-tracker masks to a
video and immediately playback the video to view the results of the tracker redaction, while
the system is processing the results. If the object-tracker mask does not follow or cover the
intended subject during playback, the user can stop the video and re-position the mask,
which will reprocess the redaction from that point forward, enhancing the object-tracker
mask accuracy. This allows the user to redact while simultaneously playing back the video.

Redaction Studio is supported on Internet Explorer 11 on Windows 8.1+ platforms, Microsoft
Edge, Firefox, Chrome, and Safari browsers.

Redaction Studio Terms and Concepts

In Evidence.com, redaction is a term used to describe the blurring of objects and removal of
audio from video evidence. The following terms describe the components in Redaction
Studio used to create a redaction:

e Video Mask — A rectangular area on the video that defines the objects that are
redacted in a continuous segment of video frames. Video masks have their height
and width defined by a Mask Frame and their duration defined by a Mask Segment.
There are two types of video masks, a Manual Mask and an Object Tracker mask.

e Audio Mask — A continuous segment on the Audio Track that defines the audio that
is redacted. Audio masks have only duration, which is defined by a Mask Segment.

e Mask Segment — Defines the continuous series of frames that the audio or video
mask redacts. A mask segment has a start and an end.

e Segment Timeline — The area below the audio track that shows all the video mask
segments for the current redaction. This area allows users to easily find and select
video masks.



Video Mask Frame — Defines the rectangular area redacted by a mask in a video.
Video mask frames can be manually moved and resized. After placement, Object
Tracker video masks will automatically attempt to track the object they are placed
over.

Video Mask Frame Handle — Enables you to change the size and shape of the
video mask frame.

Spray Paint Redaction — A type of manual redaction where the user can click and
hold on a manual mask during video playback at normal or half speed, and then use
the mouse to follow the object the user wants to redact.

Blur selector—Enables you to specify how blurred the area inside a video mask
frame appears in the extracted video file. The selector supports four level of blur:

Light blur Heavy blur
O

Medium blur Blackout




Redaction Studio Layout and Controls

et
'I I_EXTRACT I REDACTION STUDIO

Redaction Studio Controls
1. Extract button 2. Redaction Studio Save and Exit
3. Redaction Mask Type selectors 4. Video Mask Frame
5. Video Mask Frame Handle 6. Video playback and speed controls
7. Video Track 8. Audio Track
9. Segment Timeline 10. Segment Timeline zoom control
11. Start and end times for the selected mask 12. Blur Selector
13. Delete selected mask 14. Playback volume control
15. Video Mask segment for the selected mask | 16. Audio Mask segment for the selected mask
17. Segment Timeline scroll bar 18. Show help screen

Keyboard Controls

You can download a PDF file of the Keyboard Controls from the Axon Help Center Redaction
Studio Layout and Controls article.

Key Action

Spacebar Play/Pause video

1 1x playback speed
2x playback speed

4 4x playback speed



https://help.axon.com/hc/en-us/articles/360001592573-Redaction-Studio-Layout-and-Controls
https://help.axon.com/hc/en-us/articles/360001592573-Redaction-Studio-Layout-and-Controls

Key

Action

Forward 1 frame at a time. Hold to play video at half speed.

Forward 2 seconds

Rewind 1 frame

Rewind 2 seconds

Increase selected video mask size

Decrease selected video mask size

z|lv|s|lo|>»|m|o

Press and hold to place audio mask, release to set end of
audio mask.

Del

Delete selected mask from the video frame

Arrow keys (up, down, left, right)

Move selected video mask

[ or ] (left or right bracket)

Trim mask segment start (left bracket) or end (right bracket) to
the current playback time.

Zoom in on Segment Timeline

Zoom out on Segment Timeline

Note: If the + and - characters on your keyboard layout are combined with another
character, you must use the appropriate keyboard combinations to access the + or -
character. For example - many keyboards combine + and = on the same key and you must

press the Shift and + keys to use the + character.

Redaction Studio Best Practices

The list below has some tips, tricks, and best practices for working with Redaction Studio.

e If you have a long video and only need to share a redacted portion, it is
recommended that you first create a clip, extract a video from the clip, and then

redact the extracted video.

e For redactions where there are multiple masks on a video, complete the redaction
work for one mask before working with a different mask.

e Use the Start and End time field inputs to precisely set mask segment start and end
times. This is especially useful when setting the length of audio masks.

e The selected blur level is applied to the complete mask segment. If you need to
change the blur level for only a portion of a mask segment, you should add another

mask.




¢ When redacting with a Manual Mask:

o Itis generally easier to reduce the end time for a mask segment than to keep
extending it. When a manual mask is placed the mask segment length is
approximately 3 seconds. After placing a mask, extend the length of the
mask segment and then reduce the end time as you view the video.

o Tryusing Spray Paint redaction for redactions where the object being
redacted does not dramatically changes position.

o You can split a manual mask segment by pressing the Del key. This basically
deletes the manual mask from that video frame. This action can be used with
Spray Paint redaction to create a larger gap between the new mask
segments.

e When redacting with an Object Tracker mask:
o lItis generally easier to redact objects using larger masks.

o If the mask is not tracking the object very well, go back to the beginning of
the mask segment and resize the mask to tighten it around the object.

o Ifthe object being tracked leaves the video and mask remains on the video,
slowly rewind the video to the point just before the object leaves the video
and resize the mask.

o When an object first enters a video, don't use an Object Tracker mask until at
least 1/2 the object is visible. Use a Manual mask for redaction until 1/2 the
object is visible.

Using Redaction Studio

1. On the Evidence Detail page for the evidence you want to redact, below the video player,
click Redactions.

The Redaction Studio and Redaction Tools buttons appear below the Redactions tab. If
any redactions already exist, they are listed below the buttons.

2. Click Redaction Studio.

This launches Redaction Studio within the browser window.



3. Select the type of redaction mask you want to place.
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¢ Manual Mask - Click and drag on the video to place and size a mask. Manual masks
are blue when selected.

You can manually reposition and resize the mask for each video frame using the
Redaction Studio screen or keyboard controls.

Spray Paint redaction: After placing a manual mask, you can click and hold on the
mask and then use the mouse to follow the object you want to redact during video
playback at normal or half speed. This option can reduce the amount of time needed
to create a manual redaction, but might not be useful in situations where the object
dramatically changes position. When using this option, you must use the keyboard
controls to increase (W key) or decrease (S key) the size of the mask.

e Object Tracker - Click and drag on the video to place and size the mask. Object
Tracker masks are green when selected.

The system begins processing the object tracking from the mask and you can
playback the video to observe the results. If, during playback, the object-tracker
mask does not cover the intended subject, you can stop the video and reposition and
resize the mask to enhance the object-tracker mask processing. The system
processes the updated information each time the mask is repositioned or resized.
This allows the user to always be working on the final project and improves the
overall accuracy of the object-tracking processing.

e Audio Mask - Click in the Audio Track to place the mask. Audio masks are red when
selected. If an audio mask is selected during playback, Redaction Studio will still play



the audio for that mask. If an audio mask is not selected during playback, the audio
is muted for masked portions of the audio track.

You can place an audio mask and change the duration of the mask segment using
the Redaction Studio screen or keyboard controls.

You can add additional masks as needed to cover more objects in the video. You can use
different mask types in the same redaction. We recommend that you have no more than
3 masks processing at the same time. Processing is shown by a series of dots in the
mask and mask segment, as shown in the example image below.

Advance the video and adjust masks as needed. The following table lists the actions for
configuring mask segments and masks.

Action Method

Add another video mask It is recommended that you stop video

playback before placing new masks.

e Click on the type of redaction mask you
want to use.

e Click and drag on the video to place and
size the mask.

Add an audio mask: It is recommended that you stop video
playback before placing new masks.

e C(lick on the Audio redaction mask.
e Click on the Audio Track to place.

Delete a mask e Click the mask you want to delete. The
selected mask changes color, based on the
redaction type (blue for manual, green for
tracking).

e C(lick the delete icon.

Move a video mask e Click the mask you want to move. The
selected mask changes color, based on the
redaction type (blue for manual, green for
tracking).

e Use the arrow keys to move the mask
OR

e Move the cursor over the mask until it turns
into a four-arrow pointer.

e Click and hold to drag the mask to where
you want it.

e Release the mouse button.




Action

Method

Change the size of a video mask

e Click the mask you want to resize. The
selected mask changes color, based on the
redaction type (blue for manual, green for
tracking).

e Usethe W (increase) or S (decrease) keys to
change the size.

OR

e Move the cursor over a corner of the mask
until it turns into a double-headed-arrow
pointer.

e Click and hold to drag the corner to resize
the mask.

e Release the mouse button.

Change the blur level of a video mask
segment

e Click the mask. The selected mask changes
color, based on the redaction type (blue for
manual, green for tracking).

e Click the Blur Selector until the blur level
you want is selected.

You can select Light, Medium, Heavy, or
Blackout.

Play faster or slower

e Click the playback speed selector until the
speed you want is selected. You can choose
from half speed (0.5), standard speed (1X),
double speed (2X), or quadruple speed (4X).

Zoom in or out on the Segment Timeline

The maximum zoom in will show a 10 second
view of the segment timeline and the
maximum zoom out will show a 3-minute view
of the segment timeline. Use the scroll bar
below the segment timeline to scroll to
different parts of the segment timeline while
zoomed in.

e C(lick and hold the zoom slider to zoom in or
out.

e Press the + key to zoom in on the segment
timeline and the - key to zoom out.

Note: If the + and - characters on your
keyboard layout are combined with another
character, you must use the appropriate
keyboard combinations to access the + or -
character. For example - many keyboards
combine + and = on the same key and you
must press the Shift and + keys to use the +
character.




Action

Method

Adjust the start or end point for a mask
segment.

Note: The bracket keys ([ or]) can be used to
trim a mask segment to the current

e Click the mask. The selected mask changes
color, based on the redaction type (blue for
manual, green for tracking, red for audio).

e Move the cursor over the start or end of the
mask segment on the audio or video track
until it turns into a double-headed-arrow
pointer.

e Drag the segment left or right, as needed.

e Release the mouse button.

specific time

Adjust mask segment start or end point to a

e Click the mask. The selected mask changes
color, based on the redaction type (blue for
manual, green for tracking, red for audio).

¢ Inthe Start box, enter the exact time in
minutes and seconds, in mm:ss format,
where you want the mask segment to start.

e Inthe End box, enter the exact time in
minutes and seconds, in mm:ss format,
where you want the mask segment to end.

When you have finished adding and configuring all the masks, click Extract.

The redaction processing dialog box is displayed. Click Okay to continue.

o

Your redaction is processing

Your redaction is currently processing and can be found in My
Evidence when it is complete.

OKAY

Evidence.com begins processing the redaction. When processing is complete,
Evidence.com sends you a notification email with a link to the redacted video.

Click X to exit Redaction Studio and return to the Evidence Detail page.

Note: All work done to a video in Redaction Studio is saved.




Case Management

Cases allow your agency to organize related evidence files, such as files that pertain to the
same incident. Users can share cases with other users.

Case management features are available only in Evidence.com PRO agencies. In LITE
agencies, the Case menu is unavailable.

Create Case

Administrators and users whose role is allowed the Create Case permission can create a
case.

The Add Matching Evidence feature makes it easy to add evidence to a case while you are

creating the case. The feature finds evidence files that have the same ID that you specify for
the case.

1.

On the menu bar, click Cases and then click Create Case.

The Create Case page appears.

" HAMISH, MC (MWOQO0T7)
‘\ EVIDENCE CASES DEVICES REPORTS ADMIN HELP N Last login 24 Sep 2015
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ALL CASES MY CASES CASE INVITES SHARED CASES CREATE CASE

D
Input Case ID Number To Add Matching Evidence To This Case

Description

SUBMIT

Enter the case ID and double-check that it is correct.
Enter a useful description, and then click Submit.

Evidence.com searches for evidence files that have the same ID as the ID you specified
for the case. The Add Matching Evidence page lists 40 evidence files at a time. By default,
all evidence is selected.



4. On the Add Matching Evidence page, add as many of the evidence files to the case as you
want. By default, all evidence is selected.

e If you want to add evidence to the case, ensure that the check box to the left of the
evidence is selected and then click Add to Case.

If more than 40 evidence files match the case ID, you can add 40 at a time and click
Continue to see the next set of files.

e If you want to go to the case without adding some or any of the evidence found, click
Skip to Case.

When you are finished adding evidence, Evidence.com displays the View Case page.

5. Use the case as needed. For more information about available actions, see Working with
Cases.

Case Search — All Cases, My Cases, and Shared Cases

Evidence.com provides case search features to help you find the cases that you need. In the
Cases area, you can use any of the three case-search pages:

e All Cases—Finds all cases, including cases you may not have permission to view.
e My Cases—Finds cases that you own. The Owner filter is automatically set to your name.

e Shared Cases—Finds cases that have been shared with you by the case owner or
another user with permission to share the case.

HAMISH, MC (MW007)
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1. Onthe menu bar, click Cases.
The All Cases page lists all cases, sorted by the date they were last updated.

2. Search for the cases that you need. The following table provides steps for search-related

tasks.

Task Steps

View a case Click the ID of the case.

Find cases that you own Click My Cases.

Find cases that are shared Click Shared Cases.

with you

Change search results 1. Update the case search filters. For more information, see

Case Search Filters.

2. Click Search.

Sort search results Click the column heading for ID, Create Date, or Last Update
Date.
To reverse the sort order, click the heading again.

Switch between page layout | On the Page Layout list, click the layout you want.

options (table or detailed)

For information about the actions you can take from search results, see Working with Case
Search Results.

Case Search Filters

Case search filters help you limit search results to the cases that you want to see.
Evidence.com includes in search results only the cases that match all the search filters that
you set.

e ID — Limits search results to cases whose ID includes the characters you enter in the ID
box. For more information, see Text Search Details.

e Category — Limits search results to cases that are assigned to the category that you
select. By default, search results include cases assigned to any category, including
uncategorized cases.

e Status — Limits search results to cases whose status matches the status selected. By
default, case searches include all statuses.

e Owner — Limits search results to cases owned by the user specified. To specify the user,
click in the Owner box, start typing the name of the user, wait for Evidence.com to show
the matching users, and then click the user you want.

On the My Cases page, the Owner filter is set to your name by default.



e Tag — Limits search results to cases whose tags includes the characters you enter in the
Tag box. For more information, see Text Search Details.

e Flagged — Limits search results to cases whose flag status matches the flag status
selected.

e Date — Limits search results by either the creation date of the case or the last date that
the case was updated, as selected. You must also specify a date range by using the From
and To boxes; otherwise, the search is not limited by date range. Search results are
inclusive of the dates specified.

o From — The start of the date range. If the From box is empty, the date range begins
with the earliest possible date.

o To — The end of the date range. If the To box is empty, the date range ends with
today.

Text Search Details

The ID and Tag filters provide advanced text matching capability for case searches.

e You can enter letters, numbers, and the special characters: comma (,), dash (-), opening
parentheses ((), closing parentheses ()), slash (/), and backslash (\).

e The text you enter can be a full or partial match of the data you are filtering. For
example, if you enter 21 in the ID box, then any evidence with 21 in any portion of the ID
is included in search results.

e You can search for more than one text string in a single filter by adding a space between
the strings. This provides AND search functionality of the data you are filtering. For
example, if you enter 12- 34 in the ID box, search results include any evidence with both
12- and 34 in the ID, such as 72-3456 and 12-7348.

e The order of text strings is irrelevant. For example, if you enter 78 21 in the ID box,
search results include evidence with the ID 27378 and 17821.

e Capitalization for letter characters is irrelevant. For example, if you enter REDACT in the
Tag box, search results include evidence with the Title REDACT, redact, and redaction.



Working with Case Search Results

On case search pages — All Cases, My Cases, or Shared Cases — you can take the actions

described in this section.
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View Case

You can view cases listed in case search results if any of the following are true:
¢ You own the case.

e The owner of the case has shared it with you.

e Your user role allows you to view all cases.

e You are an administrator.

1. Search for the case you want to view.
2. Inthe search results, click the ID of the case.

The View Case page opens.




For information about the actions you can take from the View Case page, see Working
with Cases.

2015-05221930 #  CASE DETAILS

All Evidence Created: 23 Sep 2015 12:11:03 -07:00
Status: Active

DESCRIPTION

No description entered

CATEGORIES

+ Use of Force

TAGS

NOTES

Add a Category to Cases
You can add a category to one or more cases in search results.
1. Search for the cases that you want to add a category to.

2. For each case that you want to add a category to, select the check box to the left of the
case.

3. Above the search results, click Update Category.
A dialog box appears.

4. Inthe New Category list, click the category that you want to add to all selected cases and
then click Update.

5. On the notification message box, click OK.

The search results show the category that you assigned to the cases. If more than one
category is assigned to cases, “Multiple” appears in the Category column for that case.

Update the Status of Cases

You can change the status assigned to one or more cases in search results. If you want to
change the status of a case to Deleted, see Delete Case.

1. Search for the cases whose status you want to update.

2. For each case whose status you want to update, select the check box to the left of the
case.



3. Above the search results, click Update Status.
A dialog box appears.

4. Inthe Status list, click the status that you want to assign to all selected cases and then
click Update.

5. On the notification message box, click OK.

The search results show the new status that you assigned to the cases.
Delete Cases

You can delete cases that are listed in case search results. Deleting a case changes the status
of the case being Deleted.

Note: When you delete a case, Evidence.com removes all evidence from the case and
Evidence.com begins enforcing the retention policy determined by the categories
assigned to the evidence. This may result in evidence being immediately queued for
deletion.

1. Search for the cases that you want to delete.
2. For each case that you want to delete, select the check box to the left of the case.
3. Above the search results, click Delete.
A confirmation dialog box appears.
4. Click OK.
5. On the notification message box, click OK.

6. If you want to confirm that the case status is Deleted, click Search, locate the case in the
search results, and view the case status.



Reassign Cases

When you need to change the owner of a case to another user or to a group, you can
reassign the cases from the results of a case search.

If you reassign a case to a group, Evidence.com chooses one user from the group to be the
case owner. Evidence.com assigns the other users to the case as members. When it chooses
an owner, Evidence.com prioritizes the choice.

Group monitor — If the group has monitors, Evidence.com chooses the owner from the
monitors of the groups, choosing at random if there is more than one monitor to choose
from.

Group member — If the group has no monitors, Evidence.com chooses the owner from
among the members of the group, choosing at random if there is more than one
member to choose from.

1. Search for the cases that you want to reassign to another user.
2. For each case that you want to reassign, select the check box to the left of the case.
3. Above the search results, click Reassign.

A dialog box appears.

4. Inthe Reassign To box, start typing the name of the user or group to whom you want to
assign the cases, wait for Evidence.com to show the list of matching users and groups,
click the user or group that you want, and then click Reassign.

5. In the confirmation dialog box, click OK.

The search results show that the user or group who you selected is now the case owner.
Add a Member to Cases

When you need to share a case with users who are in your agency, you can add users to
cases from the results of a case search.

If you want to share a case with people in a partner agency, see Share a Case with a Partner
Agency.

1. Search for the cases that you want to share.

2. For each case that you want to share, select the check box to the left of the case.



3. Above the search results, click Add Member.
A dialog box appears.

4. Inthe Enter User box, start typing the name of the user you want to share with, wait for
Evidence.com to show the list of matching users, click the user that you want, and then
click Share.

5. Inthe confirmation dialog box, click OK.
Export Case Search Results

You can export the results of a case search in PDF, Microsoft Excel, text, or CSV format.

Note: When case search results are exported in Microsoft Excel or CSV format, the Device
Assignee First Name and Last Name are split into separate columns and a Badge ID
column is included.

If the search results contain more than 500 cases, Evidence.com exports the search results
in 500-case segments and asks you to confirm the download of the next segment.

1. Search for cases and refine the search until the search results represent the case list that
you want to export.

2. Above the search results, click Export.

3. Inthe Select Format list, click the file format that you want for the exported case search
results and then, on the message box, click Export.

The case search results download in the format that you specified.

If the case search results contain more than 500 cases, only the first 500 cases are
included in the downloaded file and Evidence.com displays a dialog box for downloading
the next 500 cases in the search results.

4. If you want to export case search results for additional cases, click OK each time the
dialog box appears.

The case search results download in a separate file for each 500-case segment of the
search results.

Flag and Un-flag Cases

You can flag cases that you want to find more easily in the future. Case searches allow you to
filter the search results by the flag status of cases.



On any case search page, each case in the search results has a Flag or Unflag button in the
Actions column.

e (Cases that are not flagged have a black F (flag) button.
e (ases that are flagged have a red F (unflag) button.

If you want to flag or un-flag a case, click F (flag) or F (unflag), as applicable.

Working with Cases

This section describes the actions available on the View Case page for any case.
Edit Case ID

On the View Case page, the case ID appears in the upper-left corner.

1. To the right of the case ID, click X (edit).

The case ID becomes editable.

2016-05070034

CASE DETAILS
Created: 21 Apr 2016 17:24:25 -07:00

- All Evidence Status: Active

2. Change the case ID, as needed, and then click Save.
The View Case page shows the updated ID.
Edit the Description of a Case

You can add or edit a description of the case.

On the View Case page, the description appears below the case.

1. To the left of Description, click X (edit).

The description text becomes editable.

2. Inthe Description box, type a new description or edit the existing description.



3. Click Update.

Evidence.com saves the case description changes.
Assign and Unassign Categories

On the View Case page, the Categories area appears below the case description. The
Categories area lists the categories that the case is assigned to, if any.

1. To the right of Categories, click ' (edit).

The “Select a category” list appears. If the case is already assigned to categories, a red X
appears beside each assigned category.

CATEGORIES

- Select a category - ¥

Pending Review ¢

2. If you want to assign the case to a category, in the Select a category list, click the
category and then click Add.

The category appears at the bottom of the list of assigned categories.

3. If you want to remove the case from a category, click the red X next to the category and
then, on the confirmation message box, click OK.

Evidence.com removes the category from the list of assigned categories.
4. When you are finished editing category assignments, click Done.

Add and Remove Tags for Cases

Tags are labels that you can apply to cases and evidence. Adding tags to a case can help you
find the case more easily later. Case searches allow you to filter the search results by tags.

Tags are labels that you can apply to cases. You can add tags to cases that you want to find
more easily in the future. Case searches allow you to filter the search results by tags.



On the View Case page, the Tags area appears below the description and the Categories
area. If any tags exist, they appear as tiles. The following figure shows an example of the
Tags area that has one tag named, “McKinley".

TAGS

McKinley *
Action Steps
Add tag 1. Under Tags, click in the box.
2. Starttyping the tag.
Evidence.com shows you a list of existing tags that start with the
letters you typed.
3. Ifthe tag you want to apply appears in the list, click the tag.
4. Otherwise, finish typing the tag and then press Enter.
Evidence.com adds the tag to the case.
Remove tag 1. Under Tags, find the tag that you want to remove.
2. Atthe left end of tag, click X.
Evidence.com removes the tag from the case.

Notes and Cases

You can post notes about a case. In addition to the text of the note, Evidence.com shows the
author of the note and the date and time that the note was created and updated.

On the View Case page, the Notes area appears below the description, the Categories, and
the Tags areas.

Add a Note
You can post a note to a case.

1. If necessary, scroll down and find the Notes area.
2. To the right of Notes, click & (edit).

An editable box appears in the Notes area.
3. Inthe box, type the note and then click Add Note.

Under Notes, the new note appears, with your name and the creation date and time.



Edit a Note
You can edit notes that have previously been posted to a case.
1. If necessary, scroll down and find the Notes area.
2. To the right of the note, click Edit.
The note text becomes editable.
3. Edit the note text as needed.
4. Click Update.

The changes to the note appear, with your name and the date and time that the edits
occurred.

Delete a Note

You can delete notes that you have posted.

1. If necessary, scroll down and find the Notes area.
2. To the right of the note, click Delete.

3. On the confirmation dialog box, click OK.

The note no longer appears on the View Case page.

Add Evidence to a Case

From the View Case page, you can add evidence to the case you are viewing; however, you
cannot add evidence to a case whose status is Deleted.

If a case is shared with partner agencies and you add evidence to the case, Evidence.com
provides you the option of sharing the additional evidence with the partner agencies.

1. Above the Case Details area, click Add Evidence.

An evidence search page appears.
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2. Search for the evidence that you want to add to the case.

If you need to refine the search results, use the search filters as needed. For more
information, see Evidence Search Filters.

3. For each evidence file that you want to add to the case, select the check box to the left
of the evidence ID.

4. Click Add to Case.
5. On the confirmation message box, click Yes.

A dialog box provides you the choice of continuing to add evidence or returning to the
case.

If the case is shared with partner agencies, the dialog box also includes the option to
share the additional evidence with all the partner agencies with whom the case is
shared.

1 piece(s) of evidence were successfully added to the case

This case has previously been shared with other partner(s):
= District Attorney

¥ Share with listed partner [?]

UPDATE PARTNER AND RETURN TO CASE ADD MORE EVIDENCE

6. If you want to continue adding evidence, click Add More Evidence and then return to
step 2.

7. If you have finished adding evidence, do one of the following actions:

e |Ifthe dialog box does not list partner agencies, click Return to Case.



e If you want to share the additional evidence with the listed partner agencies, ensure
that the Share with listed partner check box is selected, and then click Update
Partner and Return to Case.

e If you do not want to share the additional evidence with the listed partner agencies,
clear the Share with listed partner check box, and then click Return to Case.

The View Case page reappears.

If you chose to share the additional evidence with partner agencies, Evidence.com
notifies them that there is additional evidence.

8. If you want to confirm that the evidence was added to the case, click All Evidence and
view the list of evidence files assigned to the case.

Remove Evidence from a Case

From the View Case page, you can remove evidence from the case you are viewing.

Note: If the case and the evidence you are removing is shared with partner agencies,
removing the evidence from the case in your agency has no effect on the copy of the
case in partner agencies.

1. Onthe View Case page, click an evidence folder that the evidence is in.
Below the evidence preview area, a list of evidence in the case appears.

2. For each evidence file that you want to remove from the case, select the check box to the
left of the evidence file.

3. Above the evidence list, click Remove from Case.
4. On the confirmation dialog box, click Remove.
5. On the notification message box, click OK.

Evidence.com removes the evidence from the case. The evidence list updates to reflect
the removal of the evidence.

Work with Evidence Folders

Evidence folders provide you a way to organize evidence files. After you add evidence to a
case, you can add the evidence to as many folders as you need. For example, you could
create a folder for all evidence files in the case that prove a particular fact.

The All Evidence folder always includes all evidence in a case. You cannot delete the All
Evidence folder.



You can add as many folders as you need; however, after you add folder, you cannot
rename it. Instead of renaming a folder, you can create a new folder, add the evidence from
the old folder to the new folder, and then remove the old folder.

Add a Folder

1. On the View Case page, below the case ID, click Add Folder.

2. On the dialog box, in the Enter Folder Name box, type a meaningful name for the
folder, and then click Add.

Evidence.com creates the folder and adds it to the list of folders below the case ID.
Delete a Folder
You can delete any folder that you created. You cannot delete the All Evidence folder.
1. Onthe View Case page, below the case ID, click Delete Folder.

2. Onthe dialog box, in the Select Folder list, click the folder that you want to remove, and
then click Delete.

3. On the notification message box, click OK.
Add Evidence to a Folder

For evidence that is already in a case, you can add the evidence to any evidence folder that
you need.

If you need to add evidence to the case, see Add Evidence to a Case.

1. On the View Case page, click an evidence folder that the evidence is already in.
Note: You can always use the All Evidence folder for this purpose.
Below the evidence preview area, a list of evidence in the folder appears.

2. Inthe list, for each evidence file that you want to add to another folder, select the check
box to the left of the evidence title.

3. Above the evidence list, click Add to Folder.

4. On the dialog box, in the Select Folder list, click the folder you that you want to add the
evidence to, and then click Select.

5. On the confirmation message box, click OK.

Evidence.com adds the evidence to the folder that you selected.



6. If you want to confirm that the evidence is in the folder that you added to, below the
case ID, click the folder and view the evidence list.

Remove Evidence from a Folder

You can remove evidence from any evidence folder, as needed. The exception is the All
Evidence folder; you can never remove evidence from the All Evidence folder.

If you need to remove evidence from a case, see Remove Evidence from a Case.

1. On the View Case page, click the evidence folder from which you want to remove
evidence.

Below the evidence preview area, a list of evidence in the folder appears.

2. Inthe list, for each evidence file that you want to remove from the folder, select the
check box to the left of the evidence title.

3. Above the evidence list, click Remove from Folder.
4. On the confirmation message box, click Remove.
5. On the message box, click OK.

Evidence.com removes the selected evidence from the folder. The evidence remains in
the case.

Work with Evidence in a Case
For evidence that is in a case, you can perform the actions described in this section.
Preview Evidence in a Case

From the View Case page, you can view evidence that is in the case. Preview is only available
for some of the supported evidence file types.

1. Onthe View Case page, click an evidence folder that the evidence is in.

Below the evidence preview area, a list of evidence in the case appears.

2. Inthe list, find the evidence that you want to preview and then click Q

If the evidence file type is supported, the preview area shows the evidence file.



View Evidence from a Case

From a View Case page, you can open the Evidence Detail page for evidence included in the
case.

1. Onthe View Case page, click an evidence folder that the evidence is in.
Below the evidence preview area, a list of evidence in the case appears.
2. Inthe list, find the evidence that you want to view and then click the evidence title.

The Evidence Detail page appears. For more information, see Working with Any
Evidence.

Download Evidence from a Case
From a View Case page, you can download evidence files for evidence included in the case.
1. On the View Case page, click an evidence folder that the evidence is in.

Below the evidence preview area, a list of evidence in the case appears.

2. Inthe list, find the evidence that you want to download and then click L

A dialog box shows information about the evidence file.
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3. Under Filename, click the evidence file name.

The download begins. The exact behavior depends on the browser you use and its
download settings.

4. Click Close.



View Map

You can view an evidence map that shows the location of evidence in the case, if the
evidence has location information. For more information, see Edit Location.

The map icon used for an evidence file is determined by the evidence type. There are six
icons that correspond to file types:

Video Audio Document Image Firing Log Other

H B B BN H &

To view an evidence map for a case, on the View Case page, click View Map.
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Case Evidence Map Actions

A case evidence map provides basic features for finding and viewing evidence location on
the map.

The following table describes the basic actions that are available on the case evidence map.

Action Steps
See information 1. Click on the icon for the evidence.
about evidence Evidence.com shows information about the evidence.
2. Ifyou want to see more information about the evidence, click View
Evidence.
The Evidence Detail page opens.




Action Steps

Pan 1. Position the mouse pointer over the map.
2. Click and hold the mouse button.
3. Move the mouse to pan the map.
4. Optionally, click Redo Search in this Area to see additional evidence in
the new map view.
Zoom In e Inthe map, click on the + or - icons to zoom in or out.
or
Zoom Out Alternately, if your mouse has a mouse wheel:

1. Position the mouse pointer over the map.
2. Rotate the mouse wheel to zoom in or out.

If needed, click Redo Search in this Area to see additional evidence in the
new map view.

View Case Audit Trail

You can view the audit trail for a case. On the View Case page, the View Audit Trail button
appears in the upper-right corner of the page.

1. Click View Audit Trail.
A dialog box shows options for viewing the entire audit trail or a portion of the audit trail.
2. Ifyou want to view the whole audit trail, under View entire audit trail, click Submit.

3. If you want to view a portion of the audit trail, under View portion of audit trail, specify
a date in either or both the From or To boxes and click Submit.

Evidence.com opens or downloads a PDF for the case audit trail. The exact behavior
depends on the browser you use and its download settings for PDF files.

4. Save or view the audit trail PDF as needed.

Sharing Cases Inside and Outside Your Agency

Evidence.com provides three ways to share cases, each allowed or prohibited by a separate
permission, enabling administrators to control sharing closely.



Share a Case with Other Users in Your Agency

Administrators and users allowed the Case Management “Share” permission can share cases
with other users in your agency. Users who you share a case with are members of the case.
Case members can only access the case after signing in to your Evidence.com agency.

1. Search for the case that you want to share.

2. Inthe list of cases, find the case that you want to share and then click the ID of the case.
The View Case page appears.

3. Click Share Entire Case.
A dialog box presents the three case sharing options.

4. Click Add Agency Members and then click Next.

The Manage Members dialog box appears.

Manage Members
Add members of your agency to this case. Members will have access to this case for the specified

number of days.

Enter last name, first name, badge ID, or email address of user to share with

Shared Duration days

CURRENT MEMBERS

ACCESS BEGINNING ACCESS ENDING

Hamish, MC MWO0O7 N/A - Owner N/A - Owner

5. For each user who you want to share the case with, start typing the name of the user,
wait for Evidence.com to show the matching users, and then click the user you want. You

can also type the user badge ID or email address.
Each user you select appears above the box.

6. Inthe Shared Duration box, enter the number of days that the evidence is to be
available to the users you are sharing the case with.

7. When you have finished adding all the users with whom you want to share this case, click
Share.



8. On the confirmation message box, click OK.

Evidence.com sends each user an email that invites them to share the case.

Share a Case by Download Link

Sharing by download link enables you to share a case and its evidence with anyone who
uses the download link during the sharing duration. A download link is a web link that allows
anyone with the link and a web browser to access the case and its evidence. This method of
sharing is unauthenticated, that is, downloading the case and its evidence does not require
signing in to an Evidence.com agency.

Note: Itis recommended that, whenever possible, you share cases and evidence using an
authenticated sharing method, such as sharing with users in your agency and
sharing with partner agencies. This ensures that only the people you intend to grant
access to a case and its evidence do receive access.

If you need to share a case with someone who is not a user in your agency or a
partner agency, consider using the bulk evidence-sharing feature, which supports
sharing with users of my.evidence.com. Anyone with access to email can create an
account on my.evidence.com. Evidence you share with a my.evidence.com account is
only available to people who know the user credentials for authenticated access to
the account. For more information, see Bulk Share Evidence by Authenticated
Sharing.

Evidence.com supports the following file types for the case download file:
e ZIP — Evidence.com includes the case and its evidence files in a ZIP file.

e ISO — Evidence.com includes the case and its evidence files in an ISO image, which can
be used to create a CD-ROM or DVD.

Administrators and users allowed the Case Management “Share External Download Links"
permission can share cases by download link.

1. Search for the case that you want to share.

2. Inthe list of cases, find the case that you want to share and then click the ID of the case.
The View Case page appears.

3. Click Share Entire Case.
A dialog box presents the three case sharing options.

4. Click Send Download Link and then click Next.



The Send Download Link dialog box appears.

Send Download Link
Send an email with a download link for the evidence included in this case.

Enter last name, first name, badge ID, or email address of user to share with

Shared Duration 3 days
OPTIONAL MESSAGE TO RECIPIENT(S)

Include Audit Logs
SELECT PACKAGE TYPE

® ZIP
150

‘CASE EVIDENCE

ViewEvStuff -

5. Use the first box to add the people with whom you want to share the case and its
evidence, as follows:

e Forauserinyour agency or a partner agency, start typing the name of the user, wait
for Evidence.com to show the matching users, and then click the user you want. You
can also type the user badge ID or email address.

The user you selected appears above the box. If the user is in your agency, the user
has a white background. If the user is in a partner agency, the user has a green
background.

e For aperson who is not a user in your agency or in a partner agency, type the email
address of the person and then press Enter.

If the person already has a my.evidence.com account, the email address appears
above the box, with a yellow background.

If the person does not have a my.evidence.com account, the email address remains
in the first box. The person receives an email with the download link; however, if you
need to add more users, complete this procedure, and then repeat it until you have
shared the evidence with all required users.

6. Inthe Shared Duration box, type the number of days that the case is to be available for
download.



7. If you want to include audit trails, check the corresponding check box.

8. Under Select Package Type, select the file type that you want for the download file.
9. Click Share.

10. On the notification message box, click OK.

Each recipient you specified receives an email that includes the link for downloading the
evidence.

Evidence.com makes the case and its evidence available for download, until the sharing
duration expires.

Share a Case with a Partner Agency

Evidence.com makes it easy to share cases and their evidence to organizations such as City
and District Attorneys. After you have added the evidence, you share the case with the
trusted partner agencies that you choose.

Administrators and users allowed the Case Management “Share with Partner Agencies”
permission can share cases with partner agencies.

When you share a case with a partner agency, Evidence.com sends the partner agency a
copy of the files, which they can manage independently, with no effect on your case and its
evidence.

Note: If you want to allow users in a partner agency to have only temporary access to
evidence, consider bulk sharing the evidence rather than sharing the case. For more
information, see Bulk Share Evidence by Authenticated Sharing.

Evidence.com copies the metadata applied to the case, too. For more information, see
Receiving Shared Cases from Partner Agencies.

After Evidence.com finishes copying the case to receiving agencies, Evidence.com notifies the
recipients that the shared case is available. Recipients can begin managing the case as
needed.

1. Search for the case that you want to share.

2. Inthe list of cases, find the case that you want to share and then click the ID of the case.
The View Case page appears.

3. Click Share Entire Case.

A dialog box presents the three case sharing options.



4. Click Share With Partner Agency and then click Next.

The Share with Partner Agency dialog box appears.

Share With Partner Agency
Provide a copy of this case to a partner agency, such as a DA. They will receive their own copy to
manage independently.

Enter last name, first name, badge ID, or email address of user to share with OR search for case sharing group by
agency

Invite Expiration: 21  days
INCLUDE

Audit Logs Notes Clips Markers

OPTIONAL MESSAGE TO RECIPIENT(S)

‘CASE EVIDENCE

Clip (First Interview)

5. Use the first box to add the users or groups of the partner agency with whom you want
to share the case, as follows:

e To share with a user in a partner agency, start typing the name of the user, wait for
Evidence.com to show the matching users, and then click the user you want. You can
also type the user badge ID or email address.

The user you selected appears above the box.

e Toshare with a group in a partner agency, start typing the name of the agency, wait
for Evidence.com to show the available groups of matching agencies, and then click
the group you want.

The group you selected appears above the box.
If you add the wrong user or group, you can remove it by clicking the X at the right end
of the user or group name.

6. In the Invite Expiration box, type the number of days that the invitation to share the
case is valid.



7. Under Include, select the check boxes for the additional information that you want to
give to the partner agencies you are sharing with.

8. Inthe Optional Message to Recipient(s) box, type any useful or required message, as
needed.

9. If you want to review the evidence that you are sharing, under Case Evidence, view the
evidence list. Scroll down as needed. If you want to view evidence in a new browser
window, click the evidence title.

10. Click Share and then, on the confirmation message box, click OK.

Evidence.com copies to the partner agency the case, its evidence, and any of the
additional information you included. After the copy is complete, Evidence.com emails the
users and group members with whom you shared the case, notifying them that the
shared case is available.

Update Partner Agency When Adding Evidence

When you add evidence to a case that you have shared with a partner agency, Evidence.com
prompts you to update the partner agencies. If the Share with listed Partner(s) check box is
selected, Evidence.com send invites to all of the agencies you have previously shared with to
accept the newly added evidence.

For more information, see Add Evidence to a Case.
Update Partner Agencies from the Case Members Page

The Partners list, available on the View Case page after you click View Members, displays the
partner agencies that the case is shared with, including whether each partner agency’s copy
of the case is up to date.

If a partner agency status is “Out of Date”, the partner agency's copy of the case is missing
evidence. You can share the evidence that the partner agency is missing by selecting Update.

For more information, see View, Update, Add, and Remove Members.
View, Update, Add, and Remove Members

When you want to know who has access to a case, you can view lists of users and partner
agencies with whom the case is shared.

Case members are the users who have access to the case, including the case owner.
Additionally, partner agencies with whom a case is shared are also considered members.

1. On the View Case page, click View Members.



Evidence.com shows a list of users in your agency who have access to the case. The case
owner is listed first. Users with whom the case is shared are listed below the owner.

If the case is shared with partner agencies, they are listed below the list of users.

2015-3213216 #  Members (1) RETURN TO CASE

- All Evidence

NAME BADGE ACCESS BEGINNING ACCESS ENDING
Valdez, Miguel MW1234 N/A - Owner N/A - Owner
Partners (1)

RETURN TO CASE

AGENCY STATUS PARTNER CASE ID

Taser Doc Test 2 OUT OF DATE 2015-3213216 UPDATE

Take any additional actions that you need. The following table provides information
about the available actions.

Action Steps

Add a user Note: Itisrecommended that you add members to a case by following
the steps in Share a Case with Other Users in Your Agency.

1. Above the list of users, click Add Member.

A user search page appears.

Search for the user you want to add to the case.

To the left of the user name, select the check box.

Above the search results, click Add to Case.

In the Length (In Days) to Share This Case box, type the number of
days that the user should have access to the case, and then click OK.
6. On confirmation message box, click Return to Case.

vk wnN

Add a partner Perform the steps in Share a Case with a Partner Agency. You cannot add
agency a partner agency from the list of case members.

Update a partner 1. Under Partners, find the agency whose status is “Out of Date".
agency 2. Totheright of the partner agency name, click Update.

3. Onthe notification message box, click OK.
The status of the partner agency changes to “Awaiting Acceptance”.
Evidence.com sends the partner agency an invitation to accept the
additional evidence.

View user 1. Find the user in the list of case members.
information 2. Click the user name.
The User Summary page appears.




Action Steps

Remove a user 1. Find the user in the list of case members.
from the case ] )
To the right of the user name, click X (remove member).
On the confirmation message box, click Yes.

On the notification message box, click OK.

E

Receiving Shared Cases from Partner Agencies

When a partner agency shares a case with users or groups in your agency, Evidence.com
copies the case to your agency first and then sends a notification message to each recipient.
No approval or acceptance of the case is required. Because cases shared from a partner
agency are a copy of the files, you can manage the case and its evidence independently, with
no effect on the case or evidence in the partner agency.

Your agency can manage the case as you would a case that was created in your agency.
When Evidence.com copies the case to your agency, assumptions are made regarding case
ownership, metadata, and audit trails, as described in the following sections.
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Assignment of Case Ownership

Cases can have only one owner; however, a partner agency can specify more than one user
or group in your agency to share a case with. Evidence.com chooses one user to be the case
owner. Evidence.com assigns the other users to the case as members.

When it chooses an owner, Evidence.com prioritizes the choice.

Users — If the case is shared with more than one user or a user and groups, Evidence.com
chooses the owner from the users, choosing at random if there is more than one individual
user to choose from.



Group monitor — If the case is shared with one or more groups but no individual users,
Evidence.com chooses the owner from the monitors of the groups, choosing at random if
there is more than one monitor to choose from.

Group member — If the case is shared with one or more groups that have no monitors and
is not shared with individual users, Evidence.com chooses the owner from among the
members of the groups, choosing at random if there is more than one member to choose
from.

Case Metadata

In general, a case shared by a partner agency includes the metadata that the partner agency
applied. For some metadata, Evidence.com takes special actions.

e Case ID — The ID assigned by the partner agency.

Description — The description assigned by the partner agency.

e Categories — None. Evidence.com does not apply a retention category to the case.
Evidence.com adds a note to the case to record any retention categories that the partner
agency applied to the original case. Because retention policies vary among agencies,
Evidence.com does not attempt to determine which of your agency’s retention
categories should be applied to a case received from a partner agency.

e Tags — The tags applied by the partner agency, with the partner agency name
appended. For example, if the partner agency applied the tag “McKinley”, the copy of the
case that you receive includes the tag “McKinley (partner agency name)". The tags are also
added as notes to the case, to ensure that there is a record of the tags that were
received. You can delete the tags that were copied from the partner agency.

¢ Notes — The notes created by the partner agency, with the partner agency name added.
Evidence.com adds notes to record the tags and categories that the partner agency had
applied to the original case.

Audit Trails

If the partner agency does not include audit trails in the shared case, the case audit trail in
your agency includes only the entries for actions taken in your agency.



If the partner agency includes audit trails in the shared case, the case audit trail in your
agency includes all audit trail entries from the partner agency in addition to the entries for

actions taken in your agency.

SC001)
Username: sc001

89 21 Mar 2016 10:55:21 (-07:00) Hamish, MC (Badge ID: MCH327, Case share copy initiated by Hamish, MC (Badge ID:
Agency: Police Department) MCH327, Agency: Police Department)
Username: mchamish
90 21 Mar 2016 10:55:24 (-07:00) System Annotation 'Police Department Tags: McKinley *** Police
Department Categories: Training Demo' Added
91 21 Mar 2016 10:55:25 (-07:00) System Case copy created at agency Police Squad
92 21 Mar 2016 10:57:20 (-07:00) Carpenteria, Soledad (Badge ID: Case or Case Related Record Accessed




Inventory and Device Management

Administrators and users who are allowed the Device Administration permission can
manage Axon and TASER devices by using the Inventory menu options.

‘\ EVIDENCE CASES INVENTORY REPORTS ADMIN HELP

Device Inventory

Body Worn Cameras CEWs Docks

SEARCH SEARCH + TASER 7 HEALTH SEARCH

Vehicles Interview Signal

SEARCH SEARCH SEARCH

All Devices

SEARCH

Make a Return

RMA

The Inventory page allows administrators and users with the required permissions to search
for, view information about, and manage Axon devices including body worn cameras, CEWSs,
Signal devices, and Axon Fleet vehicles.

Note: If your agency does not use CEWSs or Axon Fleet, those search options will not appear
on the Inventory page.

From the Inventory page, you can:

e Search specific device type - Find and manage Axon body worn cameras, CEWSs,
Docks, Interview, and Signal devices.

e Search Vehicles - Add, find, and manage Axon Fleet vehicles and their associated
devices.

e Search All Devices - Find and manage all devices.
e Bulk Assign - Allows assignment of up to 10 devices at one time.

e Make a Return - Opens the Axon Returns site in a new browser window to let you
start the return process or check the status of devices return to Axon.



Device Search — All Devices and CEWs

The search for specific device type or All Devices options provides search features to help
you find and manage devices.

1. Onthe menu bar, click Inventory.
2. C(lick on the device type you want to search for or All Devices.

Note: If your agency has TASER 7 devices, you are taken to the TASER 7 Health page
when you click CEWSs. Click CEW Search to go to the CEW search page.

The device search results list with selected devices, sorted by the Last Upload date, is
shown.

‘\ EVIDENCE LIVE CASES INVENTORY REPORTS ADMIN HELP

< BODY CAMERA SEARCH

SERIAL NUMBER DEVICE NAME ASSIGNED TO UPLOAD DATE

SHOW ADVANCED SEARCH

ik
UPDATE STATUS EXPORT

3. Search for the devices that you need. The following table provides steps for search-
related tasks.

Task Steps

Find devices assigned to you | In the Assigned To field, enter the name of person whose

or another person. devices you want to see.

Find unassigned devices. In the Device Status filter, select In Stock.

Change search results Update the device search filters or click Reset Filters. For more

information, see Device Search Filters.

Sort search results Use the Sort By list to select a column and click Sort Order to
change order.

Click the column heading for Serial Number, Device Name,
Last Upload, Device Status, Error Status, Firmware, or
Warranty. To reverse the sort order, click the heading again.

For information about the actions you can take from search results, see Working with Device
Search Results.




Device Search Filters

Device search filters help you limit search results to the devices that you want to see. The
search results only include devices that match all the search filters that you set.

Basic Search Filters

Serial Number — Limits search results to devices whose assigned serial number
includes the characters entered in this field. This filter supports partial matches. For
example, if you entered x81, the search results would include devices with the serial
numbers X81162367 and X81233704.

Device Name — Limits search results to devices whose name includes the
characters entered in the Device Name field. By default, device names are the same
as the device serial number; however, agencies can assign custom device names to
some devices, such as body worn cameras and CEWSs. This filter supports partial
matches.

Assigned To — Limits the search to devices that were most currently assigned to the
specified user. Users can enter their name to see devices assigned to them.

Upload Date Start — Limits search results to devices that uploaded to
Evidence.com between the set dates. You can specify a date and time range by using
the Start and End fields, otherwise the search is not limited by date range. Search
results are inclusive of the dates specified.

o Start — The start of the date and time range. If the Start field is empty, the
date range begins with the earliest possible date.

o End — The end of the date and time range. If the End field is empty, the date
range ends with today.

Device Home — Limits the search to devices that are assigned to a specified Device
Home or None.

Note: The Device Home attribute is only shown on the Inventory search page if your
agency has at least one Device Home.

Advanced Search Filters: Click Show Advanced Search to show these additional search

filters.

Device Model — Limits the search results to specified device model.

Device Status — Limits the search results to devices with the specified status. To
search for unassigned devices, select In Stock in the Device Status filter.



e Error Status — Limits the search results to devices with the specified error status.

The results of the search are shown below the search filters. Use the Sort By list to select a
column and click Sort Order to change order. Alternately, you can click the column heading
for Serial Number, Device Name, Last Upload, Device Status, Error Status, Firmware, or
Warranty to change the sort by column. To reverse the sort order, click the heading again.

Working with Device Search Results

On device search page, you can take the actions described in this section.

SORTBY SORT ORDER
ITEMS FOUND
|:| MODEL ZEJF:':/E:IER DEVICE NAME  ASSIGNEE LAST UPLOADY E'FXTISE E'IFSE'IFEJF; FIRMWARE WARRANTY
l:‘ Axon Body 2 X81199528 X81199528 None Jun27,20181231PM  In Stock Good 1152 None
|:| Axon Body 2 x81002515 X81002515 None Dec18, 2017 3:24PM I Stock Good 1116 None
|:| Axon Body 2 X81065867 X81065867 None Oct12,20173:55PM I Stock Good 1116 None
|:| Axon Body 2 X81175860 X81175860 None Aug 31,2017 4:25PM  In Stock Good 1ma None
l:‘ Axon Body 2 x81003582 X81003582 None Jun12,20173:42PM I Stock Good 18.85 None
l:‘ Axon Body 2 X81136326 X81136326 None May 17,2017 7:37 AM I Stock Good 19149 None
l:‘ Axon Body 2 X81066067 X81066067 None May 15,2017 8:27 A..  In Stock Good 19149 None
|:| Axon Body 2 x81042809 x81042809 None Mar 30,2017 1:48 PM I Stock Good 19128 None
‘:l Axon Body 2 x81000839 X81000839 None Mar 10,2017 258 PM I Stock Good 18.86 None
|:| Axon Body 2 x81002615 X81002615 None Sep12,2016 5:15PM  In Stock Good 1159 None
l:‘ Axon Body 2 x81000917 X81000917 None May 20,2016 3:49 .. In Stock Good None

Update Device Status

Users with Device Administration permission can change the status, including unassigning

devices, for selected devices. Most Axon devices can also be assigned, unassigned, and have

the status changed using the Axon Device Manager app.

1. Search for the device or devices.

2. Select the devices in the search results.

3. C(lick Update Status and select the new status from the list.



Update Status 12

Selected

Select Status v

In Stock
Lost

Stolen

Review

RMA

Scrapped

Devices can be unassigned by changing the device status to In Stock. Devices cannot be
assigned using Update Status. Devices can be assigned using Axon Device Manager or on

the Device Profile page or by using the Bulk Assign option.

Click Update to save the changes.

The device status is updated. Click Close to continue.

Device Status Descriptions

The following table provides a description of the different device statuses.

Status Description

In Stock This device has been registered to your agency, but not assigned to a user.

Assigned This device has been assigned to a user in your agency.

Review This device is registered to your agency and is currently undergoing
investigation/troubleshooting.

RMA This device is registered to your agency and has been returned to Axon for RMA
processing.

Relinquished This device was registered to your agency, was returned to Axon, and is no
longer registered with your agency. The device remains in your search list for
historical and audit purposes.

Lost This device is registered to your agency and has been reported as lost.

Stolen This device is registered to your agency and has been reported as stolen.

Scrapped This device is registered to your agency and has been reported as destroyed or
no longer serviceable.

In Evidence This device is registered to your agency and is being held as physical evidence

and has been withdrawn from deployment.




Update Device Home

Note: The Device Home attribute is only shown on the Inventory search page if your agency
has at least one Device Home.

Users with Device Administration permission change the Device Home for selected devices.
Device Home information is included in the Device Summary report.

1. Search for the device or devices.
2. Select the devices in the search results

3. Click Update Home and select the Device Home from the list.

a4

Update Device Home
Selected

DEVICE HOME

East Substation X

CANCEL UPDATE

4. C(lick Update.

The system confirms the Device Home is assigned. Click Close to return to the search
page.

View Device Profile
1. Search for the device you want to view.
2. Inthe search results, click the serial number of the device.
The Device Profile page opens.

By default, the Summary tab is selected. The Summary tab shows essential information
about the device, such as the firmware version and warranty information. It also
provides access to the device audit trail.



DEVICE PROFILE: AXON BODY 2 (X81236100)

g Status: Unknown

SUMMARY SETTINGS ASSIGN DEVICE DEVICE EVIDENCE

FIRMWARE

Rev.114.8

WARRANTY

Type manufacturer
Expires 27-Oct-2021

INFORMATION

Name: X81080971-tmp3
AUDIT TRAIL
Serial number: X81080971

Status: Assigned

Model: Axon Body 2

MOST RECENT DOCK CONNECTION INFORMATION

Name: Ready Room - AB2 Dock
Serial number: X79049978

Last communication: Mar 2, 2018 1:46 PM -08:00

ACTIVE UPLOAD

No Current Uploads

For body worn cameras, the Summary tab also includes information about the most
recent Axon Dock connection for the Axon camera. This information can be used to help
locate the current, or last known, Axon Dock by providing the name and serial number of
the Dock, in addition to showing when the camera last communicated with
Evidence.com. Additionally, it shows if the device is currently uploading videos to
Evidence.com.

For CEWSs, an Event Info tab is included on the Device Profile page. This tab displays the
firing log information of the device.

For information about the actions you can take from the Device Profile page, see
Working with a Device.

View Device Assignee

From device search results, you can view information about the user to whom a device was
most recently assigned.

1. Search for the device whose assignee you want to view.
2. Inthe search results, find the device and then, under Assignee, click the user’'s name.

The User Summary page displays information about the user to whom the device was
most recently assigned.



For information about actions available from the User Summary page, see User
Administration.

Export Device Search Results

You can export the results of a device search in PDF, text, or Microsoft Excel/CSV format.

Note: When device search results are exported in Microsoft Excel or CSV format, the Device
Assignee First Name and Last Name are split into separate columns and a Badge ID
column is included.

If the search results contain more than 500 devices, Evidence.com exports the search results
in 500-device segments and asks you to confirm the download of the next segment.

1. Search for devices and refine the search until the search results represent the device list
that you want to export.

2. Above the search results, click Export.

3. Inthe Select Format list, click the file format that you want for the exported device-
search results and then, on the message box, click Export.

The device search results download in the format that you specified.

If the device search results contain more than 500 devices, only the first 500 devices are
included in the downloaded file and Evidence.com displays a dialog box for downloading
the next 500 devices in the search results.

4. If you want to export device search results for additional devices, click OK each time the
dialog box appears.

The device search results download in a separate file for each 500-device segment of the
search results.

Working with a Device

This section describes the actions available on the Device Profile page.
Edit Device Settings

The device settings that can be changed depend on the type of device and agency level
device settings.

e For Axon Flex cameras, you can edit the device name and orientation.



e For Axon Body 2 cameras, you can edit the device name, configure the speaker
volume, configure camera vibration, camera indicator lights, and whether the
camera is in stealth mode.

e For Axon Flex 2 cameras, you can edit the device name, orientation, configure the
speaker volume, configure controller vibration, indicator lights, and whether the
camera is in stealth mode.

e For other device types, you can change the device name.
1. On the Device Profile page, click the Settings tab.
2. Edit the settings as needed.

3. Click Save Settings.
Assign a Device

For most device types, you can use the Device Profile page to assign the device to a user.

Note: Devices can also be assigned using Axon Device Manager or using the Bulk Assign
option.

1. On the Device Profile page, click the Assign Device tab.

2. Inthe Assign Device To box, start typing the name of the user who you want to assign
the device to, wait for Evidence.com to show the matching users, and then click the user
you want. You can also type the user badge ID.

3. Click Assign Device.

Evidence.com assigns the device to the user you selected.
View Evidence Created by a Device

Any evidence recorded on the device that has been uploaded to Evidence.com appears
on the Device Evidence tab.

1. On the Device Profile page, click the Device Evidence tab.
Evidence.com shows a list of all evidence uploaded from the device.

2. Use the evidence list as needed. The following table provides concise steps for the tasks
you can perform from the evidence list.



Task

Steps

Add evidence ID

When evidence does not have an ID assigned, “Add” appears in
the ID column. If you want to add an ID to evidence:
1. Inthe ID column, click Add.
A dialog box appears.
2. Inthe Enter ID box, enter the ID that you want to assign to
the evidence, and then click Save.

View evidence

In the Title column, click the title of the evidence. The Evidence
Detail page displays information about the evidence. For more
information about actions available from the Evidence Detail
page, see Working with Any Evidence.

View evidence owner

In the Owner column, click the name of the evidence owner. The
User Summary page displays information about the user.

View evidence audit trail

In the Actions column, click =. For more information, see View
Evidence Audit Trail.

Download evidence file

In the Actions column, click .. For more information, see
Download Evidence File.

Flag or un-flag evidence

In the Actions column, click %. For more information, see Flag or
Un-Flag Evidence.

Device Audit Trail Information

All Axon and TASER device audit t

rails show events and changes for the selected device. The

audit information can be filtered to a particular date range or show the entire life of the

device.

The audit information is available

in both PDF and comma-separated values (CSV) format,

with each event, action, or change shown on a different line in the audit trail.

e The PDF file has four colu

mns: Item, Date/Time, Event, and Additional Information.

The Item column is a numerical listing of the events, actions, or changes for this file

and item number will cha

nge depending on the selected date range for the audit

trail. The Event column has a short description of the event, action, or change. The

Additional Information co
remaining battery %, vide

lumn has general camera status information such as
o count, MB remaining, and firmware version.

e The CSVfile has seven columns: Date Time, Action, Battery %, Video Count, Firmware

Version, MB Remaining, and Unique ID. The Action column has a short description of
the event, action, or change and corresponds to the PDF Event column. The Battery
%, Video Count, Firmware Version, and MB Remaining columns have camera status
information and correspond to the information shown in the PDF Additional
Information column. The Evidence UID column is a unique string that is generated
for all pieces of evidence on Evidence.com.

The following events and changes appear in the audit trail for all devices:



e Device registration

e Device status changes

e Device assignment information
e Device metadata changes

For Axon Body 2 and Flex 2 cameras, the following events, actions, and changes appear in
the audit trail:

Note: For Axon Body 2 and Flex 2 cameras with v1.7 or earlier firmware release, only the
camera registration, status change, and assignment information is available. The
other events listed are available with the v1.8 or later firmware release for Axon
Body 2 and Flex 2 cameras.

e Camera registered

e Camera status change

e Power on or off

e Event button press or hold

e Recording start or end

e Audio recording disabled or enabled

e Camera docked or undocked

e Video accessed or streamed using Axon View or Evidence Sync
e Category updated using Axon View or Evidence Sync
e |D updated using Axon View or Evidence Sync

e Title updated using Axon View or Evidence Sync

e Function button press or hold

e Battery status button press or hold

e Volume mute, low, medium, or high

e Stealth mode enabled or disabled

e Indicator lights enabled or disabled

e Marker added



e GPS coordinates added
e Date/Time Sync
e (Camera assignment

e Firmware updated

Get a Device Audit Trail

1.

On the menu bar, click Inventory.

Search for the device you want to view.

In the device search results, click the device Serial No.

The Device Summary page is shown.

Click Audit Trail.

A dialog box with options selecting for the date range and file type is shown.
Under Select Date Range, do one of the following:

e If you want to view the entire audit trail for the life of the device, select View entire
audit trail.

e If you want to view a portion of the audit trail, select View portion of audit trail and
then specify a date in either or both the From or To boxes or click a shortcut for a
date range, such as Yesterday.

Under Select File Type, click the file type, CSV or PDF, that you want.
Click Submit.
Evidence.com generates and downloads the audit trail in the format you selected.

Save or view the audit trail file, as needed.

TASER 7 Health

The TASER 7 Health page tracks the status of your agency’s TASER 7 handles, cartridges and

batteries.

1.

2.

On the menu bar, click Inventory.

Click CEWs.



The TASER 7 Health page is shown. The page is divided into three sections - Errors,
Devices, and Firmware Updates.

The Errors section shows the TASER 7 items that are in an error state. If no items are in
an error state, this section is blank.

Clicking on a number opens a filtered search results page with only the items that fall
into the clicked grouping shown (example: Clicking the number shown in the TASER 7 In
Stock column will open a search results page showing all TASER 7 handles with a status
of In Stock.)

A evioence  cases [ISEREVMN cerorts  AoMin heLe

& taser7mHEALTH CEW SEARCH

Errors

Handles A
3
Assigned In Stock
o o
Devices

DEVICE MODEL REVIEW ASSIGNED IN STOCK TOTAL RMA

TASER7 0 5 2
TASER 7 Battery 10 5 23
TASER7 Live 3.5 Cartridge s 4
TASER 7 Live 12 Cartridge 1 1 2
TASER 7 Resettable 35 Cartridge 3 s 10

TASER 7 Resettable 12 Cartridge 3 4

Firmware Updates

Current Version 124
Device Model ~ TASER7

UP TO DATE OUT OF DATE UNKNOWN

20

Vehicle Search

The Vehicle search section allows administrators and users with the correct permissions to
add, find, and manage Axon Fleet vehicles and their associated devices.

The Vehicle section only available to agencies that use Axon Fleet.
Add One New Vehicle

Vehicle information must be configured in Evidence.com before Axon View XL can connect to
Evidence.com and before videos can be uploaded from Fleet Cameras. The mobile data



terminal (MDT) or mobile digital computer (MDC) in the vehicle uses the SSID information to
connect to Evidence.com.

1. On the Inventory page, click Vehicles.

The vehicle page displays a list of vehicles with Axon Fleet systems associated with your
Evidence.com account.

2. Click Create Vehicle.

3. Type a Name for the vehicle and click Save and Continue.

& venaes

4. Enter the serial number for Axon Signal Vehicle associated with the vehicle and click
Save and Continue.

Note: The serial number for Axon Signal Vehicle always begins with X87.

<« VEHICLES

VEHICLE carsa &

1 Enter the serial number located on the side of the Axon Signal Vehicle device x

NOTE: Axon Signal Vehicle serial numbers start with X87

SIGNAL VERIGLE BEVICE :’




5. Enter the serial numbers for the Axon Fleet Power Units associated with the Fleet
Camera front and back mounts, and the click Save and Continue.

<~ VEHICLES
VEHICLE cars4 <
’ 1 SIGNAL VEHICLE DEVICE X87495959 _"
2 Enter the serial numbers for the Axon Fleet Power Units associated with the Fleet x

Camera Front and Back mounts.

NOTE: Axon Fleet Power Unit serial numbers start with X85

FRONT HOUNT POWER UNIT: I:l
BACK MOUNT OWER LNT I:l

3 CONFIGURE WI-FI g

4 CONFIGURE OFFLOAD DISABLED g

6. Enter the SSID and Password for the vehicle and then click Save and Continue.

The SSID is used by the vehicle’'s MDT or MDC to connect to Evidence.com.

6 VEHICLES
VEHICLE carsa 4
1 SIGNAL VEHICLE DEVICE X87495959 a
2 ASSIGN FRONT MOUNT — K
POWER UNIT

ASSIGN BACK MOUNT POWER

UNIT
3 WEFl x
Enter unique SSID and password for this vehicle.
ssie I:l
FAsSWoRD I:l
[ show passworo
4 CONFICURE OFFLOAD DISABLED _"

7. Select if wireless offload for the Fleet Cameras is enabled for the vehicle by moving the
corresponding switch to the right.

Note: If wireless offload is not enabled, then the Fleet Cameras must be manually
removed from the vehicle and docked to upload videos to Evidence.com.



6 VEHICLES

VEHICLE Alpha-10 ¢

1 SIGNAL VEHICLE DEVICE X87112235

2 FRONT MOUNT POWER UNIT X8543210

BACK MOUNT POWER UNIT X854321

3 WI-FI 12884ww

4 WIRELESS OFFLOAD

Disable this feature when manually docking Fleet cameras.

SAVE AND CONTINUE

IB

Enable this feature when uploading evidence from Axon View XL via Wi-Fi or LTE.

8. Click Save and Complete.

9. If you need to add another vehicle, click Add Another and repeat steps 3 - 8.

Add Multiple New Vehicles

This option allows users to add information for multiple Axon Fleet 2 and Axon Fleet vehicles

at one time using a comma-separated values (csv) file.

The csv file requires the same information as when creating a single vehicle. The csv file has
seven columns and the first row must contain the header information for the file. The
following image shows an example csv file layout.

Vehicle Name  Signal Front Mount Rear Mount SSID

1D444 X87000025 X850000022 X850000023 garage-a
1D447 X87000026 X850000024 X850000025 garage-a
1D449 X87000027 X850000026 X850000027 garage-a

Password

arc-2343x9
arc-2343x9
arc-2343x9

Wireless Offload

TRUE
FALSE

Each heading and the expected information is listed below.

Vehicle Name: A unique name for the vehicle.

Signal: The serial number for the Axon Signal Vehicle unit for the vehicle. This serial

number always begins with X87.

Front Mount: The serial number for the Axon Fleet Power Unit connected to the front

camera. This serial number always begins with X85.

Rear Mount: The serial number for the Axon Fleet Power Unit connected to the rear

camera. This serial number always begins with X85.

SSID: The Service Set Identifier (SSID) for the network used by the vehicle.




1.

3.

e Password: The network password.

e Wireless Offload: Sets if the vehicle will use wireless offload. Use TRUE to enable
wireless offload for the vehicle. Use FALSE or leave blank if wireless offload is
disabled for the vehicle.

On the Inventory page, click Vehicles.

The vehicle page displays a list of vehicles with Axon Fleet systems associated with your
Evidence.com account.

Click Bulk Creation.

SCHUER, DAVID (DS101)

‘\ EVIDENCE CASES INVENTORY REPORTS ADMIN HELP Last login 09 Oct 2018
o tsionouT]

% VEHICLES

VEHICLE

VEHICLE SIGNAL FRONT MOUNT BACK MOUNT CREATED ON

434 X87344343 X85123323 - September 20, 2018 4:44 PM

The Bulk Vehicle Import page is shown. From this page you can download the template
used for bulk vehicle creation and upload the vehicle csv files.

Click Download Template to download a copy of the template with dummy data. Delete
the dummy vehicle information (row 2) before uploading the csv file.

SCHUER, DAVID (DS101)

‘\ EVIDENCE CASES INVENTORY REPORTS ADMIN HELP

[SIGN OUT]

% VEHICLES

Bulk Vehicle Import

Import vehicles in bulk via a .CSV file. You can also download the
template below if needed.

DOWNLOAD TEMPLATE

Drag and drop

CHOOSE FILE

Upload the csv file by dragging it onto the page or by clicking Choose File and selecting
the file from a saved location.

The csv file is uploaded to Evidence.com.



4. After the csv file is uploaded, you are asked to review the vehicle information. If any of
the vehicle information is incorrect, you can click on the incorrect entry to edit it. You can
delete a vehicle row by clicking the delete (trash can image) icon.

SCHUER, DAVID (DS101)
Last

‘\ EVIDENCE CASES INVENTORY REPORTS ADMIN HELP

% VEHICLES

Review & Confirm New Vehicles
3 vehicles

WIRELESS

VEHICLE NAME SIGNAL FRONT MOUNT REAR MOUNT WIFISSID WIFI PW OFFLOAD
D444 X87000025 X850000022 X850000023 garage-a arc-2343x9 @ NO ﬁ
D447 X87000026 X850000024 X850000025 garage-a arc-2343x9 () YES ﬁ
D449 X87000027 X850000026 X850000027 garage-a arc-2343x9 @ No ﬁ

CANCEL CREATE 3 VEHICLES

Once you have confirmed all the information is correct, click Create to create the new

vehicles.
Edit Vehicle Information

1. On the Inventory page, click Vehicles.

The vehicle page displays a list of vehicles with Axon Fleet systems associated with your
Evidence.com account.

2. Find the vehicle you want to edit in the list and click on the vehicle name.
You can use the Vehicle search field to narrow the list of vehicles shown in the list.

3. On the vehicle page, click the edit icon (#") on the same line as the information you want

to change.

4. Enter the updated information and click Save and Continue (or Save and Complete).
If needed, edit the next set of information.

Once all edits are completed, you can go to any other Evidence.com page.

Bulk Assign Devices

Using the Bulk Assignment feature, you can assign multiple devices at one time.

1. Onthe menu bar, click Inventory.



SCHUER, DAVID (DS101)
‘\ EVIDENCE LIVE CASES INVENTORY REPORTS ADMIN HELP Last login 14 Aug 2018
e tsioNouT]

Device Inventory

K

Body Cameras CEWs Docks
SEARCH SEARCH SEARCH
Vehicles Interview Signal
SEARCH SEARCH SEARCH
All Devices

SEARCH

Make a Return

RMA

2. Onthe Inventory page, click Bulk Assign.

The Bulk Assign page appears.

l\ evibEnce  Lve  cases [RDICOGISAN REPORTS  ADMIN  HELP

This feature allows you to quickly assign several devices. Please start typing into the fields below and select from the options that appear.
« A maximum of ten options will display at a time. Continue typing to reduce the available options.
« If no options appear after five seconds, please check that the name or serial number is correct.
« One user can be assigned multiple devices at once.

Owner Serial No.

/ADD MORE ROWS ASSIGN DEVICES

3. Inthe first field under Owner, start typing the name of the user who you want to assign
the device to, wait for Evidence.com to show the matching users, and then click the user

you want. You can also type the user badge ID.

4. Inthe same row under Serial no., start typing the serial number of the device that you
want to assign to the owner, wait for Evidence.com to show the matching devices, and

then click the device that you want to assign.



5. For each additional device that you need to assign, repeat the previous two steps in a
new row. If you need more rows, click Add More Rows.

You can have a maximum of ten rows.

6. When you are done specifying users and the devices to assign to them, click Assign
Devices.

A notification message box appears.
7. Click OK.
Evidence.com assigns the devices to the users that you specified.

8. To verify that the devices are correctly assigned, use the All Devices page to search for
each device by serial number or assigned to and then confirm the correct assignment in
the search results.

Axon Device Manager

The Axon Device Manager app simplifies and accelerates device assignment of Axon devices,
such as Axon Body 2 cameras, Axon Flex 2 cameras, and TASER CEWSs. Axon Device Manager
runs on iOS devices and Android devices that are equipped with an NFC antenna.

With the app running, the armorer taps the iOS or Android device on the back of the Axon
device to receive the device type and serial number. The armorer then searches for and
selects an Evidence.com user, and assignment is complete. The entire process takes only
seconds per Axon device.

You can find out more about Axon Device Manager in the Axon Help Center.


https://help.axon.com/hc/en-us/categories/115000267714-Axon-Device-Manager

Reporting

Evidence.com allows administrators and those with the reporting permission to generate
reports showing Evidence.com utilization. These options can help your agency turn that data
into valuable answers to ensure your Evidence.com account is providing you with the
flexibility and utility your agency deserves.

Evidence.com reports are spreadsheets that can be opened by many spreadsheet
applications. Reports include all relevant metadata for the items included in the report.
Using the Microsoft Excel pivot table function, you can group evidence by any of the fields,
such as owner or badge ID, to get a better understanding of individual officer usage or
certain category retentions over a given period. For more information, see Example Data
Aggregation Using Microsoft Excel Pivot Tables.

The reports available are the following:

e Evidence Created — Lists all evidence on your agency's account in order of when the
data was created. It also lists all associated metadata attached to those pieces of
evidence and shows the number of days between when a piece of evidence was
recorded and when it was uploaded to Evidence.com.

e Evidence Deleted — Lists all evidence deleted, the associated metadata, and shows the
number of days between when a piece of evidence was recorded and when it was
uploaded to Evidence.com for your agency's account, in order of when the data was
deleted. This report provides better monitoring of automated deletions and help ensure
a proper retention policy is in place.

e Category Summary — Lists the current count of total files and file size in megabytes
(MB) for each category as well as the percent of files assigned to that category.

e Uncategorized Evidence — Lists users with uncategorized evidence assigned to them. A
second tab on the export lists every piece of uncategorized evidence and includes the
owner information, evidence title, date recorded, and link to the evidence.

e User Summary — Lists total files and file size in MB, broken out by owner of the
evidence. The counts are further broken out by evidence type, active, and deleted
evidence. The report also includes the user’s Last Login Date, Invited Date (This
information does not change once the user creates their Evidence.com account, even if
the user is deactivated and reactivated), and Deactivated Date (information only appears
in this report column if the user has an Inactive status in the system).

e Axon Video Summary — Lists usage metrics on Axon videos uploaded to your agency.
The first tab is a summary of Number of videos, hours, and MB uploaded. The second
tab breaks out the uploads by the specified grouping: Day, Month, or Year.



o Sharing Audit Report — Lists all user actions related to sharing evidence and cases.
Included in the report are details such as the following examples:

o Date and time of sharing event

o Who initiated the sharing event

o What was shared - evidence or a case

o How was it shared - internal or external to your Evidence.com agency
o The ID of the evidence or case shared

o The recipient of the shared evidence or case

o The permissions shared to the recipient

e Device Summary Report - List information on all the devices (body cameras and CEWSs)
belonging to your agency. The report includes the following information for each device:

o Device model, name, and serial number

o Device status

o First name, last name, and badge ID of assigned user
o Firmware version

o Lastupload date/time

o Body Camera Device Settings (Speaker volume, Vibration, Indicator Lights, and
Stealth)

o Error Status

o Device Home and Point of Contact information.

Run a Report

You can run any of the reports as needed. A report can take minutes to several hours to
generate, depending on the size of the report.

To run a report, you must be allowed the Generate Reports permission, under the Admin
Access permissions; however, this permission is dependent on being allowed Any Evidence
for the View permission, under the Evidence Management permissions.

1. Onthe menu bar, click Reports.



The Reports page lists the available report types. The Create Report section shows a
summary of the selections you make before you run the report. The Download Queue
lists the completed reports that are available for download.

SCHUER, DAVID (DS101)
Last login 24 Jul 2018

‘\ EVIDENCE LIVE CASES INVENTORY REPORTS ADMIN HELP N\
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gin
[SIGN OUT]

Select a Report Type

Create Report

Select a report type to begin.
USER SUMMARY ‘

EVIDENCE CREATED ‘

CATEGORY SUMMARY ‘

EVIDENCE DELETED | AXON VIDEO SUMMARY ‘

UNCATEGORIZED EVIDENCE ‘

SHARING AUDIT ‘

DEVICE SUMMARY ‘

Download Queue

REPORT TYPE RUN DATE START DATE END DATE FILTER STATUS

Evidence Created 19 Apr 2018 01Jan 2018 19 Apr 2018 Download

Evidence Created 12 Apr2018 01 Mar 2018 31 Mar 2018 Download

Under Select a Report Type, click the report that you want to run.
Depending on the report type, additional report options appear.

If the Select A Summary Type report options appears, do one of the following:
e Ifyou want a User Summary report for all users, click All Users.

e If you want a User Summary report for one user only, click Single User and then in
the Reassign To box, start typing the name of the user, wait for Evidence.com to
show the matching users, and then click the user you want.

If the Select a Date Range report options appear and you want to change the date range,
do one of the following:

e If you want to use a standard date range, click the link for the date range you want.

e If you want to set a custom date range, in the From and To boxes, type the dates or
click the calendar icon and choose the dates.

If the Filter report options appear, click the grouping option that you want.

Under Create Report, verify that the report configuration is what you want. If not, modify
the report options.

Click Run Report.

Under Download Queue, the report is listed, as either Running, Failed, or Download.



When the report is ready, Evidence.com sends you a notification email that includes a
download link.

8. If the report status is Download, click Download.

Downloading Reports

You can download reports either by visiting the Reports page or by the download link in a
notification email. The Reports page Download Queue lists the last 10 reports you
requested.

Download Report from Reports Page

Completed reports are available from the Download Queue section of the Reports page. If
you have permissions to run reports, you can download reports that any user has run.

1. Onthe menu bar, click Reports.
2. Under Download Queue, find the report and click Download.

Evidence.com opens or downloads the report spreadsheet file. The exact behavior
depends on the browser you use and its download settings for files.

Download Report from Email Download Link

When a report that you run is complete, Evidence.com sends you a notification email that
includes a link for downloading the report. Any user with permission to run reports can use
the download link.

1. Inareport notification email, click the download link.
A web browser opens your Evidence.com agency.

2. |Ifthe sign-in page appears, enter your Evidence.com credentials and click Sign In.

Evidence.com opens or downloads the report spreadsheet file. The exact behavior
depends on the browser you use and its download settings for files.

Example Data Aggregation Using Microsoft Excel Pivot Tables

This powerful tool allows you to group data by entry types and obtain valuable insight from
the large list of detailed entries in the reports. A simple and easy to follow tutorial is
available at http://www.excel-easy.com/data-analysis/pivot-tables.html.

Some examples of what this tool lets you discover:


http://www.excel-easy.com/data-analysis/pivot-tables.html

Ranking of officers based on usage—Group by officer last name or badge ID and sort by
the sum of size or duration.

Amount of data in each category—Sort out all deleted evidence and group by category.
Then sort this data by the sum of size or duration.

What evidence has been viewed the most—Sort view counts in descending order.



Administrator Overview

The Evidence.com Admin section is used to administer your agency's Evidence.com account.
There are four basic areas, Users, Devices, Agency Settings, and Security Settings. Each basic
area has related features for maintaining your account. The features available to you in
Evidence.com depends on the permissions granted to your role and the features that are
available to your agency.

User Administration

An administrator or a user allowed the User Administration permission generates all user
accounts in your Evidence.com agency. When you add a user to your Evidence.com agency,
Evidence.com sends an invitation to the email address of the user.

Please note the following requirements and best practices:
e Allusers in your Evidence.com agency must have unique email accounts.
e Users must have access to their email accounts.

e Each user should have a unique Evidence.com account. It is recommended that you
prohibit users from sharing an Evidence.com user account.

e Ifyou do not want to allow users to change their username, email address, or other
information, ensure that the role that you assign to users prohibits the Edit Account
Information permission.

Note: The default permissions assigned to the User role does allow the Edit Account
Information permission. For more information about permissions in pre-
configured user roles, see Appendix A: Roles and Permissions.

e Invitations to register with Evidence.com are valid for seven days. If the user fails to
register within that span of time, an administrator must re-invite them.

e In order to avoid complications later, it is recommended that you create a policy that
dictates username format.

After users have registered in Evidence.com, they can log in to Evidence.com.



User Account Statuses

An Evidence.com user account can have one of the following possible statuses.

e Active — The user can access your Evidence.com agency, as determined by the role that
you assigned to the user account. Administrators can change user account information
for Active users.

Evidence.com does not permit users who have not completed the registration process to
access your Evidence.com agency.

¢ Invited — Active users who have not completed the registration process are considered
to have a status of Active/Invited. In user search results, the status of these users is listed
as Invited.

e Password Reset — Active users whose credentials have been reset by an administrator
have a status of Active/Password Reset. In user search results, the status of these users
is listed as Password Reset.

¢ Inactive — The user cannot access your Evidence.com agency. Administrators cannot
change user account information for Inactive users; however, the audit trails of inactive
users remain available.

Administrators can create user accounts that are Inactive. This enables agencies to pre-
provision user accounts with device assignments and other settings, without
prematurely allowing the users access to their Evidence.com agency.

The following figure shows user search results that contain user accounts in each of the
possible statuses, as shown by the far right column.

USER NAME BADGE NUMBER LAST ACTIVEA INVITED DATE DEACTIVATED DATE STATUS

Hamish, MC MCH327 Admin 16 minutes ago 12 May 2015 N/A Active

Doe, John JDOOO User N/A 26 Oct 2015 N/A Invited

Brand, Bertram BB1234 Investigator 4 hours ago 13 May 2015 N/A Password Reset
Belgrave, Martin MB10O1 Armorer 2 days ago 02 Dec 2015 02 Dec 2015 Inactive

You cannot delete user accounts. This ensures that user audit trails are available for any
user account that has had access to your Evidence.com agency.

A new user account can be either Active or Inactive. Administrators can deactivate and
reactivate user accounts.



User Account Added as Active

The following figure shows the basic lifecycle of a user account that is added in the Active
state. Until the user registers, the account is in the Active/Invited state.

Active / User

Add —» — —» Active —» Deactivate —» |nactive —® Re-activate

Invited registers

T

User Account Added as Inactive

The following figure shows the progression of states from Inactive to Active when a user is

added in the Inactive state.

Active / User

. - f .
Add —» Inactive —» Re-activate —» Invited registers

Active User Account During Password Reset

—» Active

The following figure shows the progression of states between Active and Active/Password

Reset.
Active / User enters
Active —» Passwo.r d —» Password —» new password and =~ ——
T Credentials Reset security questions
Add Users

You can add users one at a time or many at a time.

A user that you add has the status that you assign: Active or Inactive.



When you add a user with an Active status, Evidence.com emails to the user an invitation to
join your Evidence.com agency. Invitations to join Evidence.com expire within 7 days. After
an invitation expires, an agency administrator can re-invite the user.

When you add a user with an /nactive status, the user does not have access to your
Evidence.com agency and does not receive notification that you created the user account.
Evidence.com allows you to assign devices to an Inactive user and add Inactive users to
groups.

Add One User

When you want to add one user to your agency, use the Add User feature.
1. On the menu bar, click Admin and then under Users, click Add User.
The Add User page appears.
2. Inthe following boxes, type the information.
e First Name (Required) — The user’s first name.
e Last Name (Required) — The user’s last name.

e Badge ID (Required) — A unique badge ID that you assign. Typically, a user's badge
number in Evidence.com should match the user’s badge in other systems such as
computer-aided dispatch (CAD) systems. This practice simplifies analysis and
reporting of data aggregated from multiple systems. It also simplifies Evidence.com
integration with your CAD system.

e Evidence Group (Optional) — Select the appropriate Evidence Group for the user.
See Evidence Groups from more information.

e Username (Required) — A unique username that you assign.
e Email Address (Required) — The unique Internet email address of the user.

e External ID (Optional) — A unique value, assigned by your organization, that
identifies the user. If you do not assign a value, Evidence.com will automatically
generate one. It is recommended that you determine a user ID strategy that best
suits your needs.

3. Inthe User Role list, select the role that you want to assign to the user.
4. Inthe Status list, click the status that you want to the user.

e Active — The user is able to register and sign in to Evidence.com immediately after
you finish adding the user.



¢ Inactive — The user is not able to register or sign in to Evidence.com.
5. Click Add.

Evidence.com adds the user. If the user status is Active, Evidence.com sends the user an
invitation email.

A notification message box appears.

6. Onthe message box, click the button for the action you want to take next.
Add Many Users

When you need to add many users to your Evidence.com agency, use the Import Users
feature. This feature lets you create many user accounts quickly. You specify details about
the new users in a file that you upload to Evidence.com.

You are limited to assigning the same user role to each user that you add from an uploaded
file; therefore, create upload files that contain only users that you want to assign to the same
user role. For example, create an upload file for users that you want to assign the Armorer
role and create a different upload file for users that you want to assign the User role.

The supported file formats are the following formats:

e Comma-separated values (CSV) file — Supported by spreadsheet applications, such as
Microsoft Excel.

e Text (TXT) file — Supported by text editors and word processors. It is recommended that
you use a text editor such as Microsoft Notepad to ensure that the file format is correct.

In either format, you specify the following information for each user:

e First name

Last name

e Email address

e BadgelD

e Username

e Status

e External ID (optional - if not provided, Evidence.com will automatically generate one)

e Evidence Group (optional - the Group ID number for the Evidence Group, listed as
the External ID on the Group page)



Note: In order to complete the registration process, users must have access to the email
addresses that you specify.

1. On the menu bar, click Admin and then under Users, click Import Users.
The Import Users page appears.

2. Download the example file for the format that you want to use.

3. Make a copy of the example file and assign it a meaningful file name.

4. Open the file in the appropriate application. For a .txt file, use a text editor. For a .csv file,
use a spreadsheet application.

The first row or line of the file contains column names. The second and third row or line
is an example.

FIRST NAME LAST NAME EMATL BADGE ID USERNAME STATUS

John Doe johnd@example.com 123456 johnd@example.com  Active

Jane Doe janed@example.com 789012 janedl@example.com Active
B C D E F

1 LAST NAME EMAIL BADGE ID USERNAME STATUS

2 Doe johnd@example.com 123456 johnd@example.com  Active

3 Doe janed@example.com 789012 janed@example.com  Active

5. Delete the second and third lines. Do not delete the first line. Evidence.com expects the
first line to contain the column names.

6. For every user that you want to add, include a line in the file that specifies values for the
user first name, last name, email address, badge ID, Username, and status. You can
include an external ID, but this value is not required.

Ensure that you separate the values in each row or line appropriately:

e Ina .txtfile, ensure that you add a tab after each value.

e Ina.csvfile, ensure that each value is in the cell beneath the applicable header.
7. Save thefile.

8. In Evidence.com, if your session has timed out, sign in again and return to the Import
Users page by clicking Admin and then, under Users, clicking Import Users.

9. Click Choose File and, in the dialog box that opens, select the file on your computer, and
then click Next.

Evidence.com displays a list of the users found in the uploaded file.



10. For each user that you want to add, select the check box to the left of the user first
name.

11. In the Role for all users list, click the user role that you want to assign to each user that
you selected and then click Next.

Evidence.com displays a confirmation page. The role to be assigned to each user is noted
near the bottom of the page.

12. Review the user information a final time and then click Next.
Evidence.com imports the users and sends each user an invitation email.
A message box displays buttons for importing more users or ending the process.

13. Click the button for the action you want to take next.

Complete the User Registration Process

In order to access your Evidence.com agency, users who have received an invitation email
must register with Evidence.com. Users must have access to the email account that the
administrator specified when adding the users to Evidence.com.

Invitations to join Evidence.com expire within 7 days. After an invitation expires, an agency
administrator can re-invite the user.

Note: Agency administrators can assign devices to their agency's Active users who have not
yet registered on Evidence.com.

1. Locate the invitation email that Evidence.com sent to the address entered by your
administrator while creating your Evidence.com user account.



Dear Dave Shoe (Badge ID: SPD6EE),

Spurbury PD has invited you to join Evidence.com, the secure digital management solution from Axon,

with the Username: dshoe.

Please click the link below and follow the instructions to register and activate your account.

https://spurbury.qa.evidence.com/?cl=UIX&pr=Register&token=C8490D614F60FBC644DDBDEF146053
6

Important: This invitation is only active for 7 days and will expire on 03/22/2017 22:12:24. To register

after the link expires, you must ask your agency administrator to re-invite you.

If you are having problems with the registration link, please copy and paste the web address below

into your web browser, click Register, and then enter your invite code:

https://spurbury.aa.evidence.com/?cl=UIX&pr=Register&partner_id=8e6b1253e6f646f3bd8295eff899¢1

ec

Your invite code is: C8490D614F60FBC644DDBDEF146053C6

Sincerely,

The Axon Team

2. Click the first link in the email.
Your default web browser opens your Evidence.com agency Registration page.

Note: Alternately, in the email, copy the invite code and then click the second link. After
the registration page opens, paste the invite code and click OK.

3. Complete the registration form.
4. Click Submit.

Evidence.com sends you a welcome email.

Re-Invite Users

Invitations to join Evidence.com expire within 7 days. After an invitation expires, an agency
administrator can re-invite the user.

1. Onthe menu bar, click Admin and then under Users, click All Users.

The All Users page lists all users in your agency. The row of buttons below the search
filters includes a Reinvite Users button.



In the Status list, click Active/Invited, and then click Search.

Evidence.com lists users whose status is Active but who have not yet completed user
registration.

For each user you want to re-invite, select the check box next to the user name.
Click Reinvite Users.
On the confirmation message box, click Yes.

Evidence.com sends the selected users a new invitation email.

Deactivate Users

You can deactivate user accounts that have a status of Active. Evidence.com does not allow a
user with a deactivated account to sign in.

When you deactivate a user account, the status of the user account is Inactive. Evidence.com

sends the user an email stating that the account is deactivated.

You can deactivate users in two ways:

Many users at once, from user-search results.

One user at a time, from a User Summary page.

Deactivate Many Users

From a user search page, you can deactivate more than one user account at a time.

1.

On the menu bar, click Admin and then under Users, click All Users.

The All Users page lists all users in your agency. The row of buttons below the search
filters includes the Deactivate Users button.

In the Status list, click Active, and then click Search.
Evidence.com lists users whose status is Active.
If you need to refine the search results more, use the search filters as needed.

For each user you want to deactivate, select the check box to the left of the user name. If
you want to deactivate all users shown in search results, select the check box at the top
left of the search results.



10.

11.

12,

Click Deactivate Users.

A dialog box for reassigning the users’ evidence and devices appears. By default, the
“Evidence Files and Devices Remain Assigned to the Current User” option is selected.

If you do not want to reassign the users’ evidence and devices, skip to step 10.

If you want to reassign the users’ evidence and devices, click Reassign the Evidence and
Devices to Another User.

In the Reassign to box, start typing the name of the user to whom you want to reassign
evidence and devices. The user must belong to the same agency as the users whom you
are deactivating.

Evidence.com shows a list of users that match what you have typed.
Click the user to whom you want to reassign evidence and devices.
Click Deactivate User.

On the notification message box stating how many user accounts you deactivated,
click OK.

Evidence.com sends a notification email to each user whose account you deactivated.

Because the User Results page does not automatically update, the user statuses
continue to show as Active.

If you want to confirm that the accounts are deactivated, search for the users again.

Deactivate One User

From the User Summary page, you can deactivate a single user.

1.

On the menu bar, click Admin and then under Users, click All Users.
The All Users page lists all users in your agency.

Search for the active user whose account you want to deactivate.

In the user search results, click the user name.

The User Summary page appears.

Click Manage User.

The User Information page appears.



5. Click Deactivate User.

A dialog box for reassigning the user’s evidence and devices appears. By default, the
“Evidence Files and Devices Remain Assigned to the Current User” option is selected.

6. Ifyou do not want to reassign the user's evidence and devices, skip to step 10.

7. If you want to reassign the user's evidence and devices, click Reassign the Evidence and
Devices to Another User.

8. Inthe Reassign to box, start typing the name of the user to whom you want to reassign
evidence and devices. The user must belong to the same agency as the user whom you
are deactivating.

Evidence.com shows a list of users that match what you have typed.
9. Click the user to whom you want to reassign evidence and devices.
10. Click Deactivate User.

11. On the notification message box states that the user account has been deactivated,
click OK.

Account details for the deactivated user appear.

Evidence.com sends a notification email to the user whose account you deactivated.

Reactivate Users

Agency administrators can reactivate previously deactivated users.
You can reactivate user accounts that have a status of Inactive.
1. Onthe menu bar, click Admin and then under Users, click All Users.
2. Inthe Status list, click Deactivated, and then click Search.
Evidence.com lists users whose status is Inactive.
3. Ifyou need to refine the search results more, use the search filters as needed.

4. For each user you want to reactivate, select the check box to the left of the user name. If
you want to reactivate all users shown in search results, select the check box at the top
left of the search results.



Click Reactivate Users.

Note: You can reactivate a single user by clicking Deactivated under Status in the user’s
row.

On the confirmation message box, click OK.
On the notification message box, click OK.
Evidence.com sends each user an email stating that the user’s account active again.

Because the User Results page does not automatically update, the user statuses
continue to show as Deactivated.

If you want to confirm that the accounts are active, search for the users again.

Unlock a User Account

When a user attempts and fails to sign in to Evidence.com more times than are allowed by
the agency's security settings, the user is locked out of Evidence.com and receives the
message, “Too many failed login attempts. Account temporarily suspended.”

You can unlock user accounts that are locked.

1.

On the menu bar, click Admin and then under Users, click All Users.
The All Users page lists all users in your agency.

Search for the user whose account you want to unlock.

User search results do not show whether an account is locked.

In the user search results, click the user name.

The User Summary page appears.

Click Manage User.

If the account is locked, the Unlock Account button is available.

Click Unlock Account.

On the confirmation message box, click OK.

The user account is unlocked, the page refreshes, and the Unlock Account button is not
available.



Reset Passwords and Security Questions

When you reset a user’'s password and security questions, Evidence.com sends the user an
email with information about the change and a temporary password that allows the user to
sign in, change the password, and specify new security questions.

Reset Password and Security Questions from a User Details Page

You can reset the password and security questions of a single user from the User Details
page.

1.

On the menu bar, click Admin and then under Users, click All Users.

The All Users page lists all users in your agency.

Search for the user whose password and security questions you want to reset.
In the user search results, click the user name.

The User Summary page appears.

Click Manage User.

The User Details page appears.

Click Reset Credentials.

On the confirmation message box, click Continue.

On the notification message box, click OK.

Evidence.com sends the user an email that explains that the user’s password has been
reset and provides instructions for creating a new password and security questions.

Reset Passwords and Security Questions for Users from User Search Results

From the results of a user search, you can reset the password of more than one user
accounts at a time.

1.

2.

On the menu bar, click Admin and then under Users, click All Users.
The All Users page lists all users in your agency.

Search for users and refine the search until the search results includes users whose
passwords and security questions you want to reset.



For each user whose password you want to reset, select the check box to the left of the
user name. If you want to reset passwords for all users shown in search results, select
the check box at the top left of the search results.

Click Reset Password.
On the confirmation message box, click OK.
On the notification message box, click OK.

Evidence.com sends each user an email that explains that the user's password has been
reset and provides instructions for creating a new password and security questions.

Send a Message to a User

You can send a message to an active user.

1.

On the menu bar, click Admin and then under Users, click All Users.
The All Users page lists all users in your agency.

Search for the active user.

In the user search results, click the user name.

The User Summary page appears. The Send Message button is below the basic user
information.

Click Send Message.
The Compose Message page appears.

In the Subject and Message boxes, type the subject and your message, and then click
Send.

Evidence.com sends the message to the user you specified.

Change a Username

Administrators can change the username of a user account, if the user account status is
Active.

1.

On the menu bar, click Admin and then under Users, click All Users.

The All Users page lists all users in your agency.



2. Search for the user whose username you want to change.
3. Inthe user search results, click the user name.
The User Summary page appears.
4. Click Manage User.
5. Under Account Details, in the Username box, change the username, as needed.
6. Click Save.
Evidence.com sends the user an email, notifying them of the change.

All changes are tracked in the user audit trail.

Edit Other User Account Information

From the User Details page, administrators can update basic user information such as
username, first name, last name, badge ID, email address, external ID, and user role.

1. Onthe menu bar, click Admin and then under Users, click All Users.
The All Users page lists all users in your agency.

2. Search for the user whose details you want to edit.

3. Inthe user search results, click the user name.
The User Summary page appears.

4. Click Manage User.
The User Details page includes an Account Details area.

5. Update the Account Details section as needed and then click Save.

6. On the confirmation message box, click OK.

User Audit Trail

A user audit trail shows many of the activities taken by the user in addition to changes to the
user account. User audit trails are available in two formats:

e PDF format — Well suited for use in court.



e Comma-separated values (CSV) format — Supported by spreadsheet applications such
as Microsoft Excel and helpful for simplifying reporting and integration with other
systems.

Evidence-related user actions that appear in user audit trails include the following:
e View evidence

e Watch video evidence

e Initiate evidence deletion

e Restore deleted evidence

e Upload evidence

e Add or edit evidence title

e Add or edit evidence ID

e Add or edit categories assigned to evidence

e Add or edit evidence location

e Edit evidence recorded date and time

e Flag or un-flag evidence

e Share evidence internally (with users in your Evidence.com agency)
e Share evidence externally (with users outside your Evidence.com agency)
e Add or edit evidence tags

e Add or edit evidence description

e Add, edit, or remove evidence notes

e Reassign evidence

e Add evidence to a case

e Add a marker

e Download a marker

e Add avideo clip

¢ Add video redaction

Case-related user actions that appear in user audit trails include the following:



Create case

Viewed case

Add evidence to a case

Remove evidence from a case

Share case by download link

Share case with partner agency

Share case with user in your agency (add member to case)
Download case

Add or remove folder

Add or edit categories assigned to case
Edit case title

Add or edit case description

Add, edit, or delete case notes

Add or remove case tags



Get a User Audit Trail

On the menu bar, click Admin and then under Users, click All Users.
Search for the user whose audit trail you want to view.

In the user search results, click the user name.

The User Summary page appears.

Click View Audit Trail.

A dialog box provides options for the date range and file type.

Under Select Date Range, do one of the following:

e If you want to view the whole audit trail, select View entire audit trail.

e If you want to view a portion of the audit trail, select View portion of audit trail,
either specify a date in either or both the From or To boxes or click a shortcut for a
date range, such as Yesterday.

Under Select File Type, click the file type that you want.
Evidence.com downloads the user audit trail in the format you selected.

Save or view the audit trail file, as needed.

Expire All Passwords

An administrator can force agency-wide password resets.

1.

On the menu bar, click Admin and then under Security Settings, click Password
Configuration.

Under Force Password Expiration for All Users, click Expire All Passwords.
On the confirmation dialog box, click Continue.

The next time each user signs in to your agency, Evidence.com requires that they change
passwords.



Groups Administration

The Groups feature can be used to leverage the access control workflow to grant access to
group members. This can reduce the number of individual users that have to be added to or
removed from an evidence Access List. Additionally, if individual group members are added
to or removed from the Group, those individuals will gain or lose access to existing Group
evidence without having to take any other action.

Groups can also provide additional control of what evidence can be viewed by users. For
example, with groups, you can grant unit leaders the ability to view the evidence of their
team members only.

The Groups feature complements the Roles and Permissions feature. Unit leaders no longer
must be granted permission to view all evidence of your agency, and you should remove this
permission from leaders when you implement the Groups feature.

This section describes the Groups feature, the use of groups for evidence monitoring, and
the group-related tasks that you can perform.

Groups and Membership

Each group that you create has a name, one or more members, and an access setting. Group
members can be users, groups, or a mix of users and groups. Users and groups can be
members of more than one group. There are no default groups.

The following figure shows two groups that each have three users. The user in the middle is
a member of both groups.




The following figure shows two groups that each have three users. Group 2 is made up of
one user, that is shared with group 1, and another group.

1 2

Managing Group Access

You can set group access so it is able to be added evidence access list inside your agency
and to be added to access lists at partner agencies.

There are three Manage Access Settings for a Group:
¢ No access: The Group cannot be added to any access lists.

¢ Inside my agency access: The Group can be added to evidence access lists inside
your agency, but partner agencies will not see the Group in their access lists.

e Partner agency access: The Group can be added to access lists inside your agency
and at partner agencies.

When a partner agency grants access to evidence, they can add any groups that have
partner agency access. All members and monitors of the group receive a message notifying
them that they have been granted access to the evidence.

For more information, see the Receiving Shared Cases from Partner Agencies section.

A group that is monitoring a group that receives a shared case from a partner agency can
view the evidence of the shared case.



Monitoring Evidence with Groups

You can use the Groups feature to control whose evidence a user can view. For each group,
you can specify users and other groups that can view the evidence owned by group
members.

In order to take advantage of this capability, your group organization strategy should
include:

e Groups of users whose evidence needs to be monitored, such as unit members.
e Groups of users who need to monitor evidence, such as unit leaders.

In the following figure, the group 3, 4, and 5 monitors are granted access to evidence owned
by users in their respective groups. Additionally, users in group 1 are granted access to
evidence owned by users in groups 3 and 4, but not group 5.

Note: In the preceding example, users who do not monitor group 5 evidence but who are
allowed the User Search permission can see group 5 evidence listed in evidence
search results but cannot view the evidence without first requesting access.

For users who must both monitor evidence and have their evidence monitored, add the
users to groups being monitored and to groups who are monitoring. For example, in the
preceding figure, users who are members of groups 1 and 3 can:

e Monitor the evidence of users in groups 3 and 4

e Have their evidence monitored by other users in group 1.



More than one group can monitor the evidence of another group. In the following figure,
groups 1 and 2 have permission to monitor the evidence of group 4.

Group States

A group can be in one of two states:

e Active — From the moment you create a group and until you delete it, its state is Active.
All group-related features are available for active groups.

o Deleted — When you no longer need a group, you can change its state to Deleted. The
only feature available for a deleted group is the ability to view the audit trail of the

group.

Permissions and Groups

To benefit from the Groups feature, you should review the assignment of a key permission:
whether users are permitted to view all evidence or only their own.

When you implement group-based evidence monitoring, users need the permission to view
their own evidence only. When you add a user to a monitoring group, the Groups feature
enables the user to view the evidence of all members in the groups being monitored.

If you previously allowed leaders to view all evidence in order to enable them to view the
evidence of their subordinates, when you implement the Groups feature, you should change
the permissions of leaders to view their own evidence only and rely on the Groups feature to
enable appropriate access to evidence.



Additionally, the Groups feature has no effect on whether evidence search results show a
user evidence that the user does not have permission to view. If a user is allowed the User
Search permission, evidence search results list evidence that the user does not have
permission to view, but from search results, the user can request access to the evidence.

Evidence.com also provides permissions for the following actions:

Creating, updating, and deleting groups.

Viewing group audit trails.

Implementing Groups

The following steps provide a guideline for implementing the Groups feature at your agency.
Where additional detail is available in other locations in this guide, cross-references are
provided.

1.

Decide upon a strategy for using the Groups feature. Your agency can determine the
best way to use groups for controlling access to evidence and for monitoring the
evidence-related activities of group members.

If your agency needs to keep its Evidence.com group configurations in sync with groups
in other applications, such as with an on-premises Microsoft Active Directory
implementation, review the information in Import Groups, Members, and Monitors.

Update roles and permissions as needed to ensure that users have only the permissions
that their responsibilities require.

e Users who are enabled by the Groups feature to monitor evidence should be
allowed the Only Their Own setting for the Evidence View permission.

e Users whose evidence search results should not list evidence that they do not have
permission to view should be prohibited the User Search permission.

e Users who create, update, and delete groups must be allowed the Create/Edit Group
permission.

e Users who import groups, members, and monitors must be allowed the Configure
Agency Security Settings permission.

e Users who view group audit trails must be allowed the Group Audit Trail PDF
permission.

For detailed steps, see Update Roles and Permissions.




3. Following your group strategy, create groups and assign members and monitors to the
groups.

e For information about creating many groups, see Import Groups, Members, and

Monitors.
e For information about creating one group at a time, see Create a Group.

4. Use the Group Profile page to view evidence uploaded by group members. For detailed
steps, see View All Evidence.

5. Asneeded, add and remove users from groups or update other group settings. For
detailed steps, see Edit Group Members, Monitors, and Other Settings.

6. As needed, view the audit trail of groups. For detailed steps, see View Group Audit Trail.

7. When a group is no longer needed, delete the group. For detailed steps, see Delete
Group.

8. Continue creating, using, managing, and deleting groups as needed.

Update Roles and Permissions

Administrators or users with permission to edit agency settings can update roles and
permissions so that your agency can use the Groups feature to control access to evidence.

User Permissions

Users who monitor the evidence of other users need permission to view only their own
evidence. On the Configure Role page, under Evidence Management, the View permission
includes the “Only Their Own" option.

Note: |If License Tiers are enforced or in preview mode for your agency, Group Monitors
must be assigned to a Pro Tier role.

Users whose evidence search results should not list evidence that they do not have
permission to view should be prohibited the User Search permission. On the Configure Role
page, under Search Access, the User Search permission includes the Prohibited option.

When you implement the Groups feature, you can rely on the ability of monitoring groups to
view the evidence uploaded by members of the groups that they monitor.

For more information about editing permissions in a role, see Edit a Role.



Group Management and Audit Permissions

Users whose responsibilities include creating, updating, and deleting groups must be
allowed permission to create and edit groups. On the Configure Role page, under User
Account, the Create/Edit Group permission includes the Allowed option.

Users whose responsibilities include importing groups, members, and monitors must be
allowed permission to change agency security settings. On the Configure Role page, under
Admin Access, the Configure Agency Security Settings permission includes the Allowed
option.

Users whose responsibilities include viewing group audit trails must be allowed permission
to view the audit trails. On the Configure Role page, under User Account, the Group Audit
Trail PDF permission includes the Allowed option.

For more information about editing permissions in a role, see Edit a Role.

Create a Group

Users with permission to create a group can do so as needed.

At a minimum, when you create a group, you specify the group title. You can also add users
and other groups as members, specify evidence-monitoring permissions, and specify
whether the group can receive shared evidence from partner agencies.

1. Onthe menu bar, click Admin and then under Users, click Create Group. The Create
Group page appears.
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owned by group members.
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2.

5.

Name the Group and set the Manage Access Setting

The group title must be at least three characters long and can be a maximum of 128
characters long.

There are three Manage Access Settings for a Group:
¢ No access: The Group cannot be added to any access lists.

+ Inside my agency access: The Group can be added to evidence access lists inside
your agency, but partner agencies will not see the Group in their access lists.

e Partner agency access: The Group can be added to access lists inside your agency
and at partner agencies.

Note that for any Manage Access Setting, Group Monitors can view evidence owned by
Group Members.

Click Create.

For each user or group that you want to add as a group member, in the Add Members
box, start typing the name of the user or group, wait for Evidence.com to show the list of
matching users or groups, click the user or group that you want, and then click Add.

When all group members have been added, click Next.
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Add Monitoring Relationships (optional). The final step when creating a group is adding
monitoring relationships for the group. A Group's monitoring relationship is
independent of the Group's Manage Access Settings.



Note: |If License Tiers are enforced or in preview mode for your agency, Group
Monitors must be assigned to a Pro Tier role.

There are two types of monitoring relationships:

¢ Monitors of this Group: This sets the users and groups that can access evidence
owned by members of this group.

¢ This Group can Monitor: This allows group members to access evidence owned by
members of the specified groups. In other words, you are effectively assigning all
Group Members as Monitors of the specified Groups.

If you do not want to add any monitoring relationships, got to step 6.

Otherwise, once you have decided which type of Monitoring Relationship to use, click the
appropriate text box and start typing the name of the user or group, wait for
Evidence.com to show the list of matching users or groups, click the user or group that
you want, and then click Add.
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MONITORING RELATIONSHIPS

MONITORS OF THIS GROUP:

Add users or groups that can access evidence owned by members of 12th Precinct - Detectives.

THIS GROUP CAN MONITOR:

Add groups whose owned evidence 12th Precinct - Detectives members can access.

6. When all monitoring relationships have been added, click Done.

The Group Profile page shows the members and monitors of the group.



Import Groups, Members, and Monitors

Administrators and users allowed the Configure Agency Security Settings permission have a
swift and scalable way to manage Evidence.com groups. The Import Groups feature lets you
use comma-separated value (CSV) files to create groups and to define group members and
monitors. The Import Groups feature is available on the Admin Portal page.

Import Groups provides separate processes for defining groups and for configuring group
members and monitors. A different CSV file is required for each process. For more
information about the CSV files, see Import Groups and Define Members and Monitors.

Strategies for Importing Groups, Members, and Monitors

It is recommended that you consider how your organization can best make use of the
Import Groups feature.

Setup by Import, Maintain by Import

The primary use for the Import Groups feature is to enable agencies to keep their
Evidence.com group configurations in sync with groups in other applications, such as with an
on-premises Microsoft Active Directory implementation.

With this strategy, it is recommended that your groups CSV file and members-and-monitors
CSV file reflect the complete configuration of all groups and their members and monitors. It
is also recommended that you ensure that the CSV files are backed up reliably.

Setup by Import, Maintain Manually

If you have no need to synchronize group configuration with an external source, consider
using the Import Groups feature when you are setting up groups for the first time. Rather
than creating groups one at a time, you can define the groups and their members and
monitors using CSV files, and then import the files.

After importing groups and defining members and monitors, you can review your group
configuration in Evidence.com and update it as needed. If a large number of changes are
needed, it is likely more efficient to update the CSV files and reimport them.

When you are satisfied with your initial group configuration, you can begin maintaining
groups individually, as described in Edit Group Members, Monitors, and Other Settings.



Empty Groups

You cannot use the Define Members and Monitors feature to empty an existing group of all
members and monitors. It is recommended that you delete a group rather than trying to
maintain an empty group. You can always create the group again later, when it is needed.

Import Groups

The CSV file for importing groups must contain a header row and must have three columns.
A sample ImportGroups.csv file is available on the Import Groups page. The following table
describes the required values in the CSV file for importing groups:

Column

Header Value

Value

A

EXTERNAL_ID

External group ID — A unique value that identifies the group.
This ID should be persistent and unchanging for the life of the
group. The ID is assigned by your organization. It is
recommended that you determine a group ID strategy that
best suits your needs.

If you are manually synchronizing the groups in your
Evidence.com agency with groups in another application, you
may want to use an ID value provided by the other
application, such as a GUID.

To find the external group ID for an existing group, view the
Group Profile page for the group.

You can also simply assign a descriptive name.
Valid external group IDs can be up to 255 characters.

NAME

Group title — A meaningful name for the group. Because
EXTERNAL_ID value provides the persistent identifier for the
group, you can change the NAME value as needed.

Valid group titles can be up to 128 characters.

SHARE_ACCESS

Sets the access levels for the group and corresponds to the
Manage Access Settings. Valid values are the following three
words:

e FORBIDDEN: The Group cannot be added to any access
lists. This corresponds to the No access setting.

e INTERNAL: The Group can be added to evidence access lists
inside your agency, but partner agencies will not see the
Group in their access lists. This corresponds to the Inside
my agency access setting.

e ANY: The Group can be added to access lists inside your
agency, and partner agencies will see and can add the
Group in their access lists. This corresponds to the Partner
agency access setting.

Note: Older versions of the Import Groups csv with the VISIBLE_TO_FEDERATED column will
be accepted for upload, but the values imported will be converted to the new
SHARE_ACCESS setting as follows:




VISIBLE_TO_FEDERATED = TRUE is converted to SHARE_ACCESS = ANY
VISIBLE_TO_FEDERATED = FALSE is converted to SHARE_ACCESS = FORBIDDEN

For more information about valid CSV formatting, see https://tools.ietf.org/html/rfc4180

1. If you have already prepared your groups CSV file, skip to step 9.
2. Onthe menu bar, click Admin and then, under Users, click Import Groups.

3. Under Import Groups, click ImportGroups.csv and save it to your computer.

IMPORT GROUPS

This eption will build the framework of groups for your agency as specified by the .csv file you upload. This will not assign users to be members of any of the groups that
get created. Accepted file type is comma separated value {csv)

Need an example?
mportGroups.csv [7]
¥ DO NOT MAKE CHANGES TO ANY GROUPS THAT CURRENTLY EXIST.

GRCUPS FILE: | Choose File |No file chosen

SUBMIT

4. Make a copy of the ImportGroups.csv file and assign it a meaningful file name.

This new file is your groups CSV file.

5. Open the file in a spreadsheet application, such as Microsoft Excel.

A B C
1 |EXTERNAL_ID NAME SHARE_ACCESS
2 |EXT_1 IMPORT GROUP 1 FORBIDDEN
3 |EXT_2 IMPORT GROUP 2 INTERNAL
4 |EXT_3 IMPORT GROUP 3 ANY

6. Delete the second, third, and fourth rows. Do not delete the first row. Evidence.com
expects the first row to contain the column names.

7. For every group that you want to add, include a row in the file that specifies values for
the group, as described in the preceding table. Ensure that each value is in the cell
beneath the applicable header.

8. Save your groups CSV file.

9. In Evidence.com, if your session has timed out, sign in again and return to the Import
Groups page by clicking Admin and then, under Users, clicking Import Groups.

10. If you want to completely replace all groups currently in your agency with the groups in
your groups CSV file, click to clear the Do Not Make Changes To Any Groups That
Currently Exist check box.


https://tools.ietf.org/html/rfc4180

11.

12,

13.

14.

15.

Note: Itis recommended that you use the Do Not Make Changes To Any Groups That
Currently Exist check box with caution. If you clear the check box and import a
CSV file, only the groups in the CSV file exist after the import. Any other groups
that previously existed in your agency are deleted.

If you want to add the groups in the CSV file without affecting any existing groups, select
the Do Not Make Changes To Any Groups That Currently Exist check box.

By default, the Do Not Make Changes To Any Groups That Currently Exist check box is
selected.

Next to Groups File, click Choose File and, in the dialog box that opens, select the
groups CSV file on your computer, and then click Next.

Evidence.com displays a list actions taken based on the groups found in the uploaded
file. This includes information about errors that Evidence.com detected and about the
deletion of previously existing groups that were not defined in the groups CSV file.

Review the list of actions taken.

If you need to correct errors, update the groups CSV file as needed, click Import More
Groups, Members, and Monitors, and repeat this procedure.

Click Finished.

The All Groups page appears.

Define Members and Monitors

You can import definitions for group members and monitors. You define the members and

monitors in a CSV file.

Note: If License Tiers are enforced or in preview mode for your agency, Group Monitors

must be assigned to a Pro Tier role.

Each row in the members-and-monitors CSV file defines a single member or monitor for a

single group. For example, if you wanted to add a user as both a member and a monitor to a

group, the CSV file would include two rows: one row for adding the user as a member and a

second row for adding the user as a monitor.

Note: Only the groups referenced in column A of the members-and-monitors CSV file are

affected when you define members and monitors. For example, if groups 1 and 2
each have several members assigned and then you import a members-and-monitors
CSV file that only includes rows that define members and monitors for group 1,
Evidence.com takes no action on group 2.



The members-and-monitors CSV file must contain a header row and must have four
columns. A sample ImportMembersAndMonitors.csv file is available on the Import Groups
page. The following table describes the required values in the CSV file for defining members

and monitors:

Column | Header Value Value
A EXTERNAL_ID External group ID — The ID of the group to which the member or
monitor is added.

This ID must match the external group ID used to create the

group. For more information, see Import Groups.

If you specify an external group ID that does not correspond to an

existing group in your agency, Evidence.com does not create the

member or monitor and an error message appears in the list of
actions taken.

Valid external group IDs can be up to 255 characters.

B MEMBERSHIP_TYPE Member or monitor — Whether the row in the CSV file defines a
member or a monitor.

Valid values are the following two words:

e MEMBER

¢ MONITOR

The valid values are case insensitive.

C ENTITY_TYPE User or group — Whether the member or monitor is a user or a
group.

Valid values are the following two words:

e USER

e GROUP

The valid values are case insensitive.

D ENTITY_ID |dentifier of the member or monitor.

e |f the member or monitor is a group, this value is the external
group ID, which must match the external group ID used to
create the group.

e |f the member or monitor is a user, this value must be the
email address configured in the user account in your
Evidence.com agency.

For more information about valid CSV formatting, see https://tools.ietf.org/html/rfc4180

1. If you have already prepared your members-and-monitors CSV file, skip to step 9.

2. On the menu bar, click Admin and then, under Users, click Import Groups.



https://tools.ietf.org/html/rfc4180

3. Under Define Members and Monitors, click ImportMembersAndMonitors.csv and

save it to your computer.

DEFINE MEMBERS AND MONITORS

This option will overwrite any group memberships currently in use by your agency on Evidence.com, and replace them with the memberships specified in the .csv file
Accepted file type is comma separated value (.csv)

Need an example?
mportMembersAndMonitors csv 7]
¥/ DO NOT REMOVE CROUP MEMBERS OR MONITORS THAT CURRENTLY EXIST.

MEMBERS AND MONITCRS FILE: | Choose File |No file chosen

SUBMIT

4. Make a copy of the ImportMembersAndMonitors.csv file and assign it a meaningful file

name.
The new file is your members-and-monitors CSV file.

5. Open the file in a spreadsheet application, such as Microsoft Excel.

A B C D
1 EXTERNAL_ID MEMBERSHIP_TYPE ENTITY_TYPE ENTITY_ID
2 EXT_1 member user user@evidence.com
3 EXT_1 monitor user user2@evidence.com
4 EXT_2 member group EXT_3
5 EXT_3 monitor group EXT_2

6. Delete the second, third, fourth, and fifth rows. Do not delete the first row. Evidence.com
expects the first row to contain the column names.

7. For every member or monitor that you want to add to a group, include a row in the CSV
file that specifies values for the member or monitor, as described in the preceding table.
Ensure that each value is in the cell beneath the applicable header.

8. Save the file.

9. In Evidence.com, if your session has timed out, sign in again and return to the Import
Groups page by clicking Admin and then, under Users, clicking Import Groups.

10. If you want to completely replace all members and monitors in the groups referenced in
column A of the members-and-monitors CSV file, click to clear the Do Not Remove
Group Members Or Monitors That Currently Exist check box.

Note: Itis recommended that you use the Do Not Remove Group Members Or
Monitors That Currently Exist check box with caution. If you clear the check box
and import a CSV file, then in the groups referenced in column A of the CSV file,
only the members and monitors defined in the CSV file exist after the import.
Any other members and monitors that previously existed those groups are
removed. Groups not referenced in column A of the CSV file are unaffected.



11.

12,

13.

14,

15.

If you want to add the members and monitors in the CSV file without affecting any
existing members and monitors, select the Do Not Remove Group Members Or
Monitors That Currently Exist check box.

By default, the Do Not Remove Group Members Or Monitors That Currently Exist check
box is selected.

Next to Members and Monitors File, click Choose File and, in the dialog box that
opens, select the CSV file on your computer, and then click Next.

Evidence.com displays a list actions taken based on the members and monitors found in
the uploaded file. This includes information about errors that Evidence.com detected.

Review the list of actions taken.

If you need to correct errors, update the CSV file as needed, click Import More Groups,
Members, and Monitors, and repeat this procedure.

Click Finished.

The All Groups page appears.

Search and View Groups

As with the management of evidence, cases, devices, and users, Evidence.com provides a
search feature to help you find groups that you need to work with.

For each group in search results, you can access a Group Profile page, which shows the
group title and number of members. The external ID appears below the group title. For
groups created by the Create Group page in Evidence.com, the external ID is a hyphenated
hexadecimal number automatically assigned by Evidence.com. For groups created by an
external source, such as imported CSV file, the Evidence.com Partner API, or automatic
provisioning with Microsoft Azure Active Directory, the external ID is the value assigned by
external source.



The page also provides access to the group monitor list, the group audit trail, a list of all
evidence owned by members of the group, and whether the group can receive evidence
shared by a partner agency.

McKinley Squad Monitoring
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Users with permission to perform user searches can access the Group Search feature on the
Users menu.
1. Onthe menu bar, click Admin and then under Users, click All Groups.

The All Groups page shows the search filters and the default search results.

2. If you want more specific results, set the group search options and click Search.

Note: The Member and Monitor search options support filtering by users only. You cannot
filter by groups who are members or monitors.

The search results appear below the search form. Deleted groups appear in search
results so that you can access their audit trails.

3. Ifyou want to sort the results, click the column that you want to sort by. You can sort by
group title, status, date last modified, and whether groups can receive cases shared by
partner agencies.

4. If you want to improve the search results, update the search options as needed, and click
Search again.

5. If you want to view details about a group, click the group title.

The Group Profile page appears.

Dashboard List for Monitors

If a user is a monitor of one or more groups, the Groups | Monitor section appears on the
user's Dashboard. This area lists the groups in which the user is a monitor. For each group in
the list is link to the applicable Group Profile page. For more information, see Dashboard.



My Profile Page for Members and Monitors

A user’s account profile page may include group-related lists.

e Groups | Monitor — Appears if the user has evidence-monitoring permission for a group.
e Groups | Am Member Of — Appears if the user is a member of any group.

The user can access the profile page for a group by clicking the group title.

For more information about the user account page, see Update Your Basic Account
Information.

User Accounts of Members and Monitors

Administrators and others who are allowed the User Administration permission can see a
“Groups | Monitor” list on the profile page of any user who has evidence-monitoring
permission for a group. For more information about accessing a user detail page, see Edit
Other User Account Information.

Edit Group Members, Monitors, and Other Settings

Users with permission to edit a group can make changes to all settings associated with a
group.

Note: |If License Tiers are enforced or in preview mode for your agency, Group Monitors
must be assigned to a Pro Tier role.

1. Inyour Evidence.com agency, search for the group for which you need to make changes.
2. Inthe group search results, click the group title.
The profile page for the group that you clicked appears.

3. Edit the group as needed. For detailed steps, refer to the following table.

Task Steps

Change the group name | 1 14 the right of the group name, click #° (edit).

2. Typethe new name.
3. Click Save.




Task Steps

Add a user or group to 1. As needed, click to expand the panel you need to open -
any of the following: Members or Monitors.
e Members 2. Click in the box that you need: Add Member, Monitors of this

e Monitors of this Group, or This Group Can Monitor.

group 3. Start typing the name of the user.
) 4. Wait for Evidence.com to show the list of matching users.

e Who this group can .

monitor 5. Click the user you want to add.

6. Click Add.

Delete a user or group 1. As needed, click to expand the panel you need to open -
from any of the Members or Monitors.
following lists: 2. Inthe list that you need to edit, find the user or group.
* Members 3. To the left of the user or group name, under Actions, click X.
e Monitors of this

group
e Who this group can

monitor
Change the group 1. To the right of Access Settings, click #" (edit).

Manage Access Setting . .
2. Select the appropriate Manage Access Setting for the group.

3. Click Save.

Copy the external ID of | The external ID appears below the group title. To copy it, click the
the group icon to the right of the external ID.

View All Evidence

Users who have evidence-monitoring permission for a group can view a list of all the
evidence uploaded by group members or shared with the group by a partner agency.
Administrators can also view all evidence owned by group members.

1. Inyour Evidence.com agency, search for the group for which you need to view evidence.
For more information, see Search and View Groups.

2. Inthe group search results, click the group title.
The Group Profile page appears.
3. Click View All Evidence.

The All Evidence page lists all evidence uploaded by members of the group or shared
with the group by a partner agency.

4. If you want to view evidence, click the evidence title.

Evidence.com displays detailed information about the evidence.



5.

If you want access to another member’s evidence, click Request Access for the evidence.

Evidence.com sends you a notification email when the member has granted you access
to the evidence.

View Group Audit Trail

Users who have permission to view group audit trails can do so from the Group Profile page
of any group. For deleted groups, viewing the audit trail is the only available action.

To perform this task, you must be allowed the Group Audit Trail PDF permission.

1.

In your Evidence.com agency, search for the group for which you need to view the audit
trail. For more information, see Search and View Groups.

In the group search results, click the group title.
The Group Profile page appears.
Click View Audit Trail.

A dialog box provides options for viewing the entire audit trail or a portion of the audit
trail.

If you want to view the whole audit trail, under View entire audit trail, click Submit.

If you want to view a portion of the audit trail, under View portion of audit trail, specify
a date in either or both the From or To boxes and click Submit.

Evidence.com opens or downloads a PDF for the agency audit trail. The exact behavior
depends on the browser you use and its download settings for PDF files.

Save or view the audit trail PDF as needed.

Delete Group

Users who have permission to edit groups can change the status of an active group to
Deleted. When you delete a group, the access of monitors to evidence uploaded by
members of the group is revoked.

Note: Deleted groups cannot be re-activated.

The audit trail for a deleted group remains available for users who have permission to view

group audit trails.



Delete Group from Group Search Results

1. Inyour Evidence.com agency, search for the group you want to delete.

2. Inthe group search results, to the left of the group title, click M (delete).
3. On the confirmation message box, click Delete.
Evidence.com changes the state of the group to Deleted.

If the group search results include only groups that are Active, Evidence.com removes
from the results the group that you deleted.

Delete Group from Group Profile Page
1. Inyour Evidence.com agency, search for the group you want to delete.
2. Inthe group search results, click the group title.
The Group Profile page appears.
3. Click Delete Group.
4. On the confirmation message box, click OK.
Evidence.com changes the state of the group to Deleted.

The Edit Group Profile page updates and the only action available is View Audit Trail.

Evidence Groups

Evidence Groups build on-top of the existing Group feature in Axon Evidence.com to enable
agencies to automatically assign evidence ownership to a Group and automate evidence
access based on group membership. While users can be members/monitors of multiple
groups at one time, each user and each piece of evidence can only be assigned to one
Evidence Group at one time.

Evidence Groups are not a new resource in Axon Evidence.com. Every existing Group can
use the Evidence Group functionality. Each piece of evidence will still have a Recorded By
attribute, which must be populated with a User, but will now also have an associated
Evidence Group attribute.

The primary difference between a Group and an Evidence Group is how they enable access
to evidence. Group Monitors can access all evidence owned by Group Members, as long as



the user that recorded the evidence is still a member of the group. Evidence Groups allows
evidence to be assigned to the group and for users with the appropriate permissions to be
able to access that evidence. This ensures users with the appropriate permissions can
always access all evidence assigned to their groups; even if the user that recorded the
evidence is no longer a member of the group.

Using Evidence Groups

When planning to use Evidence Groups, an agency should follow the same guidelines and
considerations as when implementing other Groups with the following additions:

e Review policies and requirements for evidence access for your agency's groups.

e Review your roles and permissions to determine if any changes are needed to the
Evidence Management permissions. Create or update the roles and permissions as
needed and then assign users to the appropriate roles.

e Assign users to Evidence Groups as needed. Every user can optionally have one
Group assigned as their Evidence Group. All evidence recorded by the user is
automatically assigned to the user's Evidence Group upon ingestion into Axon
Evidence.com.

e Evidence can be manually assigned to an Evidence Group, but Axon recommends
that agencies using Evidence Groups assign users that can upload evidence to an
Evidence Group to automate evidence assignment and access.

Example Evidence Group Setup and Scenarios
This section provides an example setup and use of Evidence Group functionality.
Example Role Permissions

In this example, the agency has set up three Roles - Patrol Officer, Detective, and Supervisor.
For the example, we are interested in the Evidence Management permissions for the Roles.

Role Name: Patrol Officer
e Evidence Management - View and Edit permissions = Only their own
Role Name: Detective

e Evidence Management - View and Edit permissions = Their groups’ & their own



Role Name: Supervisor
e Evidence Management - View and Edit permissions = Their groups’ & their own

e Evidence Management - Edit Evidence Group permission = Their groups’ & their own

Example User Role and Evidence Group Assignments

In this example there are three users, and each is assigned to a different Role and Evidence
Group.

e User 1: Role = Patrol Officer and Evidence Group = 5th Precinct Patrol
e User 2: Role = Detective and Evidence Group = Homicide Investigations
e User 3: Role = Supervisor and this user is not assigned to an Evidence Group.
Example Group Membership
In this example, there are two groups with the following membership:
Group: 5th Precinct Patrol
Members: User 3
Group: Homicide Investigations
Members: User 2 and User 3
Evidence Access
Based on the example setup, the following evidence access conditions would exist:

User 3 (Supervisor)

e User 3 has access to all evidence whose evidence group is either 5th Precinct Patrol
or Homicide Investigations. This is because User 3's role grants them access to their
groups' evidence and User 3 is a member of both the 5th precinct Patrol and
Homicide Investigations groups.

e User 3 automatically gains access to all evidence uploaded by User 1 and User 2. This
is because User 1's Evidence Group is 5th Precinct Patrol and User 2's Evidence
Group is Homicide Investigations. As such, all evidence uploaded by User 1 will
automatically have its Evidence Group set to 5th Precinct Patrol and all evidence
uploaded by User 2 will automatically have its Evidence Group set to Homicide
Investigations. User 3's role grants them access to their groups' evidence and User 3
is a member of both the 5th precinct Patrol and Homicide Investigations groups.



e User 3 can change the Evidence Group for a piece of evidence, because User 3's role
grants them permission to edit the Evidence Group for their groups' evidence.

User 2 (Detective)

e When User 2 uploads evidence the evidence's evidence group will be set to Homicide
Investigations, because User 2's Evidence Group is Homicide Investigations.

e User 2 has access to all evidence whose evidence group is Homicide Investigations,
because User 2's role grants them access to their groups' evidence and User 2 is a
member of the Homicide Investigations group.

e User 2 has access to evidence they recorded and evidence with the Homicide
Investigations evidence group. This is because User 2 recorded the evidence and
their role allows them to view their own evidence. User 2 also has access to this
evidence because their role grants them access to their groups' evidence and User 2
is a member of the Homicide Investigations group.

e User 3 also has access to evidence uploaded by User 2, because User 3 is a member
of the Homicide Investigations Group and their role allows them to access their
groups' evidence.

User 1 (Patrol Officer)

e When User 1 uploads evidence the evidence's evidence group will be set to 5th
Precinct Patrol, because User 1's Evidence Group is 5th Precinct Patrol.

e User 1 has access to the evidence they uploaded, because User 1 recorded the
evidence and their role allows them to view their own evidence.

e User 3 also has access to the evidence uploaded by User 1, because User 3is a
member of the 5th Precinct Patrol Group and their role allows them to access their
groups' evidence.



Permissions and Evidence Groups

Evidence Group functionality is directly related to the following Evidence Management

permission and settings.

» Evidence Management
View ANY EVIDENCE | (® THEIR GROUPS' & THEIR OWN emr THEIR OWN PROHIBITED
View CEW Firing Logs ANY EVIDENCE | (@ THEIR GROUPS' & THEIR OWN ONLY THEIR OWN PROHIBITED
Edit ® THEIR GROUPS' & THEIR OWN ONLY THEIR OWN PROHIBITED
Add/Remove Pending Review Category ® THEIR GROUPS' & THEIR OWN ONLY THEIR OWN PROHIBITED
o ® THEIR GROUPS' & THEIR OWN ONLY THEIR OWN PROHIBITED
Redact @ ® THEIR GROUPS' & THEIR OWN ONLY THEIR OWN PROHIBITED
Order Transcript m ALLOWED © PROHIBITED
Reassign ® THEIR GROUPS' & THEIR OWN ONLY THEIR OWN PROHIBITED
Delete Evidence & Edit Date Recorded ® THEIR GROUPS' & THEIR OWN ONLY THEIR OWN PROHIBITED
Download ® THEIR GROUPS' & THEIR OWN ONLY THEIR OWN PROHIBITED
Download Infected Files ALLOWED © PROHIBITED
Share ® THEIR GROUPS' & THEIR OWN ONLY THEIR OWN PROHIBITED
Restrict ® THEIR GROUPS' & THEIR OWN ONLY THEIR OWN PROHIBITED
Share External Download Links ALLOWED © PROHIBITED
Post Notes ® THEIR GROUPS' & THEIR OWN ONLY THEIR OWN PROHIBITED
Audit Trail PDF ® THEIR GROUPS' & THEIR OWN ONLY THEIR OWN PROHIBITED
Access Restricted Evidence m ALLOWED © PROHIBITED

1: Edit Evidence Group Permission

e This permission allows a user to modify the evidence group for a piece of Evidence.
This permission is unlocked by the Evidence Management Edit permission. By
default, this permission is set to Any Evidence for the pre-configured Admin Role. All
other pre-configured Roles are set to Prohibited.

2: Their Groups' & Their Own Setting

e This setting allows users assigned to conduct the associated permission actions on
their own evidence and all evidence assigned to any group the user is a member or
monitor of.

Assigning Users to Evidence Groups

Every user can optionally have one Group assigned as their Evidence Group. All evidence
recorded by the user is automatically assigned to the user's Evidence Group upon ingestion
into Axon Evidence.com.

User Evidence Group information is included in the User Summary report. This report can be
filtered to only show users from a selected Evidence Group.



Users assigned to Roles with the User Search and User Administration permissions can
assign and reassign users to an Evidence Group. This can be done from the User Details
Page, User Search Page, the Add User Page, or Import User Page.

To assign a user to an Evidence Group on the User Details Page, select the appropriate
group in the user's Account Details section.

SHOE, DAVE (98146)

This user account is currently unlocked.

Reset this user's Password and Security Questions. The user will be emailed a temporary
password. Once they sign in, they will be forced to set up their new password and security
questions.

RESET CREDENTIALS

Deactivate this user's account, with the option to reassign evidence and devices to another
user. Account may be reactivated at a later time.

DEACTIVATE USER

ACCOUNT DETAILS

USERNAME dshoe

FIRST NAME Dave

LAST NAME Shoe

BADGE ID 98146

EVIDENCE CROUP 12th Precinct - Detectives
EMAIL ADDRESS daveshoe @gmail.com
EXTERNAL ID Ds999

USER ROLE User (Basic) ¥

SAVE




To set the Evidence Group for one or more users from the User Search Page, find and select
the appropriate users in the user list, click Update Evidence Group, and then select the
appropriate Evidence Group.

SCHUER, DAVID (DS101)

‘\ EVIDENCE CASES INVENTORY REPORTS ADMIN HELP u Last login 13 Feb 2019
£4N [SIGN OUT]
ALL USERS ADD USER IMPORT USERS ALL GROUPS CREATE GROUP IMPORT GROUPS
LAST NAME: FIRST NAME: EMAIL: GROUP:
EVIDENCE GROUP: RANK ROLE: STATUS:
All v All v All v
BADGE ID: DATE: FROM: TO:
Last active v

SEARCH

6245 Records Found | 3 records selected

LAST INVITED DEACTIVATED
BADGE ID

ACTIVEA DATE DATE

To assign a new user to an Evidence Group when they are added to the system, select the
appropriate group on the Add User page.

SCHUER, DAVID (DS101)

‘\ EVIDENCE CASES INVENTORY REPORTS ADMIN HELP u Last login 13 Feb 2019
Z2iN SIGN oUT
r 1
ALL USERS ADD USER IMPORT USERS ALL GROUPS CREATE GROUP IMPORT GROUPS
Add User

* Indicates required field

FIRST NAME * LAST NAME *
BADGE ID * EVIDENCE GROUP
USERNAME * EMAIL ADDRESS *
USER ROLE * STATUS *
User (Basic) v I Active v |

EXTERNAL ID [~

caneE “




To assign new users to an Evidence Group when importing them from a text or CSV file,
enter the appropriate Evidence Group ID in the Evidence Group column. The group ID is the
External ID shown on the group page.

A _ B E D E | | @ H

1 |FIRST NAME LAST NAME EMAIL BADGE ID USERNAME STATUS EXTERNAL ID JEVIDENCE GROUP
2 |John Doe johnd@taser.com 123456 johnd@taser.com Active

3 |lane Doe janed@taser.com 789012 janed@taser.com Active Groupld

4

Manually Assigning Evidence to an Evidence Group

All evidence recorded by users that are assigned to an Evidence Group is automatically
assigned to the recording user's evidence group.

The Evidence Group information for a piece of evidence is included in the Evidence Created,
Evidence Deleted, and Uncategorized Evidence reports. These reports can be filtered to only
show evidence from a selected Evidence Group.

Users assigned to Roles with the Evidence Search and Edit Evidence Group permissions can
manually assign or reassign evidence to an Evidence Group from the associated Evidence
Detail Page or the Evidence Search Page.

To manually assign or reassign evidence to an Evidence Group from the Evidence Detail
Page, got to the page and select the appropriate Evidence Group.

SCHUER, DAVID (DS101)
EVIDENCE CASES INVENTORY REPORTS ADMIN HELP Last login 13 Feb 2019

[SIGN OUT]

ALL EVIDENCE MY EVIDENCE SHARED EVIDENCE EVIDENCE MAP IMPORT EVIDENCE CITIZEN EVIDENCE

Street View K
ADD ID

ADD CATEGORY
MANAGE EVIDENCE ACCESS

AUDIT TRAIL DELETE
.r; INSIDE MY AGENCY Tem O%as >

OUTSIDE MY AGENCY >

Bl Q NolLocation Added *

METADATA

Assigned To: & Schuer, David (DS101)
Recorded On: Nov 9, 2017 9:27 AM -08:00 &'
Uploaded On: Dec 8, 2017 8:33 AM -08:00
E:P“Z:zl“ed o Jan 9, 2020 9:27 AM -08:00

File Size: 19MB

Evidence Group: <’




To manually assign or reassign evidence to an Evidence Group from the Evidence Search
page, find and select the appropriate evidence in the search results, click Update Evidence
Group, and then select the appropriate Evidence Group.

SCHUER, DAVID (DS101)
Last login 13 Feb 2019

EVIDENCE CASES INVENTORY REPORTS ADMIN HELP

ALL EVIDENCE MY EVIDENCE SHARED EVIDENCE EVIDENCE MAP IMPORT EVIDENCE CITIZEN EVIDENCE

D TITLE USER OR GROUP DATE CATEGORY TAG

| | | [= e

RESET FILTERS SEARCH

SHOW ADVANCED SEARCH

UPDATE ID ADD CATEGORY REASSIGN REDACT DOWNLOAD '1222:: DELETE RESTORE EXPORT
CREATE CASE UPDATE EVIDENCE GROUP

ITEMS FOUND

VIEW TYPE SORT BY SORT ORDER

TABLE Recorded On ¥

32,319

555 GALLERY

Agency Profile

The agency profile enables you to specify details about your agency, such as street address,
logo, and description. Through the Agency Profile page, you can access the agency audit trail.

Configure Agency Street Address

1. On the menu bar, click Admin and then under Agency Settings, click Agency Profile.
The Agency Profile page appears.

2. Click Edit Address.

3. Inthe boxes and lists provided, specify the agency street address.

4. When you have finished editing the address, click Submit.

5. On the notification message box, click OK.

The Agency Profile page displays the new street address.

Configure Agency Logo

The agency logo appears on audit trail PDFs and system-generated emails.



You can upload a logo file from a location available to the computer you are using to access
Evidence.com.

Logo file size must be less than five MB.

The logo file type must be GIF, JPG, JPEG, BMP, TIF, or PNG.

You also have the option of deleting the logo.

1. Onthe menu bar, click Admin and then under Agency Settings, click Agency Profile.
The Agency Profile page appears.

2. Click Change Logo.

3. If you want to specify a new logo, click Choose File, select the logo file, and click Save.
The file uploads to Evidence.com.

4. If you want to remove the logo, click Delete Logo.

5. On the notification message box, click OK.

The Agency Profile page shows the logo that you uploaded or, if you deleted the logo,
shows a placeholder Evidence.com logo.

Configure Agency Description

1. Onthe menu bar, click Admin and then under Agency Settings, click Agency Profile.
The Agency Profile page appears.

2. Click Edit Description.

3. Inthe box provided, type the agency description.

4. When you finish updating the description, click Save Changes.

5. On the notification message box, click OK.

The Agency Profile page displays the description that you provided.

View Agency Audit Trail

The Agency Audit Trail shows agency-wide changes to your Evidence.com account. This
report helps provide transparency on administrative actions across Evidence.com. By



displaying each action in detail, your agency is able to review who changed a setting, in order
to understand the purpose and provide better accountability to each user.

The audit trail logs the following Evidence.com changes:
e Device Default Ownership Policy Updated
e Address Added

e Address Updated

e Admin Added

e Admin Changed

e Authentication Policy Updated

e Partner Created

e Default Retention Level Updated

e Axon Body Settings Updated

e Flex Settings Updated

e Axon ATC Settings Updated

e Devices and Applications Settings Updated
e X2 Settings Updated

e Dual Factor Authentication Policy Updated
e Expire All Subscriber Passwords of Partner Agency
e Partner Federation Entity Removed

e Partner Federation Entity Updated

e Federation Group Updated

e Partner Federation Updated

e Partner Federation Disabled

e |P Address Policy Updated

e IP Range Restriction Updated

e |P Address Session Security Policy Updated



e Password Policy Updated
e Agency Deactivated
e Agency Reactivated

Any user with the Edit Agency Settings permission Allowed under ADMIN ACCESS can view
the Agency Audit Trail

1. Onthe menu bar, click Admin and then under Agency Settings, click Agency Profile.
The Agency Profile page appears.
2. Click View Audit Trail.

A dialog box provides options for viewing the entire audit trail or a portion of the audit
trail.

3. Ifyou want to view the whole audit trail, under View entire audit trail, click Submit.

4. If you want to view a portion of the audit trail, under View portion of audit trail, specify
a date in either or both the From or To boxes, and then click Submit.

Evidence.com opens or downloads a PDF for the agency audit trail. The exact behavior
depends on the browser you use and its download settings for PDF files.

5. Save or view the audit trail PDF as needed.

Partner Agency Administration

Evidence.com makes it easy for your users to share evidence and cases with other
Evidence.com agencies. The agencies you share with or who share with you are partner
agencies. Partner agencies have access only to data that you specifically share with them. All
unshared data owned by your agency remains completely unavailable to partner agencies.

Partner Agency Lists

In the Admin section of your Evidence.com agency, the Partner Agencies page has two lists
that administrators can use to control how your agency collaborates with its partner
agencies.

e Agencies In My Contacts — The agencies whose users and groups are available for
your agency to share with. These agencies invited you to view their user and group lists.
They have added your agency to their Agencies With My Contacts list.



When a user in your agency wants to share cases and evidence with a partner agency,
the users and groups of these agencies are available and can be found when your user
searches for people to share with.

AGENCIES IN MY CONTACTS

These agencies invited you to view their contacts. When searching for people to share with, your agency sees the users and groups in these agencies

AGENCY CITY STATE

District Attorney Seattle Washington >

Agencies With My Contacts — The agencies that can share with your users and groups.
These agencies accepted your invitation to view your directory. They have accepted your
invitation and your agency appears on their Agencies In My Contacts list.

When a user in one of these agencies wants to share cases and evidence with your
agency, the users and groups of your agency are available and can be found when the
user in the other agency searches for people in your agency to share with.

AGENCIES WITH MY CONTACTS

Your agency invited these agencies to view your contacts. When searching for people to share with, these agencies see your users and groups.
AGENCY CITY STATE STATUS

District Attorney Seattle Washington Accepted X

Police Squad Seattle Washington Awaiting Acceptance X

Sharing with Partner Agencies

Users who are allowed the Share with Partner Agencies permission can share cases with
agencies on your Agencies In My Contacts list. Users who are allowed the Share Externally to
Authenticated Users permission can share evidence with agencies on your Agencies In My
Contacts list.

For more information about sharing with partner agencies, see the following topics:

Share an Evidence File
Bulk Share Evidence by Authenticated Sharing
Share a Case by Download Link

Share a Case with a Partner Agency



Invite an Agency to Share with Your Agency

In order to allow your users to share cases and evidence with another agency, you must
invite the other agency. When you invite an agency, you are sharing your agency's contact list
with that agency. Your contact list consists of the following items:

e Allyour users.

e Your groups that have the “Allow Partner Agencies to share with this group” setting
enabled. For more information, see Groups Receiving Shared Cases from Partner
Agencies.

Note: Administrators of agencies that you add to your Agencies With My Contacts list
receive a notification email. Before you can share a case with the partner agency, an
administrator from the partner agency must accept the invitation to collaborate with
your agency.

1. Onthe menu bar, click Admin and then under Agency Settings, click Partner Agencies.
The Partner Agencies page appears.

2. Under Agencies With My Contacts, click Add Agency.
An agency-search dialog box opens.

3. Search for the agency that you want to allow to share cases and evidence with your
agency.

4. Inthe search results, click the agency name.
5. On the confirmation message box, click OK.

The agency appears in the Agencies With My Contacts list, with the status “Awaiting
Acceptance”. Administrators of the new partner agency receive an email notifying them
of the invitation to receive shared cases and evidence from with your agency.

6. On the notification message box, click OK.

After the partner agency has accepted the request to collaborate with your agency, users
of your agency who have permission to share with partner agencies can share with the
new partner agency.



Accepting or Rejecting an Invitation to Collaborate with an Agency

When another agency adds your agency to their Agencies With My Contacts list,
Evidence.com sends a notification email to administrators of your agency. Before the other
agency can share cases and evidence with your agency, you must accept the invitation.

Alternatively, if you do not want to allow the other agency to collaborate with your agency,
you can reject the invitation.

1. Onthe menu bar, click Admin and then under Agency Settings, click Partner Agencies.
The Partner Agencies page appears.

2. Inthe Agencies In My Contacts list, find the agency who invited you to collaborate.

3. Do one of the following:

e If you want to allow your users to share evidence and cases with the other agency,
click Accept.

Your agency can now share cases and evidence with the other agency.

Administrators of the partner agency receive notification emails that you accepted
the invitation to collaborate.

e If you do not want to allow your users to share cases and evidence with the other
agency, click Reject and then, on the confirmation dialog box, click OK.
Ending Collaboration with a Partner Agency

If you no longer want to collaborate with a partner agency, remove that agency from the
applicable lists on the Partner Agencies page.

Task Steps

Prevent a partner agency 1. Onthe menu bar, click Admin and then under Agency Settings,
from sharing cases and click Partner Agencies.

evidence with your users. 2. Inthe Agencies With My Contacts list, find the agency and click

the corresponding X button.

On the confirmation message box, click OK.

4. On the notification message box, click OK.
Your agency can no longer receive shared cases and evidence
from the other agency.

g




Task Steps

Prevent your agency from 1. Onthe menu bar, click Admin and then under Agency Settings,

sharing cases and evidence click Partner Agencies.

with a partner agency. 2. Inthe Agencies In My Contacts list, find the agency and click the
corresponding X button.

3. On the confirmation message box, click OK.

4. On the notification message box, click OK.
Your agency can no longer send shared cases and evidence to the
other agency.

Categories and Evidence Retention Policies

The Categories feature provides the ability to create policies, maintain them, and assign
them to evidence. Categories include policy settings for evidence retention and restricted
access for especially sensitive evidence.

Administrators or other users who are allowed the Category Administration permission can
configure and delete categories.

Special and Pre-Configured Categories

Evidence.com includes two special categories:

e Uncategorized — Any evidence that is not assigned to another category is automatically
assigned to the Uncategorized category. When you assign a category to evidence, it is
automatically removed from the Uncategorized category.

e Pending Review
You cannot delete the Uncategorized or Pending Review category.

When your agency was created, we provided four additional categories that you can edit or
delete as needed:

e Officer Injury
e Traffic Stop
e Training Demo

e Use of Force



Evidence Retention Policy

The evidence retention policy determines:
Whether Evidence.com initiates automatic deletion of evidence assigned to the category.

How long Evidence.com waits before initiating the deletion of evidence that is not included in
a case. All evidence deletions are based on the recording date.

To protect against accidental deletions, administrators can recover files up to 7 days after
they are queued for deletion.

This policy applies to evidence only. Cases are never deleted automatically.

Evidence included in a case is exempt from deletion until it is removed from the case.

If evidence is in multiple categories, the longest retention time is used.

Evidence.com sends the following notification emails about evidence queued for deletion:

e Administrators receive a weekly email that summarizes upcoming agency-wide
deletions.

e Users receive a weekly message regarding evidence that they uploaded.

For administrators, the Dashboard includes an Upcoming Evidence Deletions section that
lists both user-initiated and system-initiated deletions.

Restricted Categories

The Categories feature provides the ability to restrict access to evidence that is especially
sensitive. In order to view evidence assigned to a restricted category, users must be on the
evidence access list or assigned a role that has the Access Restricted Evidence permission.

By default, all new and pre-configured categories are not restricted categories.

By default, all new roles and all pre-configured roles have the Access Restricted Evidence
permission set to prohibited.

Add a Category

You can create categories as needed. A new category has the following default settings:
e Evidence Retention — Until manually deleted

e Restricted Category — Not restricted



On the menu bar, click Admin and then under Agency Settings, click Retention
Categories.

The Retention Categories page is shown.

Click Add Category.

The New Evidence Category page appears.

Type a Name for the new category.

Under Retention, specify the retention duration for evidence in this category.

e If you want Evidence.com to initiate deletion of evidence after a retention period,
click the Until Manually Deleted list and a select the unit of time. Then enter the
length of the retention period.

RETENTION
Set the length of time that evidence with this category is retained before being placed
in the deletion queue.

Evidence with multiple categories uses the longest retention time. Uncategorized
evidences uses the Uncategorized category settings.

Evidence included in a Case is not placed in the deletion queue.

’ Until Manually Deleted w ‘

Until Manually Deleted
Days

Years

e Ifyou do not want Evidence.com to initiate the deletion of evidence in this category,
leave Until Manually Deleted as the selection.

Under Restricted, select if the new category is a restricted category. Enabling Restrict
limits user access to users on the access list or with Access Restricted Evidence
permission.

e If you want the new category to be restricted, toggle the switch to Restricted (the
toggle color is blue).

e If you do not want the category to be restricted, leave the toggle at Restrict (the
toggle color is white).

Click Save.

On the confirmation message box, click Close.



The Retention Categories page lists the category you added.

Edit a Category

Before you edit a category, Axon recommends you search for all evidence that is assigned to
the category and determine if, because the planned changes to the category, you should
assign the evidence to a different category or an additional category.

If you change the retention period settings of a category, Evidence.com initiates deletion of
any evidence assigned to the category that is older than the new retention period and which
is not assigned to another category whose retention period dictates that the evidence be
retained.

1. On the menu bar, click Admin and then under Agency Settings, click Retention
Categories.

The Retention Categories page appears.

2. Find the category you want to change and click the edit icon (#') on the same line as the
category.

The Edit Retention Category appears.

3. Edit the category as needed. For detailed steps, refer to the following table.

Task

Steps

Change the category name

Under Name, type the new name.

Set a retention period for
evidence assigned to this
category

1. Under Retention, select the unit of time for the category
retention.
2. Inthe box, type the length of the retention period.

Ensure that evidence in this
category is retained
indefinitely

Under Retention, select Until Manually Deleted.

Restrict access to evidence
assigned to the category

Under Restricted, toggle the switch to Restricted (the toggle
color is blue).

Remove restrictions from
access to evidence assigned
to the category

Under Restricted, toggle the switch to Restrict (the toggle color
is white).

4. When you have finished editing the category, click Update.
5. Ifthe “Category has been updated” notification message box appears, skip to step 9.

A warning dialog box shows the number of evidence files affected by the changes to the
category.



6. Ifyou are not certain that the changes to the category are appropriate for all evidence
currently assigned to the category, click Please review these evidence, review the
category assignments of all the evidence files listed, and then repeat this procedure.

7. If you are certain that the changes to the category are appropriate for all evidence
currently assigned to the category, click OK.

A confirmation message box displays information about acknowledging the possible
effects of the changes to the category.

8. After you read the message, click OK.
9. In the notification message box, click Close.

Evidence.com saves the changes you made to the category and begins enforcing the
effects of the changes.

Delete a Category

Before you delete a category, Axon recommends you search for all evidence that is assigned
to the category and determine if you should assign the evidence to a different category or an
additional category.

You can delete any category except for the following categories:
e Uncategorized

e Pending Review

1. Onthe menu bar, click Admin and then under Agency Settings, click Retention
Categories.

The Retention Categories page appears.

2. Find the category you want to delete and click the delete icon () on the same line as
the category.

A dialog box lists the number of evidence files that are currently in the category you are
deleting.

3. Inthe Reassign Evidence to Category list, select the category that you want to assign to
the evidence files.

4. Click Delete.



5. On the confirmation message box, click Close.

The Retention Categories page no longer lists the category you deleted.

Field Validation

You can use the Field Validation feature to ensure that Evidence.com users enter
information in the agency-defined format for specific fields. The feature lets administrators
use a regular expression (regex) entry to set the expected format for the field and enter
descriptor text to provide format information to users. When field validation is enabled, the
descriptor text appears as hint text in the appropriate Evidence.com field and as part of the
error message if the user does not enter the correct format.

When Evidence ID field validation is enabled, it is also enforced when entering Evidence ID
information in Axon View and Axon Capture with some limitations.

e Axon View - The body worn camera that is paired with the application must have
connected to Evidence.com (through an Axon Dock or Evidence Sync) after the last
Evidence ID field validation change was made.

e Axon Capture - The application must connect to Evidence.com and receive updates
after the last Evidence ID field validation change was made.

Currently, you can enable field validation requirements for user Badge ID and Evidence ID.
By default, both of these settings are not enabled.

Configure Field Validation

Administrators and users with roles that have the Edit Agency Settings permission set to
Allowed can configure field validation.

Whether you are enabling a field validation for the first time or just updating the regular
expression, the steps for configuring field validation are the same.

1. Onthe menu bar, click Admin and then click Field Validation.



The Field Validation page is shown.
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Field Validation

The field validation feature is used to ensure that Evidence.com users enter field
information correctly. The feature uses a regular expression (regex) to set the
expected format for the field and descriptor text to provide format information to
users. When field validation is enabled for a field, the descriptor text appears as hint
text in the appropriate Evidence.com field and as part of the error message.

For help creating a regular expression, please see the Axon Help Center.

BADGE ID

REGEX *

/Ma-z]){2)-[a-2]{4}S/ |

DESCRIPTOR * [~)]

S~ |

EVIDENCE ID

REGEX *

/Na-z){2}-[a-2]{4)S/ |

DESCRIPTOR * (-]

Ww-wwww |

2. Select the Badge ID and/or Evidence ID toggle switch to enable field validation.
3. For each field validation that is enabled:

¢ In the Regex box, enter the regular expression that you want to use for field
validation.

See Regular Expressions for Field Validation for information and examples of regular
expression notations.

¢ Inthe Descriptor box, enter the text that you want to appear as hint text in field.

See User Experience for an example of how the Descriptor text is used.

e Click Save.



Disable Evidence ID Validation

Administrators and users who are allowed both the Category Administration and the Edit
Agency Settings permissions can disable evidence ID validation as needed.

1.

On the menu bar, click Admin and then click Field Validation.

Find the field validation you want to disable, Badge ID and/or Evidence ID, and select
the toggle switch to disable field validation.

For each field validation that is disabled, click Save.

Regular Expressions for Field Validation

Using standard Javascript regular expression notation, you can describe the format
requirements your agency'’s fields. In order for a field entry to be valid, it must match the
regular expression that you define.

The regular expression you specify must have a specific format.

It must start with the following two characters: /*

If you need field validation to be case sensitive, the regular expression must end with the
following two characters: $/

If you need field validation to be case insensitive, the regular expression must end with
the following three characters: $/1

Between the starting and ending characters, you provide a search pattern.
/~search-patterns/

/~search-patterns /i

The valid syntax for regular-expression search patterns is extensive and allows for great

flexibility; however, if you are not already familiar with regular expressions, it is strongly

recommended that you review Javascript regular expressions prior to implementing field
validation in your Evidence.com agency.

For more information about Javascript regular expressions, see the following sites:

Regular Expressions User Guide — http://www.zytrax.com/tech/web/regex.htm

Debuggex, a regular expression debugger site — https://www.debuggex.com/



http://www.zytrax.com/tech/web/regex.htm
https://www.debuggex.com/

Example Regular Expressions

The following table provides a few examples of ID formats and regular expressions that
match only IDs that comply with the ID format.

ID Format Example &
Description

Matching Regular Expressions and Comments

YYYYMMDDnnnnnn

Four-digit year, two-
digit month, two-digit
day, and 6-digit
number.

The following regular expression matches the YYYYMMDDnnnnnn format and
requires that the ID begin with 20; however, it does not account for months with
less than 31 days.

/~20\d\d (0[1-9]11[012]) (0[1-9]1[12]1[0-9113[01]) [0-9]1{6}$/

YYYY-nnnnnn

or
YY-nnnnnn

Four-digit year or
two-digit year, a dash,
and then a 6-digit
number.

The following regular expression allows any year between 2000 and 2099, with or
without 20 at the start of the ID.

/7(20) 2 (\d\d)-[0-9]1{6}$/

The following regular expression requires that the ID begin with 2015; however, at
the start of the new year, you would need to modify the regular expression.

/7(20)2(15)-[0-9]{6}S/

XX-=XXXX

Two characters, a dash,
and then four
characters.

The following regular expression allows any two alphanumeric characters, a dash,
and then any four alphanumeric characters.

/NI\wWI {2} -[\w] {4}$/

User Experience

When adding or updating field information, users see hint text that reflects the field format
requirements. For example, a user changing evidence IDs on an evidence search page sees

the following dialog box:

NEW ID:

UPDATE CANCEL

If a user enters an evidence ID that does not match the regular expression configured for ID

validation, Evidence.com does not allow the user to assign the ID to the evidence. In the




error message that appears, Evidence.com indicates that the ID is not valid and provides the
hint text again.

Invalid format for ID: 2112-123456

Expected format: Year-CaseNumber

UPDATE CANCEL

Roles and Permissions

Roles determine user permissions, which control access to features and functions. Each
Evidence.com user is assigned a role.

Administrators and users whose role has the Edit Agency Settings permission set to Allowed
can create and edit roles. Administrators and users whose role has the User Administration
permission set to Allowed can assign roles to users.

By default, Evidence.com provides all agencies with pre-configured roles and locked roles.
Locked roles cannot be changed by your agency.

Pre-Configured Role Locked or Configurable | Required License Tier

Admin Locked Pro

User Configurable Basic (Pro if a Pro license
permission is allowed)

Investigator Configurable Pro

Armorer Configurable Basic (Pro if a Pro license
permission is allowed)

Lite User Locked N/A

Lite Armorer Locked N/A

The Lite User and Lite Armorer roles are designed for users that only work with TASER
Conducted Electrical Weapons (CEW) logs and TASER CAM videos. The Lite Armorer role acts
as a CEW administrator and can reassign agency CEW devices, change CEW settings, and
upload any CEW logs.

For more information about the permissions associated with each pre-configured role, see
the Pre-Configured Roles section of Appendix A.

About the Access Restricted Evidence Permission

In general, if evidence has been assigned to a Restricted Evidence Category, then access to
the restricted evidence is controlled by the access list. But users can also be assigned to




roles with the Access Restricted Evidence permission, which allows the users to access to all
restricted evidence in your agency.

This permission is in the Evidence Management permissions section and requires a Pro
License.

Dependencies Among Permissions

Some permissions are not configurable unless one or more related permissions that they
are based upon are allowed. Additionally, some permissions require a Pro license to be
configured.

For example, when creating or editing a role, the Evidence Management - Edit permission is
not available unless the Evidence Management - View permission is not set to Prohibited.
Similarly, the Evidence Management - Redact permission is not available unless Evidence
Management - Edit permission is not set to Prohibited and the Role Tier is set to Pro.

Evidence.com provides descriptions of each permission, including their dependencies, on
the Configure Role page. You can also refer to Appendix A: Roles and Permissions, in this

guide for this information.

Planning Roles

1. Review the pre-configured roles and the permissions.

For more information, see Appendix A: Roles and Permissions.

2. Assess the permission-related needs of your organization. For example, consider which
users need to:

e View evidence owned by other users

e Create cases and share cases with others in your agency
e Share cases with your partner agencies

e Generate reports

e Administer your agency's security settings

Note: Itis recommended to allow access to ‘Any evidence’ only for administrative or
investigatory roles

3. Design a role strategy that meets your organization’'s needs and number of
Evidence.com Pro and Basic licenses.



In order for the administration of your Evidence.com agency to remain manageable, it is
recommended that you keep your role strategy as simple as you can while meeting your
organization's needs.

4. Asneeded, add and edit roles to implement your role strategy.

5. Assign users to the appropriate roles.

Add a Role

Administrators and users whose role allows the Edit Agency Settings permission can create
roles that suit the security needs of your agency.

1. Onthe menu bar, click Admin and then under Agency Settings, click Roles &
Permissions.

The Roles & Permissions page lists available roles in alphabetical order.
2. C(lick Create Role.

The Configure New Role page appears.
3. Inthe Role Name box, type a name for the role.

By default, all permissions are prohibited, except for the permissions under Login
Access.

Note: To view a description of a permission, click the name of the permission.
4. Select the license Tier associated with the role.

5. For each permission that you need to update, locate the name of the permission on the
page, and then to the right of the name, click the option you need.

6. When you have finished setting permissions, scroll to the bottom of the page and then
click Save.

The Roles & Permissions includes the new role in the alphabetical list of roles.

Edit a Role

Administrators and users whose role allows the Edit Agency Settings permission can make
changes to custom roles and to unlocked, pre-configured roles.



If you edit a role to change any of the Login Access permissions, all users assigned to the
role receive a notification email about the change.

1. On the menu bar, click Admin and then under Agency Settings, click Roles &
Permissions.

The Roles & Permissions page lists available roles in alphabetical order.
2. Click the # icon on the same line as the role that you want to edit.

The Configure Role page lists the permissions and their settings for the role.
3. Ifyou want to rename the role, in the Role Name box, type the new name.

4. If you want to change the license tier associated with the role, select the new license
Tier.

5. For each permission that you need to update, locate the name of the permission on the
page, and then to the right of the name, click the option you need.

You may need to scroll the page until the permission is visible.

Note: To view a description of a permission, click the heading name for the group
associated with the permission.

6. When you have finished editing the role, scroll to the bottom of the page and then click
Save.

Evidence.com immediately begins enforcing the changes to permissions that you made.

Copy a Role

You can copy the permission settings from an existing role to a new role using the duplicate
function.

1. Onthe menu bar, click Admin and then under Agency Settings, click Roles &
Permissions.

The Roles & Permissions page lists available roles in alphabetical order.
2. Click the # icon on the same line as the role that you want to copy.
The Configure Role page lists the permissions and their settings for the role.

3. Scroll to the bottom of the page and click Duplicate.



4,

5.

Enter a name for the new role and click OK.

If you want to change the license tier associated with the role, select the new license
Tier.

If you want to change a permission setting, locate the name of the permission on the
page and then click the option you need.

You may need to scroll the page until the permission is visible.

Note: To view a description of a permission, click the heading name for the group
associated with the permission.

When you have finished editing the role, scroll to the bottom of the page and then click
Save.

Assign a Role to Users

Agency administrators can assign a role to users by using the Roles & Permissions page.

1.

On the menu bar, click Admin and then under Agency Settings, click Roles &
Permissions.

Click Assign Roles.
The All Users page lists all users in your agency.

Search for users and refine the search until the search results includes the users to
whom you want to assign a role.

For each user to whom you want to assign a role, select the check box to the left of the
user name, and then click Update Role.

The Assign Role dialog box appears.
In the Role list, click the role you want to assign to the selected users, and then click OK.

Note: The license tier associated with each role is shown next to the role name in
parenthesis.

On the confirmation message box, click OK.

In the search results, the newly applied user roles appear.



Citizen Settings

Agency Evidence.com administrators should set up the agency Axon Citizen settings as

needed for your Axon Citizen implementation before allowing users to send individual
invitations.

Before allowing users to create portals or invitations, select the Axon Citizen settings for
contact information requirement. An agency can choose to require contact information to be
stored in Evidence.com and the select the required fields when information is stored. The

settings for required fields apply anytime an invitation is sent with the contact information to
be stored in Evidence.com.

Configure Citizen Settings

1. On the menu bar, click Admin and then under Agency Settings, click Citizen Settings.

The Citizen Settings page is shown.
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Citizen Settings

RETENTION PERIOD FOR DECLINED SUBMISSIONS

Evidence declined during triage uses the default category retention
period unless a custom retention period is specified below.

B

Days Vv ‘

INDIVIDUAL INVITE SETTINGS

INCIDENT INFO
ID FIELD
REQUIRED OPTIONAL © DO NOT SHOW

CATEGORIES FIELD
REQUIRED OPTIONAL DO NOT SHOW

SELECT REQUIRED FIELDS
[ First Name
[ ast Neme

[ bateotbirin

AUTO-ACCEPT SUBMISSIONS

When Auto-Accept Is on, submitted files are automatically accepted and
placed in Active status. When Auto-Accept is off, submitted files are
placed in Pending Triage status and can be manually accepted or
declined.

SELECT REQUIRED FIELDS
[] First Name
[ ast Name

[ oete ofsien

SAVE SETTINGS.

Set the Retention Period for Declined Submission options.
This setting applies for both individual invites and public portals.

If evidence that is declined during triage should have a custom retention date, toggle Use
Custom Retention Period to on (blue = on). Select the Retention Period interval (Days,
Weeks, Years) and enter the Retention Period length.

In the Invitation Invite Settings section, select if the ID and Category fields are required,
optional, or not shown to senders for individual invitations.



e If Required is selected, the evidence collector must enter the information before an
individual invitation is sent.

o If Do Not Show is selected, the field is not shown to the evidence collector.

4. Inthe Community Member Info section, select if your agency will Require contact
information to be stored in Evidence.com for individual invites.

Selecting this setting removes the Store Contact Information option for evidence
collectors when creating individual invitations and the contact phone number or email
will be stored in Evidence.com.

e Ifrequired, select the information fields that are required whenever contact
information is stored in Evidence.com for individual invites.

5. Select the Auto-Accept Submissions setting for individual invites (blue = on).

When on, submissions from individual invites are automatically accepted and place in
active status. Otherwise, users must manually accept or decline each evidence
submission.

6. In the Public Portals Settings section, select if your agency will Require contact
information to be stored in Evidence.com for portals.

e Ifrequired, select the information fields that are required whenever contact
information is stored in Evidence.com.

7. Click Save Settings.

The Citizen Settings are saved.

Device Home

The Device Home attribute is designed to help improve agency device inventory
management. This attribute can help with inventory management and track where the
device belongs. The Device Home attribute can be added to devices and then used to find
devices on the Axon Evidence.com Inventory search page, and to further help an agency
track where devices are kept when they are not deployed with users.

Note: The Device Home attribute is only shown on the Inventory search page or device
detail pages if your agency has at least one Device Home.



Add a Device Home
1. Onthe menu bar, click Admin and then under Agency Settings, click Device Home.

The Device Home page is shown.
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Device Home

Device Home is provided to help with device inventory management. When device homes are created
they will be visible within device search and on individual device profiles.

DEVICE HOME MANAGEMENT

CREATE DEVICE HOMES
Create and manage Device Homes for your agency.

NEW DEVICE HOME

DEVICE HOME NAME POINT OF CONTACT

a/

& Shoe, Dave (98146) K

12th Precinct

2. Click New Device Home. The Create Device Home dialog box is shown.

Create Device Home

DEVICE HOME NAME e
POINT OF CONTACT e
v

CANCEL CREATE

3. Enter the name for the new Device Home. The name can be up to 64 characters in

length.

Optionally, enter a Point of Contact for the new Device Home. The Point of Contact must
be a user in your agency's account.

4. Click Create.

The system confirms the Device Home was created. Click Close to return to the Device

Home page.



Edit a Device Home

On the menu bar, click Admin and then under Agency Settings, click Device Home.

1.
The Device Home page is shown.
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Device Home
Device Home is provided to help with device inventory management. When device homes are created
they will be visible within device search and on individual device profiles.
DEVICE HOME MANAGEMENT
CREATE DEVICE HOMES
Create and manage Device Homes for your agency.
DEVICE HOME NAME POINT OF CONTACT
12th Precinct & Shoe, Dave (98146) s o
2. Find the Device Home you want to edit and click the edit icon (#) on the same line. The
Update Device Home dialog box is shown.
Update Device Home
DEVICE HOME NAME e
12th Precinct
POINT OF CONTACT e
Shoe, Dave (98146) X
3. Update the Device Home Name and Point of Contact information as needed.

4. Click Update.
The system confirms the Device Home was updated. Click Close to return to the Device

Home page.

Delete a Device Home

1. Onthe menu bar, click Admin and then under Agency Settings, click Device Home.



The Device Home page is shown.
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Device Home

Device Home is provided to help with device inventory management. When device homes are created
they will be visible within device search and on individual device profiles.

DEVICE HOME MANAGEMENT

CREATE DEVICE HOMES
Create and manage Device Homes for your agency.

NEW DEVICE HOME

DEVICE HOME NAME POINT OF CONTACT

12th Precinct & Shoe, Dave (98146)

Find the Device Home you want to delete and click the delete icon (T ) on the same
line.

The next action depends on if the Device Home has any devices assigned.

e Ifthe Device Home does not have any devices assigned, the system asks you to

confirm the deletion.

=N

Are you sure you want to delete this home?

CANCEL DELETE

Click Delete. The system confirms the Device Home was deleted. Click Close to

return to the Device Home page.

e Ifthe Device Home has devices assigned, the Delete Device Home dialog box is

shown.



Delete Device Home 1
ITEM

You are about to delete the Device Home "12th Precinct". It contains 1
device.

Please select a new Device Home for affected devices. If you select
“None” it will remain blank.

CANCEL

Select the new Device Home for all devices that are assigned to the Device Home you
want to delete. You can select None to leave the Device Home blank for the Devices.

Click Reassign. The system confirms the Device Home was deleted. Click Close to
return to the Device Home page.

Transcription Service

The Evidence.com on-demand transcription service allows you to order transcriptions of any
video or audio stored in Evidence.com, such as body camera video, in-car video, interview-
room video and audio, and Axon Capture recordings.

After transcripts are completed, they are automatically stored in Evidence.com as
accompanying metadata for easy access and sharing, without jeopardizing the chain of
custody.

Transcriptions are rendered by a Criminal Justice Information Services (CJIS)-compliant
provider on a pay-as-you-go basis using US-based transcriptionists. Transcriptions are
normally completed within 24 hours of the request.

Agencies that allow officers to verbally summarize report information in a recording or to a
secretary to be typed out can use the transcription service for this purpose by having the
officer record and upload the report to Evidence.com.

The Evidence.com on-demand transcription service currently integrates with SpeakWrite for
transcriptions. For more information about SpeakWrite, please visit:
www.speakwrite.com/axon.

We will announce partnerships with other law-enforcement transcription providers as they
become available.
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Note: This service is currently only available for customers in the United States, but will be
expanding to other regions in the future.

Transcription Service Setup

Before the Evidence.com on-demand transcription service can be used, the service must be
set up with the transaction provider. Additionally, the Order Transcript permission must be
enabled in Evidence.com for the appropriate Roles.

1. Onthe menu bar, click Admin and then under Agency Settings, click Transcription Settings.

Note: If you already have a SpeakWrite ID, click the Click here link under Begin Setup and skip
to step 6.
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Transcription

Evidence.com has partnered with SpeakWrite transcription service to quickly and securely transcribe evidence.
To setup and activate your account, follow the steps below.

Click "Begin Setup® to create an Evidence.com-friendly account with BEGIN SETUP
SpeakWrite.

Return to this page and input the SpeakWrite ID you used for your new Already have a SpeakWrite ID? Click here
account.

STEP1

Evidence.com 2016.10.0 (2016.10.0-release-3071) — 23.0 / CHROME / 54 © 2016 TASER International, Inc. All Rights Reserved. Privacy Policy License Agreement

2. Click Begin Setup.

This opens the SpreakWrite for Axon Evidence.com website a new browser tab or

window.

3. Click Sign Up.

Axon Enterprise, Inc. Page 285 of 339



4. Enter your information in the SpeakWrite system and then click Create an Account.

SPEAKWRITE
N

Complete this form to Sign-Up and link SpeakWrite to your Evidence.com accounts

A representative will contact you regarding the functionality of your account, setup of billing and final connection to SpeakWrite's 24/7/365 On-Demand transcription service.

Customer Information

Phone Number: (10 Digits Only) @ First Name @ Last Name @
null null null

Email @ Company / Department @

null null

Create an Account

Questions? Please contact us at taser@speakwrite.com and a representative will follow-up with you.

© 1997-2016 all rights reserved

5. Copy your SpeakWrite ID.

SPEAKWRITE
’-\_’_

® A

Welcome to SpeakWrite’s integrated transcription solution for Evidence.com
Your SpeakWrite ID is: TSRR7OTL62

Your SpeakWrite representative will be in contact to walk you through the final setup
and connection of your SpeakWrite account to your Evidence.com account and
will:

+ Address any questions you have

* Provide a Scope of Services Document for your review

« Work with your procurement team

- Collect your billing information

* Provide your PIN to finalize your connection to SpeakWrite

Once we have coordinated these items, you will be provided with your SpeakWrite PIN which can then be entered into your Evidence.com account and will finalize your
connection and 24/7/365 access to SpeakWrite for the secure transcription of your audio and video evidence files.

In the interim, please contact us at taser@speakwrite.com with any immediate questions.



6. Return to the Evidence.com browser tab, enter or paste your SpeakWrite ID, and then
click Finish Setup.
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Transcription

Evidence.com has partnered with SpeakWrite transcription service to quickly and securely transcribe evidence.
To setup and activate your account, follow the steps below.

SPEAKWRITE ID

CANCEL

Please input the SpeakWrite ID from the SpeakWrite setup to complete  You will be directed back to Speakwrite.com to
the activation of your account. confirm your account.

Evidence.com 201610.0 (2016.10.0-release-3071) — 23.0 / CHROME / 54 Privacy Policy License Agreement

You are directed back to the SpeakWrite website. SpeakWrite will contact your agency to
complete the setup.

After your setup is complete, enable the Order Transcript permission for the appropriate
Roles in Evidence.com.



Devices and Applications Settings

Under Devices on the Admin portal page, administrators can access settings for the
following features:

e Body Camera

o Axon Body 2 & Flex 2

o Axon Body & Flex

o Early Access Devices
e Fleet

o AxonFleet1 &2

o Wireless Offload Servers
o CEW

o TASER X2 & X26P
e Signal

o Signal Configuration

o Signal Sidearm Registration
e Applications

o Evidence Upload XT

Configure Body Camera Settings

The Body Camera Settings section enables agency administrators to control settings for
Axon body worn cameras - such as video quality, event pre-buffering, audio mute control,
and indicator light control. It also allows administrators to add devices as Early Access
Devices. There are separate pages for controlling the settings for an agency’s Axon Body 2
and Axon Flex 2 cameras, and Axon Body and Axon Flex cameras.

For additional information about Body Camera Settings, see the Body Camera Settings
section of Appendix C.

Note: Some setting changes can only be enforced on each Axon camera after the camera
has been inserted in an Axon Dock or connected to an Evidence Sync application.



Microphone controls are intended for agencies in locations with restrictions on audio
recordings.

Video quality settings provide the ability to define the Axon video encoding rate or the space
used per hour of recording. This is useful for agencies wanting to reduce the impact of Axon
video uploads on the agency's Internet connection.

Note: To ensure that the quality of videos is acceptable, it is strongly recommended that
you always validate the effect of the configured camera settings.

1. On the menu bar, click Admin, and then under Devices and Applications click the
appropriate body camera link.

There are separate Body Camera setting pages for Axon Body 2 and Flex 2 cameras, and
Axon Body and Flex cameras.

2. For each setting, choose the option that best supports your agency's policies regarding
video, audio, and offline camera usage.

For additional information about body camera settings, see the Body Camera Settings
section of Appendix C.

3. Atthe bottom of the page, click Save Settings.

Evidence.com saves the camera settings. Axon Dock and Evidence Sync updates each
camera with any changed settings the next time that the camera is connected.

Early Access Devices

Early Access Devices are an optional way for an agency to set up Axon Body 2 cameras, Axon
Flex 2 cameras, Axon Flex 2 controllers, and Axon Docks as test devices that receive
firmware updates before the general release of the updates. Axon is confident in the quality
of our validation and release process. This option is designed to provide agencies with the
opportunity to review and test the changes in their own environment on a small scale before
full deployment.

Note: You must have Axon Dock firmware v3.6 or higher to use early access devices.

If your agency chooses to use this option, your administrators will receive an email informing
them about the upcoming early access firmware update. When the update is deployed, only
devices specified by your agency will receive the early firmware update. You can have up to
15 of each device type specified as early access devices. Axon recommends that you
regularly test your early access devices to ensure the firmware updates do not impact your
current processes. Additionally, you should control access and deployment of these devices,



since the firmware version for the devices can be out of synchronization with other devices
at your agency.

If your agency finds problems with a firmware update during testing, please contact
Technical Support and let them know that you are having an issue with an early access

device.
Add a Device to the Early Access List

1. On the menu bar, click Admin, and then under Devices and Applications, click Early
Access Devices.

2. Find the type of device (Axon Body 2, Axon Dock, Axon Flex 2, or Axon Flex 2 Controller)
you want to add.

Early Access Devices

Early Access devices will receive firmware updates before general release in order to allow adequate
testing of the changes. If, in testing, your agency finds an issue with the updated devices, please
contact Customer Support.

Y AXON BODY 2
Enter the serial numbers for Axon Body 2 only. You may add up to 15 devices.

SERIAL NUMBER ASSIGNEE FIRMWARE VERSION

=l

X81219479 & Joshua Jones 11412

ADD DEVICE

3. Click Add Device.

4. Enter the device serial number and click Save.

Remove a Device from the Early Access List

1. On the menu bar, click Admin, and then under Devices and Applications, click Early
Access Devices.

2. Find the device you want to remove from the early access device list.

3. Click [ (delete), the device is removed from the list.

Configure Fleet Settings

Fleet Settings configuration is only available to agencies that use Axon Fleet.


https://www.taser.com/support

The Fleet Settings page is used to define default settings for Fleet system cameras. The page
provides settings such as video quality, video pre-event buffering, audio mute control, and
indicator light control.

For additional information about Fleet Camera Settings, see the Fleet Settings section of
Appendix C.

Note: Some setting changes can only be enforced on each Axon Fleet camera after the
camera is updated by Axon View XL or has been inserted in an Axon Dock or
connected to an Evidence Sync application.

Video quality settings provide the ability to define the Axon video encoding rate or the space
used per hour of recording. This is useful for agencies wanting to reduce the impact of Axon
video uploads on the agency's Internet connection.

Note: To ensure that the quality of videos is acceptable, it is strongly recommended that
you always validate the effect of the configured camera settings.

1. On the menu bar, click Admin, and then under Devices and Applications, click Axon
Fleet 1 & 2.

The Axon Fleet Settings page displays sections for settings affecting all Axon Fleet
cameras for your agency.

2. For each setting, choose the option that best supports your agency's policies regarding
video and audio usage.

For additional information about Fleet Camera Settings, see the Fleet Settings section of
Appendix C.

3. Atthe bottom of the page, click Save Settings.

Evidence.com saves the camera settings. When View XL is connected to Evidence.com, it
automatically checks for and applies any updated Axon Fleet configuration settings every
10 minutes.

Configure CEW Settings
The CEW Settings page enables administrators to configure Conducted Energy Weapons

(CEW) Settings based on agency policy. There are separate setting pages for TASER 7 and
TASER X2 & X26P CEWs.



TASER 7 Settings

1. On the menu bar, click Admin and then under Devices and Applications, click TASER 7.

The TASER 7 Settings page appears.

<« TASER 7 TASER X2 & X26P

TASER 7 Settings

LASER
The TASER 7 uses two lasers to identify approximate impact location of the top and bottom cartridge probes
(@ On - Both Lasers Solid

(O On - Top Laser Solid, Bottom Laser Blinking

QO ost

FLASHLIGHT POWER

@ High
QO Low
Q ot

AUTOMATIC SHUT-DOWN

When set to Hard Stop, the CEW automatically shuts-down electrical discharge after 5 seconds, regardless of if the trigger or arc switch is being held down. When set to
Arc Switch Override, the CEW continues electrical discharge after 5 seconds, as long as the arc switch is being held down. When set to Disabled, the CEW continues
electrical discharge after 5 seconds, as long as the trigger and/or arc switch is being held down,

(@ Enabled - Hard Stop

(O Enabled - Arc Switch Override

(O pisabled

SAVE

2. As needed, configure the LASER, Flashlight Power, and Automatic Shut-Down settings.
3. Click Save.

Evidence.com saves the TASER 7 settings. The settings are applied to TASER battery
packs when the packs are placed in TASER 7 Docks for charging.

TASER X2 & X26P Settings

Before you perform the following steps, ensure that you have installed Evidence Sync. For
more information, see Download and Install Evidence Sync.

4. Onthe menu bar, click Admin and then under Devices and Applications, click TASER
X2 & X26P.

The X2 & X26P Settings page appears.



X2 and X26P Settings

The CEW settings shown here are the default agency settings and affect the specific CEW devices.

These settings affect both the APPM and SPPM. To disable the automatic shut-down capabilities on the SPPM check the disable box

(O Arcswitch Override

(@ Hard stop

Disable SPPM Automatic Shut-Down (includes X26P)

FIRING MODE SETTING

(@ semi-Automatic

O Manual

CONTINUED SPPM TRANSMIT IN SAFE SETTING

This setting affects CEWSs with the SPPM. When enabled, the CEW remains powered and Axon Signal finishes the normal 30-second transmission when the safety is
placed in the SAFE position.

Important: Selecting enable decreases expected battery lifetime firings.

(O Enable: CEW Remains On And Continues Signal Transmission In Safe

(@ Disable: CEW Turns Off And Discontinues Signal Transmission In Safe
ADDITIONAL SETTINGS

Laser Setting Off for 35' Cartridges

[] share engineering logs with Axon to help improve product security and functionality

SAVE

5. As needed, configure the CEW Auto-Shutoff Settings, Firing Mode Settings, Continued
SPPM Transmit in Safe Setting, and Additional Settings sections.

Note: These settings are automatically applied to all the X2 and X26P devices assigned to
your agency whenever those devices are next connected using the Evidence Sync
application.

6. Click Save.

7. Launch the Evidence Sync (version 1.31.2836.20-2837 or higher) application.
Connect an X2 or X26P device (version 3.033 or higher) to your computer using the USB
cable. If connected through a TASER CAM HD, the camera must be version 0.30 or
higher.



The Device Summary page appears.

—TASER Evidence SYNC .
EVI DE N C E @ SYNC" Ver. 1.31.2827.19-2825 My Profile # | Help | Log out

DEVICE INFORMATION ACCOUNT

7 Nina Myers
ECD Name RDX20 Nina "= Badge: Admin5121

" Admin

ECD Serial R
ECD Model
ECD Status

PDF REPORT DISCONNECT

FIRMWARE

ECD
FWBundle OK,
X2-HVM O

CHECK FOR UPDATE

WARRANTY

No warranty information is available at this time.
DEVICE ASSIGNMENT

Assigned to: Nina Myers (Admin5121)

Tor he device, enter the last name of the Officer below:

8. Click the Device Settings tab.

The CEW Settings options that were selected in your agency's Evidence.com account
appear.

ASER Evidence SYN

EVI DE NCE @ SYNCI- Ver. 1.21.2827 192825 My Profile ® | Help | Log out

= |
® Hard Stop ACCOUNT

Nina Myers
® Manual Badge: Admin5121
Admin

La:
Setting:

Note: These settings cannot be configured in Evidence Sync. To change any of the X2 and
X26P device settings, you must sign in to your agency's Evidence.com administrator
account and change them from the CEW Settings page.



Signal Configuration

Axon Signal is a technology that alerts your Axon Body 2, Axon Flex, Axon Flex 2, and Axon
Fleet cameras to begin recording. With Axon Signal sending the alerts, officers can focus on
critical situations rather than on their cameras.

Evidence.com administrators can configure which Axon Signal events will alert Axon body-
worn and vehicle cameras for their agency. The Evidence.com Signal Configuration page is
used to configure the events for the following Axon Signal products:

e Axon Signal Vehicle, the in-vehicle product, can report certain in-vehicle events, such
as turning on a vehicle’s light bar, to alert Axon cameras to begin recording.

e Signal Performance Power Magazine (SPPM), an accessory for TASER X2 and X26P
Smart Weapons, can report when a CEW is armed, when the trigger is pulled, and/or
when the arc is engaged to alert Axon cameras to begin recording,.

e Axon Signal Sidearm, a holster accessory, can report when a sidearm is drawn to
alert Axon cameras to begin recording.

If no changes are made to the default Signal Configuration settings, then reports from Axon
Signal products alert all body worn and Fleet vehicle front cameras to begin recording. If any
changes are made to the Signal Configuration settings, then the body worn and Fleet
cameras are alerted based on the settings.

Configure Signal Vehicle Settings

While the Axon Signal Vehicle inputs and events are set on agency-wide basis, an Axon Signal
Vehicle event for one vehicle will not alert the Fleet cameras for another vehicle. However,
body worn cameras are alerted by events from any Axon Signal Vehicle.

Example: Axon Signal Vehicle is configured to alert body worn cameras and the Fleet front
camera when a vehicle's light bar is turned on. When vehicle A turns on its light bar, the Fleet
front camera in vehicle A and any body worn cameras within range are alerted to begin
recording. But the front cameras in other vehicles are not.

1. On the menu bar, click Admin and then, under Devices and Applications, click Signal
Configuration.

If you do not need to change the Signal Inputs configuration, skip to step 5.
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6.

BODY CAMERA SETTINGS

RESERVED INPUTS
1 Power

2 Ground

3 Ignition1

4 Ignition 2

AVAILABLE INPUTS

FLEET SETTINGS

CEW SETTINGS

SIGNAL UNIT

VEHICLES

SIGNAL CONFIGURATION

EARLY ACCESS DEVICES

1

SIGNAL INPUTS

n
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REAR DOOR

LIGHT BAR CODE 1

LIGHT BAR CODE 3

WEAPON RACK

FRONT DOOR

LIGHT BAR

2 CAMERA ACTIVATIONS
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REAR DOOR

LIGHT BAR CODE 1

LIGHT BAR CODE 3

'WEAPON RACK

FRONT DOOR
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Click the #" icon to the right of 1 Signal Inputs.

Under Signal Unit, the Signal Inputs area shows the inputs that are configured for Axon
Signal Vehicle in your agency. Inputs 1 through 4 are reserved and cannot be configured.

For each input that you need to configure, from the input list, select the appropriate

input.

When you have finished configuring inputs, click Save and Continue.

Click the #" icon to the right of 2 Camera Activations.

Axon Fleet.

The vehicle camera Front and Back settings are only available to agencies that use

For each input that you want to alert body-worn, Fleet Front, and Fleet Back cameras,
move the corresponding switch to the right.

If you want to configure all inputs to alert Axon cameras, move the All switch to the right.

Click Save and Continue.

Evidence.com saves your Axon Signal Vehicle settings.

Configure CEW Signal Settings

1.

On the menu bar, click Admin and then under Devices and Applications, click Signal

Configuration.



Under CEW, the CEW Activations area shows the available events.

CEW
1 CEW ACTIVATIONS K
L\ L}
9 b 5
o} O] O]
BODY WORN FRONT BACK
ARMED ] - -
° ° -
TRIGGER Q Q -
2 ASSIGNED OFFICER ACTIVATION DISABLED K

2. Click the # icon to the right of 1 CEW Activations.

Note: The vehicle camera Front and Back settings are only available to agencies that
use Axon Fleet.

3. For each event that you want to alert body-worn, Fleet Front, and Fleet Back cameras,
move the corresponding switch to the right.

If you want to configure all events to alert Axon cameras, move the All switch to the
right.

4. Click the # icon to the right of 2 Assigned Officer Activation.

IMPORTANT: To ensure the CEW Assigned Officer Activation setting to functions as
designed, your agency must ensure that SPPM-equipped CEWs and Axon Body Worn
Cameras are correctly assigned and distributed to officers.

CEW

1 CEW ACTIVATIONS
- -
9 P o)
O} O] O]
BODY WORN FRONT BACK
ARMED (] - -
° ° -
TRIGGER o Q -
2 ASSIGNED OFFICER ACTIVATION X
When enabled, the Axon Signal transmission from a CEW only activates the Axon body worn camera
assigned to the CEW user. When disabled, the Axon Signal transmission from a CEW activates any in-
range Axon body worn camera.
ENABLE

5. Move the Assigned Officer Activation switch as needed enable or disable this capability.



When enabled, the Axon Signal transmission from a CEW only activates the Axon body
worn camera assigned to the CEW user. When disabled, the Axon Signal transmission
from a CEW activates any in-range Axon body worn camera.

This setting can only be used if your Axon cameras have firmware version 1.14 or later
installed and your CEWs have the firmware version 4.037 or later installed.

6. Click Save and Continue.
Evidence.com saves your CEW Activations settings.
Configure Signal Sidearm Settings

1. On the menu bar, click Admin and then under Devices and Applications, click Signal
Configuration.

Under Signal Sidearm, the Signal Sidearm Activations area shows the available events.

SIGNAL SIDEARM

1 SIGNAL SIDEARM ACTIVATIONS K4
- L}
BODY WORN FRONT BACK
WEAPON DRAWN Qo — -
2 MUTE MODE CAPABILITY ENABLED K

2. Click the # icon to the right of 1 Signal Sidearm Activations.

Note: The vehicle camera Front and Back settings are only available to agencies that
use Axon Fleet.

3. Move the corresponding switch to the right to alert body-worn, Fleet Front, and Fleet
Back cameras.

4. Click Save and Continue.
Evidence.com saves your Signal Sidearm Activations settings.

5. If you want to change the Signal Sidearm Mute Mode capability setting for your agency,
click the #" icon to the right of 2 Mute Mode Capability.

6. Move the Mute Mode Capability switch as needed enable or disable Mute Mode
capability.



When Mute Mode capability is enabled for your agency, officers can use the Signal
Sidearm button to enter Mute Mode, which allows officers to remove their sidearm from
their holster without alerting Axon cameras to record.

7. Click Save and Continue.

Evidence.com saves Mute Mode Capability setting.

Signal Sidearm Registration

Note: Axon recommends using the Axon Device Manager app for registering and assigning
Axon Signal Sidearm and other Axon devices.

Administrators manually record sensor serial numbers in Evidence.com and assign them to
users. Administrators must make sure they accurately transcribe each sensor’s serial
number.

Note: Serial numbers start with the letter “X” and are located on the back of the sensor. So,
it is a best practice to register and assign units before they are installed on holsters.

Register and Assign on Evidence.com

1. Signin to your Evidence.comaccount.

2. Onthe menu bar, click Admin and then, under Devices and Applications, click Signal
Sidearm Registration.

3. Enter the Signal Sidearm sensor Serial Number.

Optional: Enter the name or badge number of the person you want to assign the sensor
to in the Assignee field.

« SIGNAL CONFIGURATION SIGNAL SIDEARM REGISTRATION

Axon Device Manager is the preferred method for registering and assigning devices.
Use this page to register and assign Signal Sidearm units if you don't have access to
Axon Device Manager.

SERIAL NUMBER ASSIGNEE (OPTIONAL)

4. Click Register Device.



Evidence Upload XT Settings

Evidence Upload XT is a Windows-based desktop application that enables users to easily
upload non-Axon generated digital evidence to their agency’s Evidence.com account. The
Evidence Upload XT settings page allows administrators to configure the bandwidth setting
options for Evidence Upload XT. Note that this feature requires Evidence Upload XT v1.0.12
or later.

Administrators can select to allow bandwidth limits to be set on individual Evidence Upload
XT installations or apply a global bandwidth limit for all Evidence Upload XT installations that
connect to the agency. Bandwidth limits can also be managed based on time of day.

If a global bandwidth limit is selected, Evidence Upload XT users will not be able to change
the bandwidth setting for their individual installation.

Optionally, administrators can allow individual Evidence Upload XT installations to override
the global bandwidth settings during an upload. If this option is enabled, users can select to
apply or not apply the bandwidth settings as the last step before they upload files from
Evidence Upload XT.

1. Sign in to your Evidence.comaccount.

2. On the menu bar, click Admin and then, under Devices and Applications, click
Evidence Upload XT.

3. On the Bandwidth Settings page, select if you want to Apply global bandwidth limits
for individual Evidence Upload XT installations for your agency.

If not, skip to step 4. Otherwise:

<« EVIDENCE UPLOAD XT

BANDWIDTH SETTINGS
Bandwidth restrictions are used to control the amount of upload traffic happening at your agency during specific times

(O Allow bandwidth limit settings by individual installation

(@ Apply global bandwidth limits for agency

15:35 | limit upload speeds to Mbps
At all other times limit upload speeds to Mbps

Allow override of bandwidith settings on individual installation to maximum limit

SAVE SETTINGS

From | 22:41 to

e Click the From and to hour fields to select the hours that bandwidth throttling is
active. These settings use a 24-hour clock.



e Click in the Mbps field and enter the maximum Mbps Evidence Upload XT can use
during the set time.

4. If needed, enter the maximum Mbps limit used outside of the global bandwidth limits
time for individual Evidence Upload XT installations.

5. Optionally, select Allow override of bandwidth settings on individual installation to
maximum limit.

If this option is enabled, users can select to apply or override the bandwidth setting
limits as the last step before they upload files from Evidence Upload XT.

6. Click Save Settings.

Security Settings

Under Security Settings on the Admin portal page, administrators can access settings related
to site security.

IP Security

By enabling the IP Security, agency administrators can define who is allowed or not allowed
to access their agency's Evidence.com accounts based on the IP address. By default, when
your Evidence.com agency is created, IP security is disabled and your agency's sign-in page
can be accessed from anywhere within your country.

If you enable IP security, you can authorize specific IP addresses and ranges of IP addresses,
such as the IP addresses used at your agency headquarters or at specific districts. Only
devices assigned one of the authorized IP addresses can access your Evidence.com agency.

Note: Before you enable IP security, work with your IT staff and your Internet provider to
acquire static (non-changing) IP addresses. If you do not use static IP addresses, your
agency could be denied access from its own Evidence.com agency. Consumer-grade
Internet lines, such as DSL or cable modems, typically have a 200-hour lease. This
means that every 200 hours the IP address is refreshed with a new one.

1. Onthe menu bar, click Admin and then under Security Settings, click IP Address.
The IP Active Session Security area appears at the top of the page.

2. Toenable IP Address Security, under the Add a New IP Address section in the IP Address
field, enter the known IP address or default gateway that is seen by the Internet for your



agency. You must enter a Starting and Ending IP Address if you select Range of IP
Address.

3. Enter a useful description of this address in the Label field. The Label field is optional,
but descriptive labels help make managing your Evidence.com account easier.

4. Click Add Allowed IP Address to add the location.
The newly added IP Address shows in the table.
5. You can continue adding additional IP Addresses as required.

6. Select the Restrict User Access to the Trusted IP Addresses Below checkbox located
at the top of the page.

Note: You cannot select this option unless at least one IP address or range of IP
addresses has been added.

7. If at any time you want to prevent access from any IP addresses, click the corresponding
Delete link. However, to prevent being locked out of your account ensure that you do
not delete your current IP address.

IP Whitelisting for Multi-Homed Networks

Evidence.com supports IP security whitelists for agencies where web traffic can originate
from multiple IPs during the same user session. The standard IP whitelist security detects if
an active user changes source IP address in the middle of a session and logs the user out.
The new setting still restricts site usage to the IP whitelist ranges, but does not terminate a
user session if there is an IP change mid-session.

This setting is designed for agencies using network designs where web traffic is sourced
from multiple IPs. For example, networks with multiple firewalls or proxy servers can exhibit
this behavior. Agencies that load balance outbound traffic across multiple network links also
fall into this category. These designs are perfectly valid but cause a false positive for our
“Man in the Middle"” protection. Until now, these agencies have not been able to utilize our IP
whitelist security.

If your agency is not using this type of design, it is recommended that you employ the
standard IP session security for the highest levels of protection.

1. On the menu bar, click Admin and then under Security Settings, click IP Address.



2. Under the Add a New IP Address section in the IP Address field, enter the known IP
address. You must enter a Starting and Ending IP Address if you select Range of IP
Address.

3. Enter a useful description of this address in the Label field. The Label field is optional,
but descriptive labels help make managing your Evidence.com account easier.

4. Click Add Allowed IP Address to add the location.
The newly added IP Address shows in the table.

5. Select the Allow IP Address To Change During An Active Session To The Trusted IP
Addresses Below check box.

Multi-Factor Authentication

Multi-Factor Authentication requires all Evidence.com administrators and users with critical

action permissions to use multi-factor authentication when signing in and when completing
critical actions. It adds a layer of security to ensure an agency's most powerful Evidence.com
user accounts are secure and protected from malicious attacks.

Note: If your agency uses Single Sign-On (SSO) functionality, then multi-factor
authentication is disabled by default. If needed multi-factor authentication can be
enabled for SSO agencies. Contact your Axon representative for more information.

After a user makes a critical change, Evidence.com asks them to enter a security code. The
security code is sent to the user’'s mobile phone or email address, depending on the Multi-
Factor Authentication settings for your agency. In cases where your agency delivery method
setting is set to send to the user's mobile phone and the user does not have a verified phone
number listed in their user information, the system will automatically send a security code to
the user's email address.

After the user enters the security code, the action is completed. Further authentication is not
required for other critical actions taken within the number of minutes specified in the
account settings.

Additionally, when signing in to Evidence.com, there are some cases (such as signing in from
a new IP address) where users with critical action permissions are asked to enter a security
code to complete their sign in.

You can also enable multi-factor authentication for all users in your agency. If enabled
agency-wide, the standard security question authentication is replaced with a multi-factor
authentication when any user signs in or makes a critical change.



Critical Action Permissions

Users that are assigned a Role with critical action permissions are required to use multi-
factor authentication when signing in and when they make a change associated with the
permission. The following permission settings are considered critical action permissions for
multi-factor authentication:

Configure Agency Security Settings = Allowed

Edit Agency Settings = Allowed

Edit Device Offline Microphone Settings = Allowed
User Administration = Allowed

Category Administration = Allowed

Delete Evidence & Edit Date Recorded = Any Evidence

Access Restricted Evidence = Allowed

Multi-Factor Authentication Account Settings

To set or change the Multi-Factor Authentication settings for your agency:

1.

On the menu bar, click Admin and then under Security Settings, click IP Address.

Scroll down to the Multi-Factor Authentication settings section below the IP Active
Session Security settings.

Select if Multi-Factor Authentication will apply Agency-Wide or for Admin Only users.

The Agency-Wide setting requires all users to enter a security code delivered by phone or
email when they sign in to Evidence.com or when they make a critical change.

The Admin Only setting only requires users assigned to Roles with critical action
permissions to enter a security code when they sign in or when they make a critical
change. All other users will continue to be prompted with security questions.

Choose the delivery method for the security codes; SMS Text or Automated Call Back
or Email.

Axon recommends using SMS Text, since using a mobile phone is normally the fastest
method for receiving the security code.



5. Enter how long, in minutes, the security code is valid in Evidence.com in the Security
Challenge Frequency field. After the codes expire, users are prompted to enter new
codes. The value can be any whole number from 2 to 20 minutes.

6. Click Save.

Your agency's Multi-Factor Authentication Settings are now configured.

Configure Password Settings

This feature enables administrators to define password settings for all users in the agency.

e Password History — Unique new passwords a user must use before an old password
can be reused. [default 10, min 1, max 25]

e Password Aging — Determines how many days a password can be used before the user
is required to change it. [default 90, min 7, max 365]

e Password Length — Determines how short passwords can be. [default 8, min 6]

e Failed Login Limit — Number of failed login attempts before the account is locked out.
[default 5, min 1, max 25]

e Lockout Duration — Number of minutes a user is locked out of their account due to
failed login attempts. [default 60, min 1, max 720]

e Session Timeout - Number of minutes a user can be inactive before the user is
automatically signed out of Evidence.com. [default 15, min 15, max 480]

Note: There are no configuration settings for user security questions. Users have 15
attempts to enter their correct security question responses. User that fail to enter
the correct security question responses are locked out of the system for 1 hour.

1. On the menu bar, click Admin and then under Security Settings, click Password
Configuration.

The Password Configuration page with the various settings appears. Below each setting
are a description and the default and maximum (max) values of the setting.

2. Setthe options based on your agency's requirements.

Note: If you want to start over with customizing the password configuration settings,
click Restore Defaults.

3. When have finished configuring password settings, click Save.

4. On the notification message box, click OK.



API Settings

Available to Evidence.com agencies who request access to the Evidence.com Partner API, the
API Settings page provides administrators the ability to ensure that only authenticated and
authorized clients can use the Partner API feature to programmatically configure your
Evidence.com agency. The Partner API supports the use of third-party programmatic clients
to perform create, read, update, and delete operations on the resources supported by the
API, which include the following object types:

e Users
e Groups
e (Cases

e Evidence
e Devices
e Reports

For more information, please contact your Axon representative or send inquiries to Axon
Technical Support at support@axon.com.
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Active Directory—Single Sign On

The Active Directory—Single Sign On feature is an Early Access feature and does not appear
in your agency account unless you request access. In order to join the program and gain
access to this feature, contact your local Axon representative or email Technical Support at
support@axon.com.

Evidence.com can interface with a federated Active Directory to allow users to log in with
their agency credentials.

Using the industry-standard SAML protocol, your officers no longer need to juggle multiple
usernames and passwords. With Active Directory federation, Evidence.com uses your
network to authenticate users. Your agency credentials are never sent to Evidence.com.

Agency Active Directory J T VisiEvid > EVIDENCE.com
. Visit Evidence.com

3. Log in at Agency

2. Redirect to Active Director

4. AD provides

time-limited token ] >
for EVIDENCE.com M 5. Present time-limited
Officer's PC token to EVIDENCE.com

and log in!
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Help Section
All Evidence.com users can access the Help section to view release notes and user guides; to
download Evidence Sync and Axon Capture; or to contact us with questions or comments.
Help Center

We are in the process of updating the Evidence.com Help Center page. In the meantime, we
recommend you visit the Evidence.com section of the Axon Help Center for information

about the various features of Evidence.com and of Evidence Sync.

Release Notes and User Guides

The Notes and Guides page displays links to the Evidence.com release notes and user
guides.

The Release Notes section lists the release notes for each previous version of Evidence.com,
in reverse chronological order.

The User Guides sections displays links to the most recent version of the available guides.
Release notes and user guides are in PDF format.
1. Onthe menu bar, click Help and then click Release Notes / User Guides.
The Release Notes and User Guides sections list links to the various documents.
2. Toaccess a document, click a link.

Evidence.com opens or downloads a PDF. The exact behavior depends on the browser
you use and its download settings for files.

Download and Install Evidence Sync

You can download the current version of the Evidence Sync application from the Downloads
page. Using Evidence Sync for Windows, you can manage and upload data from your TASER
X2, TASER X3, TASER X26, TASER X26P, TASER CAM, TASER CAM HD, Axon Flex, Axon Body,
Axon Body 2, and Axon Flex 2 devices to Evidence.com.

Note: The videos recorded on Axon Flex system can be uploaded to the device owner’s
Evidence.com account by using Evidence Sync software version 1.30.2307 and above.


https://help.axon.com/hc/en-us/categories/202952807-Evidence-com

10.

11.

12,

13.

14.

15.

On the menu bar, click Help and then click Download Sync.
The Evidence Sync installer .EXE file begins downloading.

Save the EXE file in a convenient location.

After the EXE file has finished downloading, run the file.

If a User Account Control window appears, click Yes.

The Select Setup Language dialog box appears.

In the list, click the language you want to use and then click OK.
The Welcome to the Sync Setup Wizard window appears.

Click Next.

Review the License Agreement

Click I accept the agreement and then click Next.

Choose the installation location. It is recommended that you maintain the displayed

default location.

Click Next.

Choose the Start Menu folder where you want the Sync shortcut to appear and then click

Next.

If you want the installation software to create desktop icon for the Sync application,

select the corresponding check box.

If you use Sync with TASER X3 CEWSs, select the corresponding check box.

Click Next and then click Install.
The installation begins.
When the installation is complete, click Finish.

The Evidence Sync application starts automatically.



Download Axon Capture

Axon Capture allows users to capture and upload photos, videos, and audio, and to add tags,
titles, and location information about the captured files.

Axon Capture is supported on mobile devices that run Apple iOS and Google Android.
1. Onthe menu bar, click Help and then click Download Mobile App.

A dialog box provides several ways for you to access installation information: text
message, email, the Apple AppStore web site, or the Google Play web site.

2. Select the method you want to use to access installation information.
3. Click Close.

4. Use the method you selected to install the app on your mobile device.

Download Evidence Upload XT

Evidence Upload XT is a Windows-based desktop application that enables users to easily
upload non-Axon generated digital evidence to their agency’s Evidence.com account. This
makes it easier to use Evidence.com as your central Digital Evidence Management system
(DEMs).

Evidence Upload XT has the following minimum system requirements:
e Windows 7 operating system
e 2GBRAM
e Internet access with the ability to reach Evidence.com

To download Evidence Upload XT:

1. Signin to your Evidence.com account, go to the Help tab, and then click Download
Evidence Upload XT to download the latest version of installation file.

2. Double-click the Evidence Upload XT installation file and follow the on-screen
instructions.

3. When the installation is complete, an Evidence Upload XT icon is added to your desktop
and to the list of programs in the Start menu.



Contact Us

The Contact Us page displays contact information. If you or your agency’s Evidence.com
users have any questions or queries regarding our products and services, you can contact us
using the options listed on this page.

1.

On the menu bar, click Help and then click Contact Us.

From the lists provided, select the topic you need help with and select how you prefer to
be contacted.

Provide your contact information.

In the Message box, type your question. Please be specific, to help ensure that we can
provide you an accurate and precise response.

Click Submit.

On the notification message box, click OK.



Appendix A: Roles and Permissions

This appendix provides additional information about the Roles and Permissions feature.
Roles determine user permissions, which control the user’s access to features and functions.
Each Evidence.com user is assigned a role. For more information about using this feature,
see Roles and Permissions.

Administrators and users whose role has the Edit Agency Settings permission set to Allowed
can create and edit roles. Administrators and users whose role has the User Administration
permission set to Allowed can assign roles to users.

By default, Evidence.com provides all agencies with pre-configured roles and locked roles.
Locked roles cannot be changed by your agency.

Pre-Configured Role Locked or Configurable | Required License Tier

Admin Locked Pro

User Configurable Basic (Pro if a Pro license
permission is allowed)

Investigator Configurable Pro

Armorer Configurable Basic (Pro if a Pro license
permission is allowed)

Lite User Locked N/A

Lite Armorer Locked N/A

The Lite User and Lite Armorer roles are designed for users that only work with TASER
Conducted Electrical Weapons (CEW) logs and TASER CAM videos. The Lite Armorer role acts
as a CEW administrator and can reassign agency CEW devices, change CEW settings, and
upload any CEW logs.

For more information about the permissions associated with each pre-configured role, see
the Pre-Configured Roles section.

Permission Reference

The following table provides information about each permission supported by
Evidence.com. The Unlocked By column indicates if other permissions must be allowed in
order for a permission to be available for you to configure.



Permission

Requires
Pro License?

Unlocked By:

Description

Login Access

Evidence.com No — Allows a user to log in to their agency's
Evidence.com agency.

Evidence Sync No — Allows a user to log in to Evidence Sync in Online
mode.

Axon Capture No — Allows a user to log in to the Axon Capture
mobile application.

Axon View XL No — Allows a user to log in to Axon View XL.

User Account

Edit Account No — Allows a user to change their own account

Information information, including their Name, Badge ID,
Phone, Email Address, Password, Security
Questions, or Email Settings. If you change the
User Administration permission to Allowed, this
permission is automatically set to Allowed.

View & Compose User | No User Search Allows a user to read and send messages to

Messages other users.

Download Sync No — Allows a user to download Sync software from

Software their Evidence.com agency.

Create/Edit Group No User Search Allows a user to create a group, and edit its
monitors and members.

Group Audit Trail PDF | No — Allows a user to view an audit trail of the
activities related to a group.

Admin Access

Configure Agency No — Allows a user to edit the agency's IP Restrictions,

Security Settings authentication method, password
configurations, partner agencies, and
transcription accounts.

Edit Agency Settings No — Allows a user to configure agency wide settings
including Field Validation, Retention Categories,
Video and Camera Settings, Roles and
Permissions, and Password Configuration
requirements.

Edit Device Offline & No Edit Agency Allows a user to configure the agency-wide

Microphone Settings Settings settings for the Axon cameras default
Microphone Setting and whether or not they can
be turned to Offline Mode.

CEW Administration No User Search, Allows a user to search for reassign agency CEW

Device Search,
View CEW
Firing Logs

and TASER CAM devices, change settings, and
upload any CEW logs.




Permission

Requires
Pro License?

Unlocked By:

Description

Device Administration

No

User Search
and Device
Search

Allows a user to reassign all agency non-CEW
devices and change their settings.

User Administration

No

User Search

Allows a user to add, remove and edit the
accounts of other users, including their role,
personal information, contact information, and
reset their credentials (password and security
questions).

Important: Users with this permission can
create users with full administrative privileges.

Category
Administration

No

Allows a user to add a Category to the agency's
list or edit an existing Category.

Generate Reports

Yes

Allows a user to generate reports.

Search Access

User Search

No

Allows a user to see what users are in the
agency. If disabled the user are unable to see
any evidence or devices assigned to others,
assign devices or evidence to others, share
evidence or cases, or send messages to others.

Partner Contact
Search

No

Allows a user to view members of partner
agencies that have been added to your agency's
contact list.

Evidence Search

No

User Search

Allows a user to search for all of the Evidence in
the agency. Note: the user can only access the
Evidence specified under the Evidence
Management permissions.

Device Search

No

User Search

Allows a user to search for all of the Devices in
the agency.

Case Search

No

User Search
and Evidence
Search

Allows a user to search for all of the Cases in an
agency. Note: Their ability to access a Case is
determined by the Case Management
Permissions.

Evidence Creation

Upload External Files

No

Allows a user to upload files through Evidence
Sync, Axon Capture, and the Import Evidence
feature.

This does not affect the ability to upload through
Axon Dock.

Configure Automatic
Upload through
Evidence Sync

No

Upload
External Files

Allows a user to configure Automatic Upload
through Evidence Sync.




Permission

Requires
Pro License?

Unlocked By:

Description

Evidence Management

View No — Allows a user to access evidence, except for
weapon firing logs. Can be set to allow access to
any evidence or only the user’s evidence.

View CEW Firing Logs No — Allows a user to access, edit, and download
weapon firing logs and TASER CAM videos. It also
allows a user to view and download the audit
trail for the weapon firing logs.

This can be set to allow access to any weapon
logs or only the user's weapon logs. Evidence
Search must be set to Allowed to allow the user
to access any weapons logs.

Edit No Evidence Allows a user to change the Title, ID, Flag,

Management Assignment, Category, Tags, Location, Clips, and
View Markers. Can be set to allow access to any
evidence or only the user’s evidence.

Add/Remove Pending | No Evidence Allows a user to add or remove the Pending

Review Category Management Review Category from a piece of Evidence. Can

Edit be set to allow access to any evidence or only
the user’s evidence.

Edit Evidence Group No Evidence Allows a user to modify the evidence group for a

Management piece of evidence.
Edit
Redact Yes Evidence Allows a user access to the tools in the redaction
Management suite, such as manual redaction, bulk redactions
Edit and Smart tracker technology. Can be set to
allow access to any evidence or only the user’s
evidence.
Order Transcript Yes Evidence Allows a user to order transcripts.
Management
View
Reassign No User Search Allows a user to change the owner of a piece of
and Evidence evidence. Can be set to allow access to any
Management evidence or only the user’s evidence.
View
Delete Evidence & Edit | No Evidence Allows a user to manually initiate the deletion of
Date Recorded Management Evidence before its Category determined date.
View Can be set to allow access to any evidence or
only the user’s evidence.
Download No Evidence Allows a user to download Evidence. Can be set
Management to allow access to any evidence or only the user’s
View evidence.
Download Infected No Evidence Allows a user to download Evidence that either
Files Management failed a malware scan or is currently being

Download

scanned.




Permission Requires Unlocked By: Description
Pro License?
Share No User Search Allows a user to add other users to the access
and Evidence list for evidence. Can be set to allow this action
Management for any evidence or only the user’s evidence.
View
Restrict No Evidence Allows users to restrict the access list for
Management evidence. Can be set to allow this action for any
View and evidence or only the user’s evidence.
Evidence
Management
Share
Share Externally to No Partner Allows users to provide individuals outside of
Authenticated Users Contact Search, | your agency with access to evidence. These
Evidence and external users are required to sign in to their
Management Evidence.com account to view the shared
Share evidence, and their actions are shown in your
agency's audit trails. If they do not have an
Evidence.com account, they can create a free
guest account on my.evidence.com.
Share External No Evidence Allows users to send an email containing a
Download Links Management download link to individuals outside of your
Share and agency. This link does not require the recipient
Evidence to sign in to an Evidence.com account or even to
Management have an Evidence.com account. Only the
Download apparent IP address of the computer
downloading the file appears in your agency's
audit trails.
Post Notes No Evidence Allows a user to write messages associated with
Management Evidence. Can be set to allow access to any
View evidence or only the user’s evidence.
Audit Trail PDF No Evidence Allows a user to view and download the record
Management of who has Viewed or Edited Evidence. Can be
View set to allow access to any evidence or only the
user’s evidence.
Access Restricted Yes Evidence This permission setting allows users to access all
Evidence Management restricted evidence inside your agency without
View being on the evidence's Access List. This
permission requires that Evidence Management
View be allowed for the associated role.
Case Management
View No — Allows a user to access a Case. Can be set to
allow access to any case or only the user’s cases.
Edit No Case Allows a user to Edit Case ID, Description,
Management Categories, Tags, and Folder Structure. Can be
View set to allow access to any case or only the user’s

cases.




Permission Requires Unlocked By: Description
Pro License?

Reassign No User Search Allows a user to change the Owner of a piece of
and Case a Case. Can be set to allow access to any case or
Management only the user's cases.
Edit

Share No User Search Allows a user to add members to a Case, giving
and Case them access to the associated evidence. Can be
Management set to allow access to any case or only the user’s
Edit cases.

Share with Partner No Partner Allows users to send cases to a partner agency.

Agencies Contact Search, | After the partner agency accepts the case, the
Case evidence in the case is copied to the partner
Management agency and no further actions by the partner
Share, and agency are shown in your agency's audit trails.
Evidence
Management
Share

Share External No Case Allows users to send an email containing a

Download Links Management download link to individuals outside of your
Share and agency. This link allows recipients to download
Evidence all of the evidence in the case. Using the link
Management does not require recipients to sign in to an
Share External | Evidence.com account or even to have an
Download Evidence.com account. Only the apparent IP
Links address of the computer downloading the file

appears in your agency's audit trails.

Audit Trail PDF No Case Allows a user to view and download the record
Management of who has Viewed or Edited a Case. Can be set
View to allow access to any case or only the user’s

cases.

View & Add Case No Case Allows a user to write messages associated with

Notes Management a Case. Can be set to allow access to any case or
View only the user’s cases.

Create Case No Evidence Allows a user to create a Case.
Management
Search and
Case
Management
View

Restricted Category No Case Allows a user to access Cases that have been

Access Management categorized as Restricted Access.
View

Shared Case

View No — Allows users to access a Case that has been

Shared with them.




Permission Requires Unlocked By: Description
Pro License?
Edit No Shared Case Allows users to Edit Case ID, Description,
View Categories, Tags, and Folder Structure of a Case
that has been shared with them.
Reassign No Shared Case Allows a user to reassign a Case that has been
View and User | Shared with them.
Search
Share No Shared Case Allows users to add members to a Case that has
View and User | been shared with them, giving access to the
Search associated Evidence.
View & Add Case No Shared Case Allows users to write messages associated with a
Notes View Case that has been Shared with them.
Audit Trail PDF No Shared Case Allows users to view and download the record of
View who has Viewed or Edited a Case that has been
shared with them.
Citizen Management
View Portals No — Allows a user to view information about a portal,
(Individual and Public) but not edit the information or view triage
submissions.
Invite Individual Yes Citizen Allows a user to create an individual portal for an
Management individual citizen.
View Portals
Create Public Portal No — Allows a user to create a public portal that can
be used by the community to upload items.
Edit and Close Public No Citizen Allows a user to edit and close (make inactive) a
Portal Management public portal. This can be set to allow the user to
View Portals edit or close any portal or only the portals
created by the user.
Triage Submissions No Evidence Allows a user to accept or decline items from
Management individual invites and public portal submissions.
View This can be set to allow the user to triage
Citizen submissions from any portal or only from
Management portals created by the user.
View Portals Requires: View Portals and View Evidence.
Audit Trail PDF No Citizen Allows a user to view and download a PDF
Management record of who has viewed, edited or triaged
View Portals portals.

Email Notification Preferences

Account Lockout No — Determines whether or not a user receives

Notification Account Lockout Notifications when any user in
the agency is locked out.

Upcoming Evidence No — Determines whether or not a user receives

Deletion Notification

weekly notifications of any upcoming evidence
deletions in the agency.




Permission Requires

Pro License?

Unlocked By:

Description

Evidence Timestamp No

Notification

Determines whether or not a user receives
weekly notifications of evidence whose
timestamp indicates it is older than 14 days.

Pre-Configured Roles and Default Permissions

The following table provides the default permissions for the pre-configured roles in

Evidence.com. The settings for configurable roles can be changed by any user that has the

Edit Agency Settings permission set to Allowed.

See the Pre-Configured Lite Roles and Default Permissions table for the permissions for pre-

configured Lite roles.

Permission Admin User Investigator | Armorer
Login Access

Evidence.com Allowed Allowed Allowed Allowed
Evidence Sync Allowed Allowed Allowed Allowed
Axon Capture Allowed Allowed Allowed Prohibited
Axon View XL (as needed) (as needed) | (as needed) (as needed)
User Account

Edit Account Information Allowed Allowed Allowed Allowed
View & Compose User Messages Allowed Allowed Allowed Prohibited
Download Sync Software Allowed Allowed Allowed Allowed
Create/Edit Group Allowed Prohibited | Prohibited Prohibited
Group Audit Trail PDF Allowed Prohibited | Prohibited Prohibited
Admin Access

Configure Agency Security Settings Allowed Prohibited | Prohibited Prohibited
Edit Agency Settings Allowed Prohibited | Prohibited Prohibited
Edit Device Offline & Microphone Allowed Prohibited | Prohibited Prohibited
Settings

CEW Administration Allowed Prohibited | Prohibited Allowed
Device Administration Allowed Prohibited | Prohibited Allowed
User Administration Allowed Prohibited | Allowed Prohibited
Category Administration Allowed Prohibited | Allowed Prohibited
Generate Reports Allowed Prohibited | Allowed Prohibited
Search Access

User Search Allowed Allowed Allowed Allowed




Permission Admin User Investigator | Armorer

Partner Contact Search Allowed Allowed Prohibited Prohibited

Evidence Search Allowed Allowed Allowed Prohibited

Device Search Allowed Allowed Allowed Allowed

Case Search Allowed Allowed Allowed Prohibited

Evidence Creation

Upload External Files Allowed Allowed Allowed Prohibited

Configure Automatic Upload through | Allowed Prohibited | Prohibited Prohibited

Evidence Sync

Evidence Management

View Any Evidence | Only Their | Only Their Prohibited
Own Own

View CEW Firing Logs Any Evidence | Only Their | Only Their Only Their
Own Own Oown

Edit Any Evidence | Only Their | Only Their Prohibited
Own Own

Add/Remove Pending Review Any Evidence | Only Their | Prohibited Prohibited

Category Own

Edit Evidence Group Any Evidence | Prohibited | Prohibited Prohibited

Redact Any Evidence | Only Their | Only Their Prohibited
Own Own

Order Transcript Allowed Prohibited | Prohibited Prohibited

Reassign Any Evidence | Only Their | Only Their Prohibited
Own Own

Delete Evidence & Edit Date Any Evidence | Prohibited | Prohibited Prohibited

Recorded

Download Any Evidence | Only Their | Only Their Prohibited
Own Own

Download Infected Files Allowed Prohibited | Prohibited Prohibited

Share Any Evidence | Only Their | Only Their Prohibited
Own Own

Restrict Any Evidence | Prohibited | Prohibited Prohibited

Share Externally to Authenticated Allowed Allowed Prohibited Prohibited

Users

Share External Download Links Allowed Prohibited | Prohibited Prohibited

Post Notes Any Evidence | Only Their | Only Their Prohibited
Own Own

Audit Trail PDF Any Evidence | Only Their | Only Their Prohibited
Own Own

Access Restricted Evidence Prohibited Prohibited | Prohibited Prohibited




Permission Admin User Investigator | Armorer

Case Management

View Any Cases Only Their | Any Case Prohibited
Own

Edit Any Cases Only Their | Any Case Prohibited
Own

Reassign Any Cases Only Their | Any Case Prohibited
Own

Share Any Cases Only Their | Any Case Prohibited
Own

Share with Partner Agencies Allowed Prohibited | Prohibited Prohibited

Share External Download Links Allowed Prohibited | Prohibited Prohibited

Audit Trail PDF Any Cases Only Their | Any Case Prohibited
Own

View & Add Case Notes Any Cases Only Their | Any Case Prohibited
Own

Create Case Allowed Allowed Allowed Prohibited

Restricted Category Access Prohibited Prohibited | Prohibited Prohibited

Shared Case

View Allowed Allowed Allowed Allowed

Edit Allowed Allowed Allowed Allowed

Reassign Allowed Allowed Allowed Allowed

Share Allowed Allowed Allowed Allowed

View & Add Case Notes Allowed Allowed Allowed Allowed

Audit Trail PDF Allowed Allowed Allowed Allowed

Citizen Management

View Portals (Individual and Public) Any Portal Prohibited Prohibited Prohibited

Invite Individual Allowed Prohibited | Prohibited Prohibited

Create Public Portal Allowed Prohibited | Prohibited Prohibited

Edit and Close Public Portal Any Portal Prohibited | Prohibited Prohibited

Triage Submissions Any Portal Prohibited | Prohibited Prohibited

Audit Trail PDF Any Portal Prohibited | Prohibited Prohibited

Email Notification Preferences

Account Lockout Notification Allowed Prohibited | Allowed Prohibited

Upcoming Evidence Deletion Allowed Prohibited | Allowed Prohibited

Notification

Evidence Timestamp Notification Allowed Prohibited | Allowed Prohibited




Pre-Configured Lite Roles and Default Permissions

The following table provides the default permissions for the preconfigured roles of Lite User
and Lite Armorer. The Lite User and Lite Armorer roles are designed for users that only work
with TASER Conducted Electrical Weapons (CEW) logs and TASER CAM videos. The Lite
Armorer role acts as a CEW administrator and can reassign agency CEW devices, change
CEW settings, and upload any CEW logs.

Permission Lite User Lite Armorer

Login Access

Evidence.com Allowed Allowed
Evidence Sync Allowed Allowed
Axon Capture Prohibited Prohibited
Axon View XL Prohibited Prohibited
User Account

Edit Account Information Allowed Allowed
View & Compose User Messages Allowed Allowed
Download Sync Software Allowed Allowed
Create/Edit Group Prohibited Prohibited
Group Audit Trail PDF Prohibited Prohibited
Admin Access

Configure Agency Security Settings Prohibited Prohibited
Edit Agency Settings Prohibited Prohibited
Edit Device Offline & Microphone Settings Prohibited Prohibited
Device Administration Prohibited Prohibited
CEW Administration Prohibited Allowed
User Administration Prohibited Prohibited
Category Administration Prohibited Prohibited
Generate Reports Prohibited Prohibited

Search Access

User Search Prohibited Allowed
Partner Contact Search Prohibited Prohibited
Evidence Search Prohibited Prohibited
Device Search Prohibited Allowed
Case Search Prohibited Prohibited

Evidence Creation

Upload External Files Prohibited Prohibited

Configure Automatic Upload through Prohibited Prohibited
Evidence Sync




Permission Lite User Lite Armorer
Evidence Management

View Prohibited Prohibited
View CEW Firing Logs Only Their Own Only Their Own
Edit Prohibited Prohibited
Add/Remove Pending Review Category Prohibited Prohibited
Edit Evidence Group Prohibited Prohibited
Redact Prohibited Prohibited
Order Transcript Prohibited Prohibited
Reassign Prohibited Prohibited
Delete Evidence & Edit Date Recorded Prohibited Prohibited
Download Prohibited Prohibited
Download Infected Files Prohibited Prohibited
Share Prohibited Prohibited
Restrict Prohibited Prohibited
Share Externally to Authenticated Users Prohibited Prohibited
Share External Download Links Prohibited Prohibited
Post Notes Prohibited Prohibited
Audit Trail PDF Prohibited Prohibited
Access Restricted Evidence Prohibited Prohibited
Case Management

View Prohibited Prohibited
Edit Prohibited Prohibited
Reassign Prohibited Prohibited
Share Prohibited Prohibited
Share with Partner Agencies Prohibited Prohibited
Share External Download Links Prohibited Prohibited
Audit Trail PDF Prohibited Prohibited
View & Add Case Notes Prohibited Prohibited
Create Case Prohibited Prohibited
Restricted Category Access Prohibited Prohibited
Shared Case

View Prohibited Prohibited
Edit Prohibited Prohibited
Order Transcript Prohibited Prohibited
Reassign Prohibited Prohibited
Redact Prohibited Prohibited
Share Prohibited Prohibited




Permission Lite User Lite Armorer
View & Add Case Notes Prohibited Prohibited
Audit Trail PDF Prohibited Prohibited
Citizen Management

View Portals (Individual and Public) Prohibited Prohibited
Invite Individual Prohibited Prohibited
Create Public Portal Prohibited Prohibited
Edit and Close Public Portal Prohibited Prohibited
Triage Submissions Prohibited Prohibited
Audit Trail PDF Prohibited Prohibited
Email Notification Preferences

Account Lockout Notification Prohibited Allowed
Upcoming Evidence Deletion Notification Prohibited Prohibited
Evidence Timestamp Notification Prohibited Prohibited




Appendix B: Traditional Media Player

The procedures for working with the traditional media player were removed from the guide
PDF to reduce the size of the guide. If you need a copy of the procedures, contact Technical
Support and request a copy of the Traditional Media Player procedures.



Appendix C: Body Camera and Fleet Camera Settings

This appendix provides descriptions and additional information for each of the settings on
the Body Camera Settings page and Fleet Settings page.

Body Camera Settings

This section provides additional details for each of the settings on the Body camera settings
page.

Axon Body and Axon Flex Camera Settings

Video Settings

e Pre-Event Buffering

This setting determines if video in the pre-event buffer is included in a video
recording. When enabled, video from the 30 seconds prior to the user starting a
camera recording is included in the final video.

e Quality Settings

This sets the video quality for body camera recordings. Higher quality videos will take
up more storage space. For the best balance of quality and storage space, Axon
recommends that the cameras record in Medium.

Audio Recording Settings

e Camera Audio Recording
This sets if the camera records audio while recording video.

Additional Settings

o Offline Configuration

This sets if Axon Body and Axon Flex cameras can be set to and used in standalone
(or offline) mode. Selecting the checkbox below enables individual devices to be set
to offline mode using the Evidence Sync application.

WARNING: Enabling offline mode requires users to accept a disclaimer
acknowledging risks to the agency and data when configuring Axon video devices in
offline mode.



Axon Body 2 and Axon Flex 2 Camera Settings

Video Settings
e Quality Settings

This sets the video quality for body camera recordings. Higher quality videos will take
up more storage space. For the best balance of quality and storage space, Axon
recommends that the cameras record in Low HD.

Note: If the Quality Setting High HD (1080P) is selected, the Pre-Event Buffering
setting cannot be set to 120 seconds.

e Pre-Event Buffering

This setting determines if video in the pre-event buffer is included in a video
recording. The pre-event buffering time is configurable in 30 second increments for
up to 120 seconds (two minutes). When enabled, video from the selected amount of
time prior to the user starting a camera recording is included in the final video.

Note: Pre-event buffering settings above 30 seconds are only available for Axon
Body 2 and Axon Flex 2 cameras with the v1.9 firmware release or higher.
Additionally, pre-event buffering cannot be set to 120 seconds if the Quality
Setting is High HD (1080P).

e Watermark

This setting controls if a permanent watermark appears in the upper right corner of
all Axon Body 2 and Axon Flex 2 camera videos. The watermark displays the date,
time, and camera serial number for the duration of the video.

The watermark time uses the ISO 8601 international standard 24-hour format with a
trailing Z for “Zulu” or “zero hours” from Coordinated Universal Time (UTC) time
standard.

Why does the Watermark use UTC time?

UTC is based on Greenwich Mean Time (GMT) however the use of UTC is preferred
because Greenwich observes daylight savings time in the form of British Summer
Time (BST), then switches back to GMT in the winter.

The International Organization for Standardization (ISO) created the Coordinated
Universal Time (UTC) as a way to represent dates and times using numbers in a form
that is accepted by the national standardization body in most countries globally. This
standard is used by most militaries and the aviation industry worldwide to ensures
that all references to time are coordinated to the same standard.



Axon believes it is critical to maintain the UTC time standard for all videos and
therefore cannot support customization of the watermark to match a particular
customers local time zone.

After uploading, Evidence.com converts the time for each video to local time shown
in the upper right corner next to the video player.

Show Recording Status with Front Camera Light

This setting enables the visible indication of the recording status on the front of the
camera using the battery LED. During pre-event buffering the light will blink green.
During recording the light will blink red. If the front camera light is enabled, users
can turn it off by turning off all indicator lights or by entering Stealth Mode.

Audio Settings

Camera Audio Recording
This sets if the camera records audio while recording video.

To mute the audio on all Axon Body 2 and Axon Flex 2 camera videos at your agency,
select Disable Camera Audio Recording. If you do not want users to have the ability
to turn audio recording for their camera back on, then the Toggle Camera Audio
Recording setting must be set to Prohibit Users from Toggling Camera Audio.

Toggle Camera Audio Recording
This setting controls if users can enable and disable audio while recording an event.

Audio is muted during a recording by pressing and holding the function button for 3
seconds.

Pre-Event Buffering Audio Recording

This setting determines if audio will be recorded in the pre-event buffer.

Connectivity Settings

Note:

Visibility of the Bluetooth setting is managed by an Axon-controlled agency level
setting. Agencies that would like to have the Bluetooth setting available can contact
their Axon representative or Technical Support to request this option.

Bluetooth

This setting controls the camera's ability to use Bluetooth features. Disabling this
setting turns off Bluetooth for all Axon Body 2 and Axon Flex 2 cameras at your



agency. Bluetooth features including Axon Signal, Axon View, and Multicam will be
disabled.

Application Support Settings

e Axon View Pairing
This sets if the cameras can be paired with the Axon View mobile application.
e Axon View Login

Note: Visibility of the Axon View Login setting is managed by an Axon-controlled
agency level setting. Agencies that would like to have this setting available can
contact their Axon representative or Technical Support to request this option.

Enabling this setting forces users to log in to Axon View before they can pair with
Axon cameras. Note: If your agency has IP restrictions enabled, all mobile devices
must have VPN access to your network.

Axon Signal Settings

e Axon Signal

This setting controls the camera’s ability to activate recording when alerted by Axon
Signal products. The trigger events for the cameras are set on the Signal
Configuration page.

User Configurable Settings

e User Configurable Modes: Stealth and Indicator Lights

This setting allows camera users to turn on or off (toggle) stealth mode or indicator
lights. Axon Body 2 and Axon Flex 2 cameras emit lights, sounds, and haptic
feedback (vibrations) when they are switched on or off, and when a user starts or
stops recording. When officers enable stealth mode, all lights, sounds, and vibrations
are turned off. When officers disable indicator lights, all lights are turned off. These
settings will also disable the front camera light regardless of the Show Recording
Status with Front Camera Light setting.

Additional Settings

e Bookmark while Recording

This setting controls if users can leave a bookmark on a video while the camera is
recording. Bookmarks are added to the recording by pressing the function button on
the side of the camera. This function can be used to quickly note the time of a



memorable incident while the camera is recording. The bookmark will be visible
when viewing the video on Evidence.com.

o Offline Configuration

This sets if Axon Body 2 and Axon Flex 2 cameras can be set to and used in
standalone (or offline) mode. Selecting the checkbox below enables individual
devices to be set to offline mode using the Evidence Sync application.

WARNING: Enabling offline mode requires users to accept a disclaimer
acknowledging risks to the agency and data when configuring Axon video devices in
offline mode.

Fleet Settings

This section provides additional details for each of the settings on the Fleet settings page.
The front camera light and quality settings can be set separately for the Fleet Front and Back
cameras. When View XL is connected to Evidence.com, it automatically checks for and
applies any updated Axon Fleet configuration settings every 10 minutes.

Video Settings
e Pre-Event Buffering
This setting determines if video will be recorded in the pre-event buffer.
e Show recording status with front camera light

This setting enables the visible indication of the recording status on the front of the
camera using the battery led. During pre-event buffering the light will blink green.
During recording the light will blink red.

e Quality settings

This sets the video quality that Fleet cameras will record in. Each Fleet camera can

have a different setting. Higher quality videos will take up more storage space. For
the best balance of quality and storage space, Axon recommends that the cameras
record in low HD.

e User Configurable Modes: Stealth and Indicator Lights

This setting allows Fleet camera users to turn on or off (toggle) stealth mode or
indicator lights. Axon Fleet cameras emit lights and sounds when they are switched
on or off, and when a user starts or stops recording. When officers enable stealth



mode, all lights and sounds are turned off. Officers can change the brightness or
turn off the LED indicator light on the front of the camera.

e Watermark

This setting controls whether or not a permanent watermark appears in the upper
right corner of all Fleet videos. The watermark displays the date, time, and camera
serial number for the duration of the video.

The watermark time uses the ISO 8601 international standard 24-hour format with a
trailing Z for “Zulu” or “zero hours” from Coordinated Universal Time (UTC) time
standard.

Why does the Watermark use UTC time?

UTC is based on Greenwich Mean Time (GMT) however the use of UTC is preferred
because Greenwich observes daylight savings time in the form of British Summer
Time (BST), then switches back to GMT in the winter.

The International Organization for Standardization (ISO) created the Coordinated
Universal Time (UTC) as a way to represent dates and times using numbers in a form
that is accepted by the national standardization body in most countries globally. This
standard is used by most militaries and the aviation industry worldwide to ensures
that all references to time are coordinated to the same standard.

Axon believes it is critical to maintain the UTC time standard for all videos and
therefore cannot support customization of the watermark to match a particular
customers local time zone.

After uploading, Evidence.com converts the time for each video to local time shown
in the upper right corner next to the video player.

Audio Settings

e Camera Audio Recording

This sets if the Fleet cameras, Front and Back, will record audio while recording
video. To prevent Fleet cameras from recording audio, select Disable Camera Audio
Recording.

e Toggle Camera Audio Recording

This setting controls if your users can use View XL to enable or disable audio
recording while the Fleet cameras are recording video. This setting is only applicable
if the Camera Audio Recording setting is set to Enable Camera Audio Recording.



When Allow Users to Toggle Camera Audio is selected, additional audio controls
are available to the users in View XL. If you do not want your users to be able to
mute audio recording, select Prohibit Users from Toggling Camera Audio.

e Pre-event buffering audio recording

This setting determines if audio will be recorded in the pre-event buffer.
Activation Settings
e Speed Activation

Important: You must have a GPS enabled router and the GPS must be configured
for use with Axon Fleet for the Speed Activation setting to function.

This setting allows you to configure your Axon Fleet Front camera to transition from
Buffering to Event mode to record video when the set speed threshold is exceeded.
Use the Speed Activation slider to set the speed. Speed activation is off by default.

e Motion Activation

This setting enables Fleet cameras to transition from Buffering to Event mode when
sensors detect very high sudden changes in acceleration, usually associated with
vehicle accidents or crashes. This setting is disabled by default.

Offload Settings

e Auto Offload Timer

This sets the amount of time that evidence is stored in View XL before being
automatically queued for upload to Evidence.com. It can be configured for
immediate queuing or with a delay of 1 to 12 hours, set in one-hour increments.
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This section summarizes the changes to this guide, per each version of the guide. The

revision table lists the versions in reverse order, so that you can more easily see the most
recent changes to the guide.
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Document Revision
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February 2019
Rev A

e Added segment timeline zoom information to the Redaction Studio Layout and
Controls section and Using Redaction Studio section

e Updated the Device Search Filters and Device Summary report with Device Home
information and added an Update Device Home section.

e Added an administrator Device Home section with information on adding, editing,
and deleting Device Home information.

e Added an administrator Evidence Groups section with information on using
Evidence Groups. Added information on optional Evidence Group fields when
adding users. Updated Appendix A: Roles and Permissions for new Evidence
Group permission and settings.

January 2019
Rev A

e Added a note to the Restricting Evidence from the Evidence Search Page and
Restricting Evidence from the Evidence Detail Page sections saying that when
video is uploaded from Evidence Sync with a restricted category applied, only the
user who uploaded the video is added to the access list.

e Added a section on the TASER 7 Health page.

¢ Updated the Configure CEW Settings section to include TASER 7 Settings.

December 2018
Rev A

e Updated the Field Validation section to clarify that Evidence ID field validation is
enforced in Axon View and Axon Capture.

e Updated Device and Applications Settings section for user interface changes.
e Added section on working with Evidence Upload XT Settings.

e Updated Appendix C: Body Camera and Fleet Camera Settings to reflect user
interface changes to the device setting pages.

October 2018
Rev A

e Updated Axon Citizen - Citizen Evidence and Portal Details Page Overview section
with information about Owner column and filters.

e Updated the Evidence Search Filters - Advanced Search Filters section with
information on the new Source filter.

e Added the procedure for Axon Fleet Bulk Vehicle Creation to the Vehicle search
section.

e Updated the Early Access Devices section to include Axon Flex 2 cameras and
controllers as early access devices.

e Updated descriptions of special categories with the following changes - the
Uncategorized category can have an evidence retention policy setting and Pending
Review can be a restricted category.
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September 2018
Rev A

e Updated Axon Citizen Portal Details pages section with information about links to
the Evidence Search pages and the Portal Owner field.

e Updated the Creating a Public Portal procedure with the Portal Owner field
information. Added procedures for editing and closing a Public Portal.

e Updated the Additional Information on the Citizen Evidence Detail Pages section
with the Triaged By field information.

e Updated the Redaction Studio description and images to include segment
timelines.

e Updated the Body Camera Settings section with the reorganized settings and
descriptions.

August 2018
Rev A

¢ Added information about and procedures for using Axon Citizen for Communities.
Including permissions, creating public portals, and what community members see.

e Added information on new Redaction Studio keyboard controls for changing
playback speed and adding audio masks.

¢ Updated Inventory Page section for changes to main page.
e Added new In Evidence device status description.

¢ Updated Citizen Settings for Axon Citizen for Communities.
e Updated Appendix A Citizen Management Permissions.

e Added information to Appendix C Fleet Settings about new Axon Fleet Auto
Offload Timer setting.

July 2018
Rev A

e Added information about the new Inventory pages, which replaces Devices page,
and moved information for Axon Fleet Vehicles to this section.

e Updated the Add, Edit and Delete a Retention Category information for user
interface changes.

e Added note to the Axon Citizen Instructions for Evidence collectors section saying
that for agencies that have French set as default language, the Axon Citizen
individual invite text, Terms of Use, and Privacy Policy information will also appear
in French. Updated the maximum submission file size to 60 GB.

e Updated contact email for Axon Technical Support to support@axon.com.

June 2018
Rev A

¢ Updated file size information limits Axon Citizen submissions.

e Updated the Using Evidence.com to Triage Submissions section with information
on the Accept and Decline Remaining buttons.

e Updated the Redaction Studio section with information on the playback speed
selector control.

e Updated Evidence Edit Location procedure with information about using latitude
and longitude coordinates.

¢ Updated the Admin - Citizen Settings section for changes to setting text and order.
¢ Added the Download Evidence Upload XT section.

e Added the User Configurable Modes: Stealth and Indicator Lights setting to
Axon Fleet Settings descriptions.
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May 2018
Rev A

e Removed Grant Temporary Access to Customer Service section - This option was
removed to update the functionality.

e Updated Axon Citizen section with new information about the triage workflow,
permissions, Axon Citizen settings, virus scan, and what community members see.

e Added new keyboard controls for Redaction Studio.
e Updated the Citizen Settings section with new triage workflow setting information.

e Updated Appendix A Roles and Permissions for new Citizen Management and
Download Infected Files permissions.

April 2018,
Rev A

e Updated the Update Your Email Notifications procedure to reflect the updated
Email Notifications page.

e Added a note to the Evidence, Cases, and Devices Export Search Results sections
saying when search results are exported in Microsoft Excel or CSV format, the
Device Assignee First Name and Last Name are split into separate columns and a
Badge ID column is included.

e Added a section for the new Field Validation Admin page and incorporated the
existing information on using Regex.

e Added a note to the Groups Administration User Permission section and set-up
procedures saying that when License Tiers are enforced or in preview mode for an
agency, Group Monitors must be assigned to a Pro Tier role.

e Updated the Add Category, Edit Category, and Delete Category procedures for
changes due to Field Validation.

e Updated the Configure CEW Signal Settings procedure with information about
Assigned Officer Activation setting.

e Updated the description for the Edit Agency Settings permission to show it is used
to access the Field Validation page.

March 2018
Rev A

¢ Added information in the Sign In to Evidence.com section about how users can
search for their agency’s Evidence.com site.

e Updated Outside My Agency evidence access list procedures (Adding Users and
Groups to an Outside My Agency Access List from the Evidence Search Page,
Adding Users and Groups to the Outside My Agency Access List, and Modifying
and Removing Users and Groups from Outside My Agency Access Lists) to include
information about Partner Agency Groups.

e Added information about the Most Recent Dock Connection to the Summary tab
description in View Device Profile.

¢ Added information to the Evidence Created and Evidence Deleted report
descriptions about showing the difference between evidence recording and
evidence upload.
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February 2018 e Added Axon Citizen section for users.
Rev A e Updated Text Search Details section for Evidence Search Filters and Case Search
Filters.
e Updated evidence access list procedures with the group changes.
e Updated Evidence Map and Cases View Map sections with the updated map
information.
e Added Redaction Studio section.
e Updated Group Administration section with information for Groups changes.
¢ Added Citizen Settings section for administrators.
e Updated Categories and Evidence Retention Policies section to remove
information about map pins.
e Updated Configure CEW Settings section with information about new Continued
SPPM Transmit in Safe Setting.
e Updated Appendix A with new Citizen Management permission.
January 2018 e Reorganized guide content, placing information on evidence management, case
Rev A management, device management, and reporting in the front portion of the guide.
Administrator-only information was moved to be later in the guide. Renamed the
guide as Evidence.com User and Administrator Reference Guide.
e Corrected the About the Access Restricted Evidence Permission section, which had
out-of-date information.
e Removed the reference to editing time zone in the Edit Other User Account
Information section.
December 2017 e Updated the Configure Password Settings section to include information about the
Rev A configurable Session Timeout setting.

e Added a note to the Export Device Search Results section that says the Device
Assignee First Name and Last Name are split into separate columns when Device
Search results are exported in Microsoft Excel or CSV format.

e Corrected some descriptions and default permissions in Appendix A.
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October 2017 e Added that users can enter their username or email address in the Username field

Rev A when signing in to Evidence.com.

e Added a note to the Regular Expressions for Evidence ID Validation section saying
that the current version of Evidence Synch does not support Regular Expressions
with /1i. Support for this will be added in a future Evidence Synch release.

e Updated Signal Configuration section with information on settings for Signal
Sidearm.

e Added Signal Sidearm Registration section with information on registering Signal
Sidearm devices.

¢ Added a note to the Restore Evidence and Restore Deleted Evidence sections
saying that when evidence that is queued for deletion is restored, if the evidence is
assigned a category that has a retention period, the evidence's new deletion date
is set 30 days from the current date, regardless of the categories retention period.
If the evidence is uncategorized or the assigned category does not have a
retention period, then no deletion date is set for the evidence.

e Added information to the Assign and Un-Assign Categories section saying that the
Categories area appears in the heading below the evidence Title and ID and on the
right side of the page. Updated procedure for assigning categories for other UX
updates.

e Added notes to the Appendix C Body Camera Settings descriptions for Axon Body2
and Axon Flex 2 Cameras saying the setting combination of Video Quality High HD
(1080P) and Pre-Event Buffering 120 seconds is not allowed.

September 2017 e Added Device Serial to the list of Advanced Search filters.

Rev A e Added procedures for using Inside My Agency access lists and updated
procedures for Outside My Agency access lists to replace the previous sharing
procedures.

e Updated the description of the User Summary Report to include Last Login Date,
Invited Date, and Deactivated Date.

e Renamed the Evidence Management Restricted Category Access permission to
Access Restricted Evidence and updated the permission description in Appendix A:
Roles and Permissions.

August 2017 e Updated the Evidence Search Filters Date filter to include time information.

Rev A e Added a note about the transition from the current evidence sharing workflow to
the new Evidence Access List functionality in the Bulk Share Evidence by
Authenticated Sharing, Bulk Share Evidence by Unauthenticated Download Link,
and Share an Evidence File sections.

e Corrected the name and description for Activation Settings in the Fleet Settings
section of Appendix C.

July 2017 e Removed Internet Explorer 10 from the list of supported browsers.

Rev A

o Clarified the note in the Multicam Playback - Selecting Videos for Playback section
to say that cameras must be within range of each other for at least one minute
before recording, excluding pre-event buffering, for the videos to be displayed
with multicam playback.

e Updated the Fleet Settings section of Appendix C with new Audio Settings and
Activation Settings for Fleet cameras.
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June 2017 Added and updated information and procedures to support Axon Fleet in

Rev A Evidence.com, this includes Axon Fleet camera settings, Vehicle configuration, and
Signal configuration.
Updated the Multi-Factor Authentication Security Challenge Frequency maximum
setting to 20 minutes.
Added information on Evidence Search - User Association and Vehicle ID Advanced
Search filters.
Added note to the Multicam Playback - Selecting Videos for Playback section
saying that videos must be at least one minute in length, excluding pre-event
buffering, to be displayed with multicam playback.
Added information on Device Summary Report to the Reporting section.
Updated Appendix C to include information on Axon Fleet camera settings.

May 2017 Added Multi-Factor Authentication section (this replaces the Mobile Phone

Rev A Advanced Authentication section)
Updated Supported File Types section by adding .wma as a supported audio file
type. Note that Evidence.com already supported .wma file types, but the list in the
guide did not reflect this.

April 2017 Updated the Supported Web Browsers section with a note saying that

Rev A Evidence.com will no longer support Internet Explorer 10 beginning with the July
2017 release of Evidence.com.
Updated the Complete the User Registration Process section by removing the
reference to accepting the End User License Agreement (EULA).

March 2017 Updated company name information.

Rev B

March 2017 Added a procedure to Copy a Role.

Rev A Added information and procedures for Early Access Devices.
Updated the Video Evidence Redaction section and added information about Skin
Blur Redaction.
Added Appendix C: Body Camera Settings with descriptions of the Evidence.com
settings for Axon Body 2, Axon Flex 2, Axon Body, and Axon Flex cameras.

February 2017 Updated the Roles and Permissions section with new pre-configured role

Rev A information, the new license Tier setting for roles, and updated Appendix A: Roles

and Permissions with new role and permission setting information. Removed the
section on Assignee Only role, since this role is no longer available.

Added a note to the Configure Password Settings section with information about
failed security question attempts.

Updated the Evidence Search section for changes to the Evidence.com search
functions.

Added a section on download speed information.

Updated the Edit Location topic to say the location area appears in the upper-
right.

Added information about the Multicam Playback feature.
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January 2017
Rev A

e Added Microsoft Edge to the list of supported web browsers.

e Added a note for Internet Explorer 11 users saying that Font downloads must be
enabled to use Evidence.com.

e Added a note about the temporary file size limit for Bulk Download Evidence.
e Added information about Audit Trail information for all devices.
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